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At Veeam Software we value the feedback from our customers. It is important not only to help you
quickly with your technical issues, but it is our mission to listen to your input, and build products that
incorporate your suggestions.

Customer Support

Should you have a technical concern, suggestion or question, please visit our Customer Center Portal
at www.veeam.com/support.html to open a case, search our knowledge base, reference
documentation, manage your license or obtain the latest product release.

Company Contacts

For the most up to date information about company contacts and offices location, please visit
www.veeam.com/contacts.html.

Online Support

If you have any questions about Veeam Backup Free Edition, you can use the following resources:
= Full documentation set: https://www.veeam.com/documentation-guides-datasheets.html

= Community forum at forums.veeam.com
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This user guide provides information about main features of Veeam Backup Free Edition. The
document applies to version 9.0 and all subsequent versions until itis replaced with a new edition.

Intended Audience
The user guide is intended for anyone who wants to use Veeam Backup & Replication. Itis primarily

aimed at virtual environment administrators, consultants, analysts and any other IT professionals
using the product.

Document Revision History

Revision # Date Change Summary

Initial version of the document for the Veeam Backup &

Revision 1 1/12/2016 Replication 9.0.
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Veeam® Backup & Replication™is a data protection and disaster recovery solution for VMware vSphere
and Hyper-V virtual environments of any size and complexity. Combining all of the necessary
functions in one intuitive interface, Veeam Backup & Replication serves to solve the most critical
problems of virtualized infrastructure management and protect mission-critical VMs from hardware
and software failures.

Veeam Backup & Replication can operate in two functionality modes: full mode and free mode.

= When you run Veeam Backup & Replication in the full functionality mode, you get a
commercial version of the product that provides access to all Veeam Backup & Replication
functionality.

= When you run Veeam Backup & Replication in the free functionality mode, you get a free
version of the product — Veeam Backup Free Edition that provides limited capabilities. You
can back up single VMs (create VeeamZIP™ files), recover VM data from VeeamZIP files,
backups storage snapshots, perform file copy operations, migrate VMs and work with tape
media.

This help describes the capabilities of Veeam Backup Free Edition. To learn about the capabilities
provided by Veeam Backup & Replication, do one of the following:

= Switch to the full functionality mode and press [F1] on the keyboard or select Help > Help
from the main menu.

= Access Veeam's documentation on the website: https://www.veeam.com/documentation-
guides-datasheets.html
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VeeamZIP

With Veeam Backup Free Edition, you can create VeeamZIP files for VMware vSphere and Hyper-V
VMs.

VeeamZIP is similar to full VM backup. When you create a VeeamZIP file, Veeam Backup Free Edition
copies VM data, compresses it and stores it to a full backup file (VBK) that acts as an independent
restore point. You can store a created VeeamZIP file to a folder on the local host or to a network share.

VEEAM BACKUP AND REPLICATION
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In Veeam Backup Free Edition, you can run the VeeamZIP job only for one VM. If you need to process
several VMs, you can start a number of VeeamZIP jobs simultaneously.

VeeamZIP jobs can only be run manually: you cannot schedule them or save and run them later.
Similar to backup jobs in Veeam Backup & Replication, VeeamZIP jobs are run in the background. Even
if you close the Veeam Backup Free Edition console, the process will still continue to operate.

In Veeam Backup Free Edition, VeeamZIP jobs are not registered in the Veeam Backup & Replication
database and are not available in the list of backups. Backups created in Veeam Backup & Replication
are not available in the list of backups, too. To restore data from backups and VeeamZIP files, you will
need to import them when working with the Restore wizard.

If you plan to create VeeamZIP files for VMs that run Microsoft Windows Server 2012 R2 and reside on

Important! avolume with Data Deduplication enabled, itis recommended to deploy Veeam Backup Free Edition
on a machine running Windows Server 2012 R2. Otherwise, certain types of restore operations for
these VMs such as Windows File Level Recovery may fail.
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Backup Infrastructure

In Veeam Backup Free Edition, you cannot configure backup proxies and backup repositories and
point a VeeamZIP job to them.

= In the VMware vSphere environment, VM data is retrieved from the source ESX(i) host and
processed on the Veeam backup server that performs the role of the default backup proxy.
Therefore, the backup traffic goes from the source host to the backup destination through
the Veeam backup server.

= In the Hyper-V environment, VM data is processed on the source Hyper-V host that performs
the role of the default backup proxy. The backup traffic goes from the source Hyper-V host to
the backup destination, bypassing the Veeam backup server. The Veeam backup server
controls the job performance.
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VeeamZIP Options

Veeam Backup Free Edition offers the following advanced options for VeeamZIP files creation:
= Data encryption
= Retention settings
=  Data compression

= VM guest OS quiescence

Deshination:

\\172.17.22 5B ackups || Browse.. |

LCredentials: |ﬁ‘& TECHAdriniztrator [TECHAdministrator, last edited: 420 daps v| Add..

Manage accounts

Dielete thiz backup automatically:

[ Enable backup file encryption

Password:
| Standard pazzword (Last edited: 7 days aga) W | | Add...
() Loss protection enabled Manage pazswords

Compression level:

| Optimal [recommended) W |

Guest processing:
["] Dizable guest quisscence [performs crash consiztent backup)

Data Encryption

You can encrypt VeeamZIP files to protect your information from unauthorized access. To create an
encrypted VeeamZIP file, you must enable the encryption option and specify a password in VeeamZIP
task options.

The VeeamZIP creation process with encryption enabled includes the following steps:
1. You enable encryption for a VeeamZIP task and specify a password.

2. Based on this password, Veeam Backup Free Edition generates the necessary key to protect
VM data.

3. Veeam Backup Free Edition encrypts data blocks on the Veeam backup server side and
transfers them to the destination storage.

4. On the target storage, encrypted data blocks are stored to a resulting VeeamZIP file.
Restore of an encrypted VeeamZIP file includes the following steps:
1. Youimport a VeeamZIP file and define a password to decrypt thefile.

2. Veeam Backup Free Edition uses the provided password to generate the key and unlock the
VeeamZIP file.

3. Veeam Backup Free Edition retrieves data blocks from the VeeamZIP file, sends them to the
source side and decrypts them on the Veeam backup server.

10 | Veeam Backup Free Edition | User Guide | REVISION 1



Retention Settings

You can specify retention settings for the created VeeamZIP file: define if the file must remain on the
target storage or must be deleted with time.

Veeam Backup Free Edition offers the following retention settings for VeeamZIP files:
= VeeamZIP files are never deleted.

= VeeamZIP files are automatically deleted after some period of time: on the same night, the
next night, in 3 days, in a week and so on.

Data compression
In Veeam Backup Free Edition, you can select one of the following compression levels:

¢ None compression level is recommended if you use storage devices with hardware
compression and deduplication tools to store created VeeamZIP files.

o Dedupe-friendly is an optimized compression level for very low CPU usage. Itis
recommended if you want to decrease the load on the Veeam backup server (for VMware
environments) and source Hyper-V host (for Hyper-V environments).

e Optimal (default setting) is the recommended compression level providing the best ratio
between the size of the VeeamZIP file and time of its creation.

e High compression level provides additional 10% compression ratio over Optimal, but at the
cost of about 8x CPU usage.

e Extreme compression provides the smallest size of the VeeamZIP file but reduces the
VeeamZIP job performance. We recommend that you run backup proxies on computers with
modern multi-core CPUs (6 cores recommended) if you intend to use the extreme
compression.

VM Guest OS Quiescence

Veeam Backup Free Edition uses VMware Tools quiescence for VMware VMs and native Hyper-V
quiescing mechanisms for Hyper-V VMs to capture VM data. Veeam Backup Free Edition quiesces, or
freezes, a running VM to bring its file system and application data to a consistent state suitable for
backup. Restoring a transactionally consistent VeeamZIP file ensures successful recovery of VM
applications without any data loss.

By default, VM guest OS quiescence is enabled. You can disable it if necessary: for example, if you
create VeeamZIP files for VMware VMs without VMware Tools installed or Hyper-V VMs running
applications without VSS support.

Note: During VM data processing, Veeam Backup Free Edition checks the NTFS MFT file on Windows-based
VMs to identify blocks of the Windows pagefile and excludes these blocks from processing. Windows
pagefiles are dynamic in nature and change intensively, even if VMs do not change much. Pagefile
exclusion results in increased VM data processing performance.

11 | Veeam Backup Free Edition | User Guide | REVISION 1



Note:

Data Recovery

Veeam Backup Free Edition offers a variety of restore options:

= From VeeamZIP files created for VMware VMs, you can restore an entire VM, VM guest OS
files, VM hard disks and VM files (VMDK, VMX and so on).

= From VeeamZIP files created for Hyper-V VMs, you can restore an entire VM, VM guest OS files
and VM files (VHD, VHDX, XML and so on).

To restore VM data, you can use a VeeamZIP file created in Veeam Backup Free Edition or any backup
file or VeeamZIP file created in Veeam Backup & Replication.

Veeam Backup Free Edition does not support batch restore for full VM recovery: at a time, you can
perform restore of a single VM only. That is, if you create a backup file for a number of VMs in Veeam
Backup & Replication and use this file for restore in Veeam Backup Free Edition, you will need to select
only one VM.

Instant VM Recovery capabilities are not available in Veeam Backup Free Edition.

Backup file:
C:\BackuptDC Backup\DC Backup2015-12-09T 01 3607 wbk

Total Vi size: 20.6 GB Taken: 2 days ago
Backup size: 6.9 GB [3.0x) 1:36 AM 127972015
Contained Vhds:
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E:Id-:ﬂ‘l Whiware A00GE 206 GR

| Restore || Cloge |

E Entire W (including registration)
T= WM hard disks

F UM files (UMDE, VX

g- [ Guest files (¥indows)
& west files (other 05
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File Copy

As well as in Veeam Backup & Replication, in Veeam Backup Free Edition you can perform file copy
operations.

File copying is the most natural way to deliver an ISO file to an ESX(i) or Hyper-V host and exchange
VMs, VM templates and files between ESX(i), Hyper-V, Windows and Linux hosts.
Veeam Backup Free Edition ensures security and works over 6 times faster than SCP.

Source

B Select items to be copied with this job.

M ame Server:

| filezerverll tech.local

ltems to copy:
Item Huost Add...

ezls [ C:\Backup siv2.tech.lacal
[ C:\Backup fileserverdl.tech.local
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Destination

< Previous | | Mest > | | Finizh
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VM Migration

Veeam Quick Migration enables you to promptly migrate one or more VMs between ESX(i) hosts,
datastores or both. Veeam Backup Free Edition allows migration of VMs in any state with minimal
disruption to business operations and end user access to services.

Note: Quick Migration functionality is available only for VMware VMs.

When you migrate a VM, Veeam Backup Free Edition analyzes your virtual infrastructure, its
configuration and the state of VMs and selects the most appropriate relocation method. Whenever
possible, Veeam Backup Free Edition coordinates its operations with vCenter and uses native VMware
vCenter migration mechanisms: vMotion and Storage vMotion. When VMware vCenter migration
methods cannot be used (for example, your VMware vSphere license does not provide support for
vMotion and Storage vMotion, or you need to migrate VMs from one standalone ESX(i) host to
another), Veeam Backup Free Edition employs its proprietary SmartSwitch technology to relocate VMs.

Veeam Quick Migration provides means for fast background migration of VMs ensuring continuous
uptime of your virtual environment. Quick Migration supports hot VM migration with SmartSwitch
and cold VM migration with cold switch.

Migration of a VM is performed in several stages.

1. Veeam Backup Free Edition copies the VM configuration file (VMX) to the target host and
registers the VM on that host.

2. Veeam Backup Free Edition triggers a VM snapshot and copies VM disk content to the new
destination.

3. Veeam Backup Free Edition moves to the new location the VM state and changes that were
made after the snapshot creation. Veeam Backup Free Edition uses different approaches to
move the VM state between hosts with compatible and non-compatible CPUs:

= If you move a VM between two hosts with compatible CPUs,
Veeam Backup Free Edition uses SmartSwitch: it suspends a VM to move its state
file and changes made after the snapshot creation. The VM is then resumed on the
new host. This mechanism ensures minimum downtime and completely eliminates
data loss during migration.

= |f you move a VM between two hosts with non-compatible CPUs,
Veeam Backup Free Edition stops the VM to move changes made after the
snapshot creation and then starts the VM on the new host.
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Veeam Explorer for Storage Snapshots

Many organizations use storage snapshots for data protection. Storage snapshots allow for very low
RPO: they have minimal impact on storage performance and can be created really fast. Administrators
can take snapshots several times a day or even schedule them as often as every hour.

However, in the virtual environment storage snapshots add more difficulty to the restore process.
Storage snapshots are created per volume. A volume typically holds disks of multiple VMs. For this
reason, restore from storage snapshots is not a simple rollback operation: it is a multi-task process. To
restore a VM from the storage snapshot manually, you typically need to perform the following actions:

1. Present the storage snapshot to an ESX(i) host.

Perform an HBA rescan.

Mount the storage snapshot to the ESX(i) host.

Browse the storage snapshot to locate the VM files (VMDK).

Add the VM to the inventory or copy the VM files to another VMFS datastore.

o Uk wWwN

Power on the VM.
7. Perform cleanup operations after recovery is completed.

If you need to restore guest OS files and application objects from the VM on a storage snapshot, the
procedure will be even more complicated. As a result, the restore process takes much time.

To make VM recovery from storage snapshots fast and easy, Veeam Backup Free Edition offers Veeam
Explorer™ for Storage Snapshots. Veeam Explorer for Storage Snapshots is a new technology in
Veeam Backup Free Edition that lets you restore VMware VM data directly from storage snapshots on
EMCVNX(e), HP 3PAR StoreServ, HP StoreVirtual and NetApp. Veeam Explorer for Storage Snapshots
has been designed and developed in collaboration with HP and NetApp and uses native means of
these storage systems for restore.

Veeam Explorer™ for Storage Snapshots offers a variety of restore options:
=  You can restore an entire VM.
= You can restore VM guest OS files (Microsoft Windows, Linux, FreeBSD and other).

=  You can restore Microsoft Active Directory objects from virtualized Microsoft Active Directory
servers.

=  You can restore Microsoft Exchange objects from virtualized Microsoft Exchange servers.
= You can restore Microsoft SharePoint objects from virtualized Microsoft SharePoint servers.
=  You can restore Microsoft SQL Server databases from virtualized Microsoft SQL Servers.

= You can restore Oracle database from virtualized Oracle servers.
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vCloud Director Support

Backup and restore of vCloud Director vApps and VMs has always been a hot topic. Up to now backup
tools offered no option of backup in the vCloud Director environment. The only way was to perform
backup at the level of the underlying vCenter Server. For restore, the administrators would first need
to restore VMs to the vCenter Server level and then bring them to vCloud Director through import.

Veeam Backup Free Edition provides support for vCloud Director. It uses vCloud Director API to help
you create VeeamZIP files for separate VMs and restore VMs directly to the vCloud Director hierarchy.

When Veeam Backup Free Edition creates VeeamZIP files for VMs, it captures not only data of VMs
being a part of vApps, but also vApp metadata. As a result, you can restore vCloud Director VMs back
to the vCloud Director hierarchy and do not need to perform any additional actions on import and VM
configuration.

D0 B0 B0 O

vApp 1 VARp 2 | vapp 1 vApp 2

Organization vDC 1 Organization vDC 2

vCloud Abstraction Layer
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VeeamZIP for vCloud Director VMs

Veeam Backup Free Edition lets you create VeeamZIP files for separate vCloud Director VMs. When
Veeam Backup Free Edition creates VeeamZIP files, it additionally captures vApp metadata. vApp
metadata includes:

= General information about the vApp where VMs reside, such as: vApp name, description, VM
descriptions

= Information about vApp networks and organization networks to which the vApp is
connected

= VMs startup options

= Userinformation

= Lease

* Quota

= Storage template and so on

vApp metadata is stored together with the VM content in the VeeamZIP file. Capturing vApp metadata
is extremely important for restore: without it, you will not be able to restore the VM back to vCloud
Director.

With Veeam Backup Free Edition, you can create VeeamZIP files for regular VMs and linked clone VMs.

VeeamZIP for Regular VMs

When you create VeeamZIP files for regular VMs, Veeam Backup Free Edition captures and stores to
the backup file the following data:

=  VMdisk content
= vApp metadata
= VM metadata

VI disk cantent
| | M [ +vApp metadata
+ W metadata .

i >
wApp 1 | VApp 2

VesamiIlPfile
OrganizationwDC 1
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VeeamZIP for Linked Clone VMs

When you create VeeamZIP files for linked clone VMs, Veeam Backup Free Edition captures and stores
to the VeeamZIP file the following data:

= Content of the template to which the VM is linked
= Content of the VM user disk — delta disk

=  vApp metadata

= VM metadata

Veeam Backup Free Edition consolidates data of the VM template and delta disk and savesitasa
regular VM disk in the VeeamZIP file. Data merging guarantees proper VM restore: even if a VM
template is lost by the time of recovery, you will still be able to restore the linked clone VM from the
VeeamZIP file.

Y
\ 1."[-.-1Tem|:-|ates\

Template data
+ Delta disk
+vApp metadata

+WI metadata .
—

™
\
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Restore of vCloud Director VMs

Veeam Backup Free Edition enables full-fledged restore of VMs to vCloud Director. For restore,
Veeam Backup Free Edition uses VM metadata saved to a VeeamZIP file and restores specific VM
attributes. As a result, you get a fully-functioning VM in vCloud Director, do not need to import the
restored VM to vCloud Director and adjust the VM settings manually.

vCloud Director VMs can be restored to the same vCloud Director hierarchy or to a different vCloud
Director environment. Restore options include:

= Full restore for vApps and VMs
= Restore of VM disks
= Restore of VM files

= Guest OS file-level restore

Restore of Regular VMs to vCloud Director

If you restore a regular VM back to the vCloud Director hierarchy, the restore process includes the
following steps:

1. Veeam Backup Free Edition uses the captured vApp metadata to define the vApp settings
and VM initial location in the vCloud Director hierarchy.

2. Veeam Backup & Replication restores the VM from the VeeamZIP file to its initial location or
to other location. Additionally, Veeam Backup Free Edition restores all VM settings.

VI disk content
[ VM ; £Vl metadata
| | T .

wApp 1 VApR 2

VeeamllFfile

OrganizationwDC1

Restore of Linked Clone VMs to vCloud Director

Veeam Backup Free Edition lets you restore linked clone VMs - VMs that were deployed from a VM
template using the fast provisioning technology. There are several mechanisms for processing linked
clone VMs.
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Restore of Existing VMs

If you are restoring a vCD linked clone VM that exists in the vCloud Director hierarchy, the restore
process includes the following steps:

1.

Veeam Backup Free Edition uses the captured vApp metadata to define the initial settings of
the VM.

Veeam Backup Free Edition calculates a signature for the consolidated VM disk in the
VeeamZIP file (containing the VM template data and data of the delta file) and the signature
for the VM existing in vCloud Director. Veeam Backup Free Edition then compares the disk
signatures to define what data blocks have changed.

Veeam Backup Free Edition restores only changed data blocks from the VeeamZIP file and
writes them to the user delta file.

Y
\ 1."[-.-1Temp|ates\
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Restore of Deleted VMs

If you are restoring a VM that no longer exists in vCloud Director hierarchy, the restore process
includes the following steps:

1.

Veeam Backup Free Edition uses vCloud Director to create a new linked clone VM from the
VM template that the user selects. The new VM has a blank user delta file.

Veeam Backup Free Edition calculates a signature for the consolidated VM disk in the
VeeamZIP file (containing the VM template data and data of the delta file) and the signature
for the created VM in vCloud Director. Veeam Backup Free Edition then compares the disk
signatures to define what data blocks need to be restored.

Veeam Backup Free Edition restores only those data blocks that need to be restored from the
VeeamZIP file and writes them to the blank user delta file.

By default, Veeam Backup Free Edition links the VM to the same VM template that was used by the
initial VM. During restore, Veeam Backup Free Edition checks the settings of the VM template to which
the restored VM is linked: verifies connection settings, makes sure the disk size coincide and so on.
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Restore of Linked Clone VMs as Regular VMs

In some cases, Veeam Backup Free Edition can restore a VM from a VeeamZIP file as a regular VM. This
type of restore is accomplished in the following situations:

=  You have intentionally chosen to restore a linked clone VM as a regular VM.

= You are restoring a VM to the Organization vDC which has the fast provisioning option
disabled.

=  AVM template to which the restored VM should be linked is not accessible in the location to
which the VM is restored.

In this case, Veeam Backup Free Edition uses the same algorithm as for restore of full VMs in the virtual
environment. It retrieves the data of the consolidated VM disk from the VeeamZIP file and restores the
VM in the vCloud Director hierarchy.

Cansalidated
iim m m VI data .
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wApp 1 | VApR 2

VeeamllFfile
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Tape Device Support

Veeam provides native tape support that is fully integrated into Veeam Backup Free Edition. You can
administrate all operations on tapes from your Veeam console.

Long-term archiving and compliance are listed as primary reasons for using tape. Tape appears to be
one of the most widely used media for offsite backup. Using backup to tape, you can implement the
‘3-2-1" backup approach (3 copies, 2 types of media, 1 offsite location) considered as a best practice for
data protection and disaster recovery. Veeam Backup Free Edition offers support for tape devices and
allows you to archive your data to tape and restore it from tape whenever needed.

Storing data to tapes provides you with the same data managing options as disk repositories. In
particular, you can store full and incremental backups, apply user-defined retention settings to the
archived data, select restore points and so on. Compared to disk storage, tape archive requires more
time to retrieve files for restore if the tapes are stored offsite.
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Supported Devices

Veeam Backup Free Edition supports the following devices:
= Linear Tape-Open tape libraries starting from 3 generation (LTO3) or later.
=  Physical libraries and standalone drives, virtual tape libraries.

= Partitions of the physical or virtual tape libraries presented to the Veeam backup server.

Note: If you plan to run both Veeam Backup Free Edition and 3rd party tape-recording software (for
example, in your evaluation lab), consider that Veeam Backup Free Edition by default will periodically
lock the drive to perform rescan, preventing other software from recording.

Industry Format
Veeam Backup Free Edition uses the MTF (Microsoft Tape Format) industry format to write data to
tape.
Supported Connection Types
You can connect the tape device directly or remotely.
= Direct connection:
e Fibre Channel (FC)
e  Serial Attached SCSI (SAS)
e SCSI
= Remote connection:

e iSCSI

Unknown Medium Changers

Veeam supports medium changers that have no Windows drivers available. Such devices must be
connected over SCSI.

It is recommended that you use tape devices with original equipment manufacturer (OEM) drivers.

System Requirements and Limitation
Veeam Backup Free Edition has the following requirements and limitations to tape devices:

= |f multiple driver installation modes are supported for your storage device, make sure the
driver is installed in the mode that allows for multiple open handles from a host to a drive to
exist at the same time.
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Tape Device Deployment

Tape devices are connected to Veeam Backup Free Edition via a tape server. As a tape server, you can
use any Microsoft Windows server managed by Veeam Backup Free Edition. In small installations, you
can connect the tape device or devices to the Veeam backup server and assign the role of the tape
server to it. The tape connected devices are recognized by the Veeam Backup Free Edition
automatically.

Tape traffic loads the tape server a lot. Using the Veeam backup server as the tape server may be
sufficient for small environments with low traffic workloads. However, if you plan to back up data to
tape intensely, consider allocating a dedicated tape server to offload the Veeam backup server. You
can also reconnect your tape device to a dedicated tape server. After the tape device is reconnected,
the tape infrastructure appears in Veeam Backup Free Edition unchanged.

Using a separate tape server is useful in the following cases:
= To balance the traffic load in installations with intense data transferring,

= To configure remote data archiving: you can connect the tape devices to any tape server
accessible by Veeam Backup Free Edition by network.

= To deploy a number of tape servers managed by one Veeam backup server.

With Veeam Backup Free Edition, the data transfer during archiving and restore processes is enabled
with Veeam Data Mover services. The Data Movers run on tape servers and other components of
backup infrastructure. They receive tasks from the Veeam backup server and communicate to each
other to transfer the data.

The Data Movers are light-weight services that take a few seconds to deploy. Deployment is fully
automated: when you assign a tape server role to a server, Veeam Backup Free Edition installs the
necessary components on this server and starts the required services on it.

You can connect the tape device to the tape device directly over Fibre Channel (FC), Serial Attached
SCSI (SAS), SCSI or remotely with iSCSI (you can use Microsoft iSCSI initiator to establish the

connection).
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Veeam Backup Free Edition allows deploying a number of tape servers. You can connect one or
several tape devices to one tape server. However, you cannot connect one tape server to several
Veeam backup servers simultaneously.

Tip: You can easily reconnect a tape server to another Veeam backup server without reconfiguring the
tape device. Veeam backup server will recognize the library settings automatically. After
reconnecting the tape library, you must configure file to tape jobs anew or copy the
Veeam Backup Free Edition database configuration file on the new Veeam backup server. For more
information, see Performing Configuration Backup and Restore.

Upgrading Existing Tape Installations

If you have used Veeam Backup Free Edition v7 to work with tape media, the

Veeam Backup Free Edition database has information about previously connected tape devices.
During upgrade, Veeam Backup Free Edition will automatically reconfigure the tape device
connection and assign the role of the tape server to the Veeam backup server.
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Tape Environment

To administrate tape backup and restore procedures, you must add the tape server to your
Veeam Backup Free Edition console. Adding the tape server to the backup infrastructure makes
possible to transfer data between disk storages and the tape archive.

m‘—r

Yeeam Database
backupserver

.

A=
L==1 L==3

Backup Windows or Linwx Tape server Tape server
repositary server

@ Tape Catalog
M BackupCatalog

Tape devices

@
@
@
@

The tape backup and restore process involves the following components:

Veeam Backup Server

The Veeam backup server is the server running Veeam Backup Free Edition. Itis the core component
in the backup infrastructure. The Veeam backup server tasks include the following operations:

= Recognizing all tape devices that are connected to it and is able to manage all drives, slots
and tapes.

= Administering tape archiving: scheduling and triggering tape jobs and initiating restore tasks.

= Communicating with the Veeam backup database.

Tape Device

When connected to the Veeam backup server, tape devices provide reading and writing capabilities,
while all administration is performed by the Veeam backup server. You can connect multiple tape
devices.

Tape Servers

To connect to the tape devices, Veeam Backup Free Edition uses tape servers.

The tape server is a backup infrastructure component transferring data between data source and tape
device. The tape server runs Veeam Data Mover service that creates a communication point over
which the data between the tape device and backup repositories or file servers is transferred.

The tape server deployment is fully automated: to create a tape server, you must assign the tape
server role to a necessary server in the backup infrastructure. You can create a dedicated tape server
or assign the tape server role to the Veeam backup server.
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Veeam Backup Database

Veeam Backup Free Edition catalogs information about all archived data and stores this information in
the Veeam backup database.

The catalog lets quickly detect location of the required items on tape. The catalog correlates the
archived files and their restore points to the names of the corresponding tapes, both online or offline,
and the names of the media sets within which the data was written. When you start restore,

Veeam Backup Free Edition prompts for the tapes you need to bring online. As a result, you can
restore data from tape much quicker when necessary.

Veeam Backup Free Edition uses the Tape Catalog to store information about files/folders archived to
tape media with file to tape jobs. The content of the Tape Catalog can be examined in the Files view.
Backup Repositories and File Servers

When retrieving data to back up, or restoring data to disk, Veeam Backup Free Edition can connect to
any machine that has been added as a managed server to the Veeam Backup Free Edition console.

Storing devices include the following types:
= Windows server, including physical boxes
= Linux server, including physical boxes
= Deduplicating storage appliances

= NAS devices (by specifying the SMB path to the share).
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Media Pools

Media pools are logical containers created in Veeam Backup Free Edition to organize and administrate
tapes. Veeam Backup Free Edition works only with tapes that are placed to one of media pools. To do
this, you need to run importing procedure against all new tapes. Importing registers tapes in the
Veeam Backup database after which Veeam Backup Free Edition places tapes to one of the media

pools. You can always view information about tapes in the media pools, both online and offline, and
data written to them.

Custom Media Pools

Custom media pools are target destinations for tape jobs. They manage empty (or available for
overwriting) tapes to allow the tape jobs write data. You can create as many custom media pools as
you need. One media pool can be target for unlimited number of tape jobs.

For each custom media pool, you can configure rules. Such rules are further applied to every tape that
belongs to this media pool.

You can apply the following rules:

= Configure tape replenishment: you can allocate some particular tapes or let the media pool
take a free tape when required.

= Create media sets: media sets allow you to create sets of tapes with data for a particular time
period.

= Set the data retention period: this setting lets you choose the period for which the data on
tapes will be protected from overwriting.

= Enable parallel processing: you can allow the media pool to use multiple tape drives

simultaneously for writing data to tape. With parallel processing enabled, the media pool can
process simultaneously several tape jobs.

= Encrypt the data written to tapes.

When a tape is allocated to a custom media pool, it gets a media pool tag written to its header. Such
tape will always be tied to its media pool: when you bring a tape with expired data online,
Veeam Backup Free Edition places it automatically to the media pool where the tape was written.

Note: You can manually move tapes to other media pools, however keep in mind that the tapes will be
marked as free.
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Service Media Pools

Service media pools are used to automatically sort tapes and manage their free capacity for writing
data. Service media pools are automatically created by Veeam Backup Free Edition. The following
predefined media pools are available:

= Free — a media pool containing empty tapes. You can use this media pool to replenish
custom pools with new tapes when needed.

= Unrecognized — a media pool containing tapes that were loaded to tape device. They need
further identification by user that can be done by running the inventory or catalog job.

= Imported — a media pool containing non-empty tapes. These include tapes identified by the
tape catalog job.

This media pool can also contain tapes that were written in one tape library and then loaded
to another tape library connected to the same Veeam backup server. If information about
such tapes has not been removed from the tape catalog, these tapes will be available under
the Imported media pool in the second tape library.

= Retired — a media pool containing retired tapes that reached the maximal number of re-
writes. This media pool may also contain tapes with some mechanical breakdown.

You cannot create, modify or delete service media pools.

Media Sets

Media set is a set of tapes used for continuously writing backup data. Media set is one of parameters in
media pool configuration.

A new media set always starts with a free tape. Within one media set, the new data block is appended
to a previous one on a tape. Veeam Backup Free Edition stores information about all tapes that belong
to each media set. You can view the list of names or barcodes of tapes that are associated with a
particular media set.

Media sets are used to explicitly distinguish data recorded to particular sets of tapes. You can choose
between the following configuration options:

= Creating a new media set for each backup session. In this case, Veeam Backup Free Edition
will produce a separate set of tapes for each tape backup session.

= Starting a new media set for a certain period of time, for example, each week. As a result,
you will have a separate set of tapes containing all backups that have been written to tape
during a week.

= Always continuing one media set. Use this option if you do not need to split your tape
archives into separate sets of tapes.

When planning media sets configuration, you should balance between convenient viewing of data
and efficiency of using the tapes. Media sets help create distinct packs of tapes, which will be
convenient, for example, if you need to bring certain tapes from an offsite storage location to restore
data. However, it may use the tapes ineffectively as the new media sets always require a new tape.
This option is helpful when you have a lot of backups stored offsite.

Always continuing one media set option is most efficient in terms of tape capacity usage, for the new
data would be written to the same tape until it is full. However, in this case the data will be split across
tapes and you may require a larger number of tapes to get a particular backup set for restore. This
option is usually used in environments where the tapes are not exported from libraries.

Veeam Backup Free Edition stores information about all tapes that belong to each media set. You can
view the list of names or barcodes of tapes that are associated with a particular media set.
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In some cases, Veeam forcibly starts a new media set, even if media pool settings do not instruct
Veeam to do so. It happens when a job starts, but the tape that was planned for writing data cannot
be used. In this situation, Veeam takes a new tape, and starts a new media set on it. For example, the
situation may be as following:

1. The required tape is offline.
If you bring such tape online before the tape job starts, it will be used as planned.
2. Therequired tape is hardware or software protected.

3. Inlibrary failover on the following events: library is offline and all drives are busy. When a tape
library is failed over on these events, Veeam starts a new media set even if the global media
pools are configured to always continue one media set.

Note that if a new media set is started, both scheduled or forced, the previous media set cannot be
resumed.

Backup Sets

When a tape job runs, it analyzes disk storage and spots files that match the tape job parameters. The
tape job queues the files and writes them to tape. The set of files that are archived to tape within one
tape job session is a backup set.

Depending on size and number of archived files, a backup set may require different amounts of tape
space. For example, if the amount of data is large, it may take several tapes.
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Tape Protection

Tape protection is an option that sets endless retention period for particular tapes selected by user.
The protection option overrides retention settings of the media pool.

Generally, you use retention settings to set the overwrite protection period for tapes. The retention
period is set for a media pool and is applied to all tapes that belong to this pool. However, some tapes
may contain data for which you may want to set a longer protection, for example, the tapes that
contain particularly valuable data. To do this, you can set tape protection without modifying the
settings of the media pool which would affect other tapes.

You can set protection for any tape, online or offling, that contains data. If the offline tape is in a media
vault, the media vault will inheritits retention setting automatically.
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The protection can be switched off at any time. The retention period will change back to value set for
the media pool.

When the tapes are protected, the following operations are prohibited for them:
= Erasing tapes
= Marking tapes as free
= Removing tapes from catalog

To perform these operations, you need to switch the protection off first.
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Data Retention

Data retention period is a period of time when data written to tapes is protected from overwriting.

Retention period is set by user for media pool and is applied to all tapes in this media pool. To set the
retention policy, you can choose between the following options:

= Never overwrite data
= Define a particular time period to protect data
= Not to protect data at all.

When a tape is write-protected by a retention period setting, Veeam Backup Free Edition will not use
this tape for any tape job until the retention period ends. If a tape contains several backup sets, it will
expire when the backup set with the longest retention period expires.
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You can change the retention at any time. When you change the retention policy, you can select if this
modification works for tapes that will be written after you apply this change or also to tapes that are
already recorded. In the latter case, the retention settings of the recorded tapes will change
immediately and will be applied to tapes that are both online and offline.

Note: If you choose to set a shorter retention period and apply the retention settings to all tapes, some of
your tapes may immediately become outdated. Such tapes will be queued for overwriting. Be careful
when applying a new retention policy in order not to lose any data you need, or use the protection
option. For more information, see Tape Protection.

Managing Outdated Tapes
The tapes containing outdated data are handled in the following way:

= If the expired tape is online, it will be overwritten next time a tape job requires a free tape.
The expired tape can be used only by the same media pool unless you erase the tape
manually or move it to another media pool. The tapes are rewritten by the FIFO method.

= If the expired tape is offline, you can re-load it back to the library. Tapes that were written in
particular media pool will be automatically placed to the same media pool unless you move
the tape to another media pool or erase the tape manually.
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Tape Parallel Processing

If your tape library has multiple drives, you can enable parallel processing for tape jobs. Parallel
processing allows you to use several drives simultaneously for processing tape data. This option is
useful if you have a lot of tape jobs running at the same time or you have a lot of data that must be
written to tape in a limited backup window.

This option is enabled for custom media pools. You can limit the maximum number of drives that a
specific media pool can use simultaneously.
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File to Tape Jobs

File to tape job allows you to back up to tape any Microsoft Windows or Linux files. You can also write
to tape Veeam backups as files.

The file to tape job compares the source files to the files stored in tape archive and copies the changes
to tape. You can create both full and incremental backups of files on tape. Veeam Backup Free Edition
supports file backup from any server which has been added as a managed server to the Veeam
Backup console (that is, Windows or Linux server, including physical boxes). You can also archive files
residing on NAS devices.

How File to Tape Works

When Veeam Backup Free Edition executes a file to tape job (started manually or on schedule), it
performs the following operations:

1. The file to tape job detects files that match the job criteria.
2. Thefiles are queued for archiving. The following scenarios are used:

= [fitisafirstjob run orascheduled full backup, all selected files are queued for
archiving.

= [fitis an incremental backup run, Veeam Backup Free Edition addresses the Tape
Catalog in the Veeam Backup Free Edition database to detect if any data has been
modified since the latest backup. Detected changes are queued for archiving.

3. Veeam Backup Free Edition connects to the Data Movers and starts the data transfer process.

4. The source Data Mover retrieves data from the source servers and target Data Mover sends
data to tape.

5. The tape job addresses the media pool that is set for this job as target. The media pool allots
tapes for writing data according to the following configuration options:

= Tapes consumption
= Mediasets
= Tape retention

6. While tape recording is performed, Veeam Backup service updates data in the Tape Catalog in
Veeam Backup database. The Veeam Backup console displays refreshed information about
files archived to tape and shows job statistics.
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VM Restore

You can restore VMs from backups created in the full version of Veeam Backup Free Edition. You can
restore VM backups from tape to a disk repository. You need to choose a VM and a desired restore
point. If the tapes are online in your tape device, Veeam Backup Free Edition will get the needed data
automatically. If the tapes are offline, Veeam Backup Free Edition will list the names of the required
tapes.

How Restoring VM from Tape Works

When Veeam Backup Free Edition restores a VM that is archived to tape, it performs the following
operations:

1. Veeam Backup Free Edition checks the Backup Catalog in the Veeam Backup Free Edition
database to discover the tapes containing the needed backup files. If the tapes are offline,
Veeam Backup Free Edition prompts the user to insert the required tapes.

Veeam Backup Free Edition connects to the Data Mover service deployed on a tape server.
The Data Mover copies the relevant backup files from the tapes to a staging repository.

The VM is restored to disk by the regular VM restore procedure.

v N

Veeam Backup Free Edition updates the Backup Catalog and Tape Catalog in the Veeam
Backup database and deletes the backup files from the staging repository.
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File Restore

You can restore files and folders that were previously archived with file to tape jobs. Restoring
capabilities allows you to restore files to their original location or another server, preserving
ownership and access permissions. The file restore process allows you to restore files to any restore
point available on tape. With Veeam Backup Free Edition, you can quickly search the catalog for files
and folders stored on tape.

If the tapes are online in your tape device, Veeam Backup Free Edition will get the needed data
automatically. If the tapes are offline, Veeam Backup Free Edition will list the names of the required

tapes.

How Restoring Files from Tape Works

When Veeam Backup Free Edition restores files archived to tape, it performs the following operations:

1. Veeam Backup Free Edition checks the Tape Catalog in the Veeam Backup Free Edition
database to discover the tapes containing the needed restore point of the files. If the tapes
are offline, Veeam Backup Free Edition prompts the user to insert the required tapes.

2. Veeam Backup Free Edition connects to the Data Mover service deployed on a tape server.

3. The Data Mover copies the relevant files from the tapes to a chosen target location, same or
new one.

4. Veeam Backup Free Edition updates the Tape Catalog in the Veeam Backup database.
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This section describes administrative tasks you can perform in Veeam Backup Free Edition, both for
VMware and Microsoft Hyper-V virtual environments:

= Switching Between Modes

= Logging On to Veeam Backup Free Edition

= Setting Up the Backup Infrastructure

= Creating VeeamZIP Files

= Performing Restore

= Performing File Copy

= Performing Quick Migration

= Working with Veeam Explorer for Storage Snapshots
= Working with vCloud Director VMs

= Working with Tape Media

= Performing Configuration Backup and Restore

= Specifying Veeam Backup & Replication Options
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Switching Between Modes

Veeam Backup & Replication operates in the full functionality mode if you have a valid license
installed. You can use either a trial license or a purchased full license. When your license expires, you
will see a notification that will prompt you to install a new license or switch to the free functionality
mode.

I Your trial icense has expired. Yeesam Backup & Replication will now operate in Free Edition
H miode with limited functionality.

To upgrade to full functionality, simply install a production icenze. To purchase a production icenze,
zubmit & zales inguiry on our website,

Switch to Free Edition U | | Cancel

To switch to the free functionality mode and use Veeam Backup Free Edition, click Switch to Free
Edition Ul. You can also switch to the free functionality mode if you select View > Free functionality
only from the main menu.

To switch back to the full mode and enable full functionality of Veeam Backup & Replication, do either
of the following:

e Install a valid license: select Help > License from the main menu. In the displayed window,
click Install License and browse to the necessary license file.

e Select View > Full functionality (advanced) from the main menu. Note that if you do not
have a valid license installed, you will not be able to use the functionality provided by the full
mode.
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Logging On to Veeam Backup Free Edition

To log on to Veeam Backup Free Edition, you must open the Veeam Backup Free Edition console and
specify connection settings to access the backup server.

1. To open the Veeam Backup Free Edition console, do one of the following:
= Double-click the console icon on the desktop.

= From the Microsoft Windows Start menu, select All Programs > Veeam >
Veeam Backup Free Edition Console.

= Use the Microsoft Windows search to find the Veeam Backup Free Edition
Console program on the computer.

2. In the Server field, type the name or IP address of the backup server or select it from the list
of recent connections. By default, the console connects to the backup server installed locally
— localhost.

3. Inthe Port field, enter the port over which you want to connect to the backup server. The
port number is set at the Port Configuration step of the setup wizard for
Veeam Backup Free Edition. By default, port 9392 is used.

4. In the Username and Password fields, enter credentials of the user account that you want to
use to connect to the backup server. The user account must be added to the Local Users
group on the backup server or a group of domain users who have access to the backup
server.

You can also select the Use Windows session authentication check box. In this case, you
will log on to Veeam Backup Free Edition using the account under which you are currently
logged on to Microsoft Windows.

5. To create a shortcut for the connection, click Save shortcut. You can create as many
shortcuts as you need.

Veeam® L
EE] Backup & Replication™ 9.0

Type in a backup server name or IP address, backup service port
number, and user credentials to connect with.

17217.22.53 93092

TECH\Administrator
SRR RRRRRRRS

Uze Windows seszion authentication

Save shortout Connect Close
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Setting Up the Backup Infrastructure

Before creating VeeamZIP files and performing restore operations, you need to add virtual
infrastructure servers to the backup infrastructure. Virtual infrastructure servers are ESX(i) and Hyper-V
hosts on which the VMs for which you want to create VeeamZIP files reside. Additionally, you can
connect Microsoft Windows and Linux servers that you plan to use as targets for file copy operations.

Note: An ESX Server is essentially a Linux server and a Microsoft Hyper-V Server is essentially a Microsoft

Windows server. You can add ESX and Microsoft Hyper-V servers as virtualization servers and as
standard file servers, depending on roles that you want to assign to them.
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Managing Credentials

You can use the Credentials Manager to create and maintain a list of credentials records that you plan
to use to connect to components in the backup infrastructure.

The Credentials Manager lets you create the following types of credentials records:
= Microsoft Windows credentials record
= Linux credentials record (user name and password)

= Linux credentials record (Identity/Pubkey)

Microsoft Windows Credentials Records

You can create a credentials record for the account that you plan to use to connect to a Microsoft
Windows sever.

To create a new credentials record for a Microsoft Windows server:
1. From the main menu, select Manage Credentials.
2. Click Add > Standard account.

3. In the Username field, enter a user name for the account that you want to add. You can also
click Browse to select an existing user account.

4. In the Password field, enter a password for the account that you want to add. To view the
entered password, click and hold the eye icon on the right of the field.

5. Inthe Description field, enter a description for the created credentials record. As there can
be a number of similar account names, for example, Administrator, it is recommended that
you provide a meaningful unique description for the credentials record so that you can
distinguish it in the list. The description is shown in brackets, following the user name.

Manage Credentials £
Manage Credentials
k Use this dialog to centrally manage user accounts used throughout the product, and update their
passwords,

Usemarme: |TECH\-’-\dministrat0r || Browse. .. |

Paszword: |o.oo.o.ooo |

Descriphion:
TECH Administrator sccouni

| | Cancel

Ok | | Cancel
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Linux Credentials Records (User Name and Password)

You can create a credentials record for the account that you plan to use to connect to a Linux sever .
To create a new credentials record with a user name and password for a Linux server:

1. From the main menu, select Manage Credentials.
Click Add > Linux account.

In the Username field, enter a user name for the account that you plan to add.

> W

In the Password field, enter a password for the account that you want to add. To view the
entered password, click and hold the eye icon on the right of the field.

5. Inthe SSH port field, specify the SSH port over which you want to connect to a Linux server.
By default, port 22 is used.

6. If you specify data for a non-root account that does not have root permissions on a Linux
server, you can use the Non-root account section to grant sudo rights to this account.

a. To provide a non-root user with root account privileges, select the Elevate
specified account to root check box.

b. Toadd the user account to sudoers file, select the Add account to the sudoers file
automatically check box. If you do not enable this option, you will have to
manually add the user account to the sudoers file.

7. Inthe Description field, enter a description for the created credentials record. As there can
be a number of similar account names, for example, Administrator, it is recommended that
you provide a meaningful unique description for the credentials record so that you can
distinguish it in the list. The description is shown in brackets, following the user name.

Important! In the sudoers file, enable the NOPASSWD:ALL option for the user account that you want to elevate to
root. Otherwise, jobs addressing a Linux server will fail as sudo will request the password.
You can create a separate user account intended for work with Veeam Backup Free Edition on a
Linux-based VM, grant root privileges to this account and specify settings of this accountin the
Credentials Manager. It is recommended that you avoid additional commands output for this user
(like messages echoed from within ~/.bashrc or command traces before execution) because they
may affect Linux VM processing.

Manage Credentials =
= Manage Credentials
k Credentials oo ther
r Usermame: |root |
Account LY | | Add
*Q,IDD[ Pazzword. |(eessssssss
% TECH S5H port |22 5
Remove
MHon-root account
Elevate specified account to root
Add account ta the sudoers file automatically
Root pazswond:
Description:
Account to connect to ESXi 5.5 hosts
| Ok, | | Cancel |
|
| ok | | Cancel
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Linux Credentials Record (Identity/Pubkey)

You can log on to a Linux server or VM running Linux OS using the Identity/Pubkey authentication
method. The Identity/Pubkey authentication method helps protect against malicious applications like
keyloggers, strengthens the security level and simplifies launch of automated tasks.

To use the Identity/Pubkey authentication method, you must generate a pair of keys — a public key
and private key:

= Public key is stored on Linux server(s) to which you plan to connect from the backup server.
The key is kept in a special authorized_keys file containing a list of public keys.

= Private key is stored on the client machine — backup server. The private key is protected with
a passphrase. Even if the private key is intercepted, the eavesdropper will have to provide the
passphrase to unlock the key and use it.

For authentication on a Linux server, the client must prove that it has the private key matching the
public key stored on the Linux server. To do this, the client generates a cryptogram using the private
key and passes this cryptogram to the Linux server. If the client uses the "correct” private key for the
cryptogram, the Linux server can easily decrypt the cryptogram with a matching public key.

Veeam Backup Free Edition has the following limitations for the Identity/Pubkey authentication
method:

= Veeam Backup Free Edition does not support keys that are stored as binary data, for example,
in a file of DER format.

= Veeam Backup Free Edition supports only keys whose passphrase is encrypted with
algorithms supported by PuTTY:

—  AES (Rijndael): 128-bit, 192-bit and 256-bit CBC or CTR (SSH-2 only)
—  Blowfish: 128-bit CBC
—  Triple-DES: 168-bit CBC
To add a credentials record using the Identity/Pubkey authentication method:
1. Generate a pair of keys using a key generation utility, for example, ssh-keygen.

2. Place the public key on a Linux server. To do this, add the public key to the
authorized_keys filein the _ssh/ directory in the home directory on the Linux server.

Place the private key in some folder on the backup server or in a network shared folder.
In Veeam Backup Free Edition, from the main menu select Manage Credentials.
Click Add > Linux private key.

In the Username field, specify a user name for the created credentials record.

N o ok~ W

In the Passphrase field, specify a passphrase for the private key on the backup server. To
view the entered passphrase, click and hold the eye icon on the right of the field.

©

In the Private key field, enter a path to the private key or click Browse to select a private key.

9. In the SSH port field, specify a number of the SSH port that you plan to use to connectto a
Linux server. By default, port 22 is used.

10. If you specify data for a non-root account that does not have root permissions on a Linux
server, you can use the Non-root account section to grant sudo rights to this account.

a. To provide a non-root user with root account privileges, select the Elevate
specified account to root check box.

b. To add the user account to sudoers file, select the Add account to the sudoers file
automatically check box. If you do not enable this option, you will have to
manually add the user account to the sudoers file.
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11. In the Description field, enter a description for the created credentials record. As there can
be a number of similar account names, for example, Administrator, it is recommended that
you supply a meaningful unique description for the credentials record so that you can
distinguish it in the list. The description is shown in brackets, following the user name.

Important!  In the sudoers file, enable the NOPASSWD:ALL option for the user account that you want to elevate to
root. Otherwise, jobs addressing a Linux server will fail as sudo will request the password.

Manage Credentials £

@ Usermanne: |Administlatol
"

Account Paszphrase: |o.............

ﬁ"k roat

Private key: | C:AS5LA0T _rza.ppk

S5H port:

Mon-root account
[#] Elevate specified account to root

[#] &dd account to the sudoers file automatically

Roaot password: [eessssssssse

Description:

Administrator account on Linus hosts]

Cancel |

| OF. | | Cancel
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Editing and Deleting Credentials

You can edit and delete credentials records that you have created.
To edit a credentials record:

1. From the main menu, select Manage Credentials.

2. Select the credentials record in the list and click Edit.

3. Ifthe credentials record is already used for any component in the backup infrastructure,
Veeam Backup Free Edition will display a warning. Click Yes to confirm your intention.

4, Edit settings of the credentials record as required.
To delete a credentials record:
1. From the main menu, select Manage Credentials.
2. Select the credentials record in the list and click Remove. You cannot delete a record that is

already used for any component in the backup infrastructure.

Note: The Credentials Manager contains two system credentials records: a credentials record for the Veeam
FLR appliance and a credentials records for the tenant-side network extension appliance. You cannot
delete these credentials records. However, you can edit them: change a password and record
description.

Manage Credentials
k Use this dialog to centrally manage user accounts used throughout the product, and update their
passwords,

Account Type Description Last edited Add
F‘% rant Standard Tenant-zside network st less than a day ..
| ,{}, root Lirws Helper appliance creden... |
'ﬁ'% TECH&dministrator - Standard TECHA&dministrator acc...  less than a day ...
Remave

Ok | | Cancel
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Managing Passwords for Data Encryption

You can use the Password Manager to create and maintain a list of passwords that you plan to use for
data encryption. Password management can be helpful in the following situations:

=  You want to create new passwords for VeeamZIP files.

= You want to edit an existing password, for example, change its hint, or delete a password.

Tip: Periodical change of passwords is a security best practice. You can create new passwords as often as
you need based on your company security needs and regulatory requirements.
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Creating Passwords

You can use the Password Manager to create one or more passwords.
To create a new password:
1. From the main menu, select Manage Passwords.
Veeam Backup Free Edition will open the Password Manager.
1. In the Password Manager, click Add.

2. Inthe Description field, specify a hint for the created password. It is recommended that you
provide a meaningful hint that will help you recall the password. The password hint is
displayed when you import an encrypted file on the backup server and access this file.

3. Inthe Password field, enter a password. To view the entered password, click and hold the eye
icon on theright of the field.

Important! Always save a copy of the password you create in a secure place. If you lose the password, you will
not be able to restore it.

Password Manager £

Encryption Passwords

This dialog is used to manage and update vour encryption passwords, These passwords are used to protect the
% actual encrvption key, which is gererated randomly each time the job is run, and stored in the backup File,
h Security best practices recommend that vou update vour passwords periodically,

Add

Description: | &nswer ta the ultimate question of lite, the Universe
and everything Emove

Description
Standard passward

Password: |421 ’%

Do not loge your passwords, Weeam Support cannot recover lost
pazswords or retrieve your data from encrypted backup files.

Ok || Cancel |

(]4 | | Cancel
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Editing Passwords

You can edit passwords you have created using the Password Manager.
To edit a password:
1. From the main menu, select Manage passwords.
Veeam Backup Free Edition will open the Password Manager.
2. In the Password Manager, select the password and click Edit.

3. Edit the password data: hint and password, as required.

E

Password Manager

Encryption Passwords

actual encryption key, which is generated randomly each time the job is run, and stored in the backup file,

This dialog is used to manage and update vour encryption passwords, These passwords are used to protect the
?ﬂ% Security best practices recommend that you update your passwords periodically,

Description Add
Standard password

Anzwer to the ultima Description: | Standard password

Password: |;To change e saved password, click heref

Do nat lose pour passwards. Weeam Suppart cannot recover lost
pazzwords or retrieve pour data from encrypted backup files.

0K | | Cancel

(]9 | | Cancel
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Deleting Passwords

You can delete passwords using the Password Manager.

You cannot remove a password that is currently used by any job on the backup server. To remove
such password, you first need to delete a reference to this password in the job settings.

To delete a password:
1. From the main menu, select Manage passwords.
Veeam Backup Free Edition will open the Password Manager.

2. In the Password Manager, select the password and click Remove.

Encryption Passwords
? This dialog is used to manage and update vour encryption passwords, These passwords are used to protect the

actual encryption key, which is generated randomly each time the job is run, and stored in the backup file,
Security best practices recommend that you update your passwords periodically,

Description Last edited Add

Anzwer to the ltimate question of life, the Universe and everything less than a day ago -
| Standard password less than a day ago

Femgue

Cancel
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Adding VMware vSphere Servers

You must add to the backup infrastructure VMware vSphere servers on which VMs that you plan to
process reside.

You can add vCenter Servers and ESX(i) hosts. If an ESX(i) host is managed by the vCenter Server, it is
recommended that you add the vCenter Server, not a standalone ESX(i) host. Connecting the vCenter
Server instead of standalone ESX(i) hosts provides more flexibility at work.

To add a VMware vSphere server, use the New VMware Server wizard.

Step 1. Launch New VMware Server Wizard

To launch the wizard, do one of the following:

= Open the Virtual Machines view, in the inventory pane select the Infrastructure node. Then
click Add Server on the toolbar.

= Open the Virtual Machines view, in the inventory pane right-click the Infrastructure node
and select Add server.

= Open the Virtual Machines view, in the inventory pane select the Infrastructure node. In
the working area, click Add Server.

In the Add Server window, click VMware vSphere.

ADD SERVER

Select the type of server you want to register with backup infrastructure. All registered servers
can be found under the Managed servers node on the Infrastructure tab.

+ VMWARE VSPHERE
=m Adds vCenter Server (recommended), or standalone vSphere Hypervisor (ESX/ESXI).

+ VMWARE VCLOUD DIRECTOR
_Eﬁ Adds viware vCloud Director 5.0 or later server.

:+ MICROSOFT HYPER-V
Adds SCWMM server, Hyper-V cluster, or standalone host (2008 R2 or later).

-+ MICROSOFT SMB3
e Adds SMB3 server cluster, or standalone SME3 server.

+ MICROSOFT WINDOWS
=l Adds Microsoft Windows server (Windows 2008 or later).
L]

+ LINUX
E& Adds Linux server (must have SSH and Perl).

Cancel
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Step 2. Specify Server Name or Address

At the Name step of the wizard, specify an address and description for the VMware vSphere server.
1. Enter afull DNS name or IP address of the vCenter Server or standalone ESX(i) host.

2. Provide a description for future reference. The default description contains information about
the user who added the server, date and time when the server was added.

DMS name or IP address:
weenterdl tech. local

Credential:
Description:

53H Connection wCenter Server 0]

Surmmary

< Previouz | | Mest > | | Finish | | Cancel
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Step 3. Specify Credentials

At the Credentials step of the wizard, specify credentials and port settings for the VMware vSphere
server.

1. From the Credentials list, select credentials for the account that has administrator privileges
on the VMware vSphere server.

If you have not set up credentials beforehand, click the Manage accounts link or click Add on
the right to add the credentials. For more information, see Managing Credentials.

2. By default, Veeam Backup Free Edition uses port 443 to communicate with vCenter Servers
and ESX(i) hosts. If a connection with the vCenter Sever or ESX(i) host over this port cannot be
established, you can customize the port number in vCenter Server/ESX(i) host settings and
specify the new port number in the Port field.

Credentials

Select server administrator's credentials. IF required, specify additional connection settings including web-zervice port number.

r Select an account with local administrator privileges on the server vou are adding. Use
?§ DOMAINVISER farmat for domain accounts, or HOSTAUSER far local accounts.

SSH Connection Credentials: |ﬁ"»!,adm|n|stlator@vsphere.Iocal [administratar{zivs v| Add...
Mahage accounts

Summary

Default YMware web services port is 443, If connection cannot be establizhed. check
for poszible port customization in the wCenter Server or ESK[I) server settings.

Port:

| < Previous || Mext » || Finigh || Cancel |

3. When you add a vCenter Server or ESX(i) host, Veeam Backup Free Edition saves to the
configuration database a thumbprint of the SSL certificate installed on the vCenter Server or
ESX(i) host. During every subsequent connection to the server, Veeam Backup Free Edition
uses the saved thumbprint to verify the server identity and avoid the man-in-the-middle
attack.
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If the certificate installed on the server is not trusted, Veeam Backup Free Edition displays a
warning.

= Ifyou trust the server, click Connect.

= Ifyou do not trust the server, click Cancel. Veeam Backup Free Edition will display
an error message, and you will not be able to connect to the server.

Note: If you update the certificate on the server, you must acknowledge the new certificate in the server
connection settings. To do this, in the Backup Infrastructure view open the server settings, pass
through the Edit Server wizard and click Trust to acknowledge the key.

New YiMware Server &4

Credentials

Select server administrator's credentialz. If required, specify additional connection settings including web-service part number.

—]
Mame r Select an account with local administrator privileges on the zerver pou are adding. Uszse

% DOMAINYISER fomat for domain accounts, or HOSTAWISER for local accounts.

; Add
i . . VI W
55H Connection SecurltyWammg
ounts

Surmmary An untrusted certificate is installed on veenter0l tech. local and

FecUre communication cannat be guaranteed.
Connect to this server anyway?

Wiew certificate

Connect || Cancel

Default WYMware web services port is 443, If connection cannot be established, check
for posgible port customization in the wCenter Server or ESX) server settings.

Part: 443 |3

< Previous || Mext > Finish

Step 4. Specify SSH Settings

This step is available only if you are adding an ESX host. If you are adding a vCenter Server or ESXi
host, the wizard will skip this step, and you will pass to the Summary step of the wizard.

If necessary, you can use an SSH connection for file copying operations. SSH connection settings are
optional. If you do not want to use SSH, clear the Use service console connection to this server
check box. In this case, Veeam Backup Free Edition will work with the ESX host in the agentless mode.

To use a SSH connection:
1. Make sure that the Use service console connection to this server check box is selected.

2. From the Credentials list, select credentials to connect to the service console of the ESX host.
If you have not set up credentials beforehand, click the Manage accounts link or click Add on
the right to add the credentials. For more information, see Managing Credentials.
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3. To configure advanced SSH settings, click Advanced.

a. Inthe Service console connection section, specify an SSH timeout. By default, the
SSH timeout is set to 20000 ms. If a task targeted at the ESX host is inactive after the
specified timeout, Veeam Backup Free Edition will automatically terminate the task.

b. Inthe Data transfer options section, specify connection settings for file copy
operations. Enter a range of ports that will be used as transmission channels
between the source host and target host (one port per task). By default,

Veeam Backup Free Edition uses port range 2500-5000. If the virtual environment is
not large and data traffic will not be significant, you can specify a smaller range of
ports, for example, 2500-2510 to run 10 concurrent jobs at the same time.

c. Ifthe ESX hostis deployed outside NAT, in the Preferred TCP connection role
section select the Run server on this side check box. In the NAT scenario, the
outside client cannot initiate a connection to the server on the NAT network. As a
result, services that require initiation of the connection from outside can be
disrupted. With this option selected, you will be able to overcome this limitation
and initiate a ‘server-client’ connection — that is, a connection in the direction of
the ESX host.

+ 55H Connection
Provide credentials for service congale connection, and adjust secure shell [SSH] port number if needed. Service console
Em connection to ESk zerver iz optional.

Mame [#] Use service console connection to this server

Credentials

Credentials; | Q rot [root, last edited: 2 days aga) v| Add.

Manage accounts

Surnmary

Customize advanced comnnection zettings, such as S5H and data mover ports

< Prewvious | |
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Step 5. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of VMware vSphere server adding.
1. Review details of the VMware vSphere server.

2. Click Finish to exit the wizard.

Summary

'ou can copy the configuration information below For future reference.

MHame Surnmary:

Whwaare vCenter Server voenterD tech.local' was successfully created.
Credentials Haost info: Whware wCenter Server B.0.0 build-2776511
Connection options;

User: administrator@eysphere local

Part: 443

< Previous | | Mext > | | Finish | | Cancel
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Adding Microsoft Hyper-V Servers

You must add to the backup infrastructure Microsoft Hyper-V hosts on which VMs you plan to work
with are located.

You can connect standalone Microsoft Hyper-V hosts, Microsoft Hyper-V clusters or SCVMM servers. If
a Microsoft Hyper-V host is added to a cluster, it is recommended that you add to the backup
infrastructure a cluster, not a standalone Microsoft Hyper-V host. Connecting clusters and SCYMM
instead of standalone Microsoft Hyper-V hosts provides more flexibility at work.

Before adding a Microsoft Hyper-V server, check prerequisites. Then use the New Hyper-V Server
wizard to add the server.

Before You Begin

Before you add a Microsoft Hyper-V server to the backup infrastructure, check the following
prerequisites:

=  File and printer sharing must be enabled in network connection settings of the added
Microsoft Hyper-V host. On every connected Microsoft Hyper-V host,
Veeam Backup Free Edition deploys a set of components:

— Veeam Installer Service
— Veeam Data Mover Service
— Veeam Hyper-V Integration Service

If file and printer sharing is not enabled on the host, Veeam Backup Free Edition will fail to
deploy these components.

= [For SCVYMM] SCVMM Admin Ul must be installed on the backup server. Otherwise, you will
not be able to add SCVMM servers to the backup infrastructure.
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Step 1. Launch New Hyper-V Server Wizard

To launch the wizard, do one of the following:

= Open the Virtual Machines view, in the inventory pane select the Infrastructure node. Then
click Add Server on the toolbar.

= Open the Virtual Machines view, in the inventory pane right-click the Infrastructure node
and select Add server.

= Open the Virtual Machines view, in the inventory pane select the Infrastructure node. In
the working area, click Add Server.

In the Add Server window, click Microsoft Hyper-V.

Select the type of server you want to register with backup infrastructure. All registered servers
can be found under the Managed servers node on the Infrastructure tab.

+ VMWARE VSPHERE
=m Adds vCenter Server (recommended), or standalone vSphere Hypervisor (ESX/ESXI).

+ VMWARE VCLOUD DIRECTOR
_Eﬂ Adds viware vCloud Director 5.0 or later server.

:+ MICROSOFT HYPER-V
Adds SCWMM server, Hyper-V cluster, or standalone host (2008 R2 or later).

-+ MICROSOFT SMB3
Wmm  Adds SMB3 server cluster, or standalone SMEB2 server,

+ MICROSOFT WINDOWS
=l Adds Microsoft Windows server (Windows 2008 or later).
|

+ LINUX
E& Adds Linux server (must have SSH and Perl).

Cancel
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Step 2. Specify Server Name or Address

At the Name step of the wizard, specify an address and description for the Microsoft Hyper-V server.
1. Enter a full DNS name or IP address of the Microsoft Hyper-V server.

2. Provide a description for future reference. The default description contains information about
the user who added the server, date and time when the server was added.

DMS name or IP address:
hypery02 tech. local

} Description:
Credentials Microzoft Hyper Host 02

Apply

Results

Surnmary

< Previouz | | Mest > | | Finish | | Cancel
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Step 3. Choose Server Type

At the Type step of the wizard, select the type of server that you want to add.

= Select Microsoft System Center Virtual Machine Manager if you want to add SCYMM that
manages several Microsoft Hyper-V hosts. Veeam Backup Free Edition will pull information
about Microsoft Hyper-V hosts and clusters managed by SCVMM and add them to the list of
servers as a part of the SCVMM hierarchy.

= Select Microsoft Hyper-V cluster if you want to add a Microsoft Hyper-V cluster not
managed by SCVMM.

= Select Microsoft Hyper-V server if you want to add a standalone Microsoft Hyper-V host that
is not a part of the Microsoft Hyper-V cluster and is not managed by SCVMM.

D——_-I' o
= Select the type of zerver pou watit bo add.
L]

Mame ) Microsoft System Center Yirtual Machine Manager (SCYMM)

If pou are using SCWMM to manage your Hyper infrastructure, we can pull all Hyper hosts and
cluzters infarmation from SCWhM . and add them to managed servers automatically.

Credential:
) Microsoft Hyper-¥ cluster

Apply Use this option to register Hyper' cluster that iz not managed by SCYkM. Begistening Hyper-
cluster instead of individual cluster nodes provides far Live Migration awareness.

Fiesults

Sumrmary ®) Microsoft Hyper-¥ server [standalone]

Uze thiz option to register standalone Hyper- server that iz not a part of a cluster, and not
managed by SCWhikd.

< Previous | | Mext > | | Firizh | | Cancel
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Step 4. Specify Credentials

At the Credentials step of the wizard, specify credentials for the Microsoft Hyper-V server.

1. From the Credentials list, select credentials for the account that has administrator privileges
on the Microsoft Hyper-V server. If you have not set up credentials beforehand, click the
Manage accounts link or click Add on the right to add the credentials. For more information,
see Managing Credentials.

Veeam Backup Free Edition will use the provided credentials to deploy the following
components on every added server:

= Veeam Installer Service
= Veeam Data Mover Service (Transport)
= Veeam Hyper-V Integration Service

If you are adding SCVMM, the same credentials will be applied to all Microsoft Hyper-V hosts
managed by SCVMM. If some Microsoft Hyper-V hosts use their own credentials different

from those you have provided, Veeam Backup Free Edition will fail to deploy components on
these hosts. You will have to specify credentials for such Microsoft Hyper-V hosts separately.

After you connect SCVMM, expand itin the inventory pane to see the list of managed
Microsoft Hyper-V hosts. Right-click the host, select Properties and use the Edit Hyper-V
Server wizard to specify the credentials for this host.

Credentials

Select server administrator credentials.

r Select an account with local administrator privileges on the server you are adding. Use
?§ DOMAINYWISER format for domain accounts, ar HOSTAWISER far local accounts.

Credentials: |ﬁ"»!, hypery02%administrator [hypery02%Administrato v| Add...
Mahage accounts

Apply
Results

Summary

Click Ports to customize network. parts to be used by individual components

| < Previous || Mext > || Finizh || Cancel |

2. To customize network ports used by Veeam Backup Free Edition components, click Ports. By
default, Veeam Backup Free Edition components use the following ports:

= Veeam Installer Service: port 6160
= Veeam Data Mover Service (Transport): port 6162
= Veeam Hyper-V Integration Service: port 6163

If necessary, adjust port numbers.
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3. In the Data transfer options section of the Network Settings window, specify connection
settings for file copy operations. Provide a range of ports that will be used as transmission
channels between the source host and target host (one port per task). By default,

Veeam Backup Free Edition uses port range 2500-5000. If the virtual environment is not large
and data traffic will not be significant, you can specify a smaller range of ports, for example,
2500-2510 to run 10 concurrent jobs at the same time.

4. If the Microsoft Hyper-V host is deployed outside NAT, in the Preferred TCP connection role
section select the Run server on this side check box. In the NAT scenario, the outside client
cannot initiate a connection to the server on the NAT network. As a result, services that
require initiation of the connection from outside can be disrupted. With this option selected,
you will be able to overcome this limitation and initiate a ‘server-client’ connection — that is,
a connection in the direction of the Microsoft Hyper-V host.

New Hyper-¥ Server 25

Credentials

Select server administrator cradent

MName Components: pou are adding, Use

Component
Type Installer

| Transport u

Hyper |ntegration

Apply
Results

Surnmary

Drata transter options

Port range: 2500 E to 5000 E

Prefermed TCP connection role
[] Fun server on this side

| < Previous || Ment » || Finish || Cancel |
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Step 5. Review Components

At the Apply step of the wizard, review what Veeam Backup Free Edition components are already
installed on the server and what components will be installed.

1. If youadd SCYMM or a Microsoft Hyper-V cluster, Veeam Backup Free Edition will check every
managed Microsoft Hyper-V host to install or update the components. If you do not plan to
use some Microsoft Hyper-V hosts for data protection operations, you can clear check boxes
next to these hosts in the list. Veeam Backup Free Edition will not deploy or update its
components on excluded hosts, although such hosts will be available in the SCVMM
hierarchy.

If necessary, you can instruct Veeam Backup Free Edition to install components on hosts that
were initially excluded later. To do this, open the Backup Infrastructure view, in the
inventory pane select the added SCVMM or Microsoft Hyper-V cluster. In the working area
right-click the Microsoft Hyper-V host and select Properties.

Apply
Flease wait while required operations are being perfarmed. Thiz may take a few minutes...

Mame Tasks:

Inztall Server hame Statuz
Type [+] hypery 0 Sarme campotients will be installed

Credentials vl hyperv02 Same compotients will be installed

Results

Surnmary

| < Previous || Mext » || Finizh || Cancel |

2. Ifyou add a standalone Microsoft Hyper-V host, in the Max concurrent tasks field specify the
number of tasks that the Microsoft Hyper-V host must handle in parallel. If this value is
exceeded, Veeam Backup Free Edition will not start a new task against the Microsoft Hyper-V
host until one of current tasks is finished. Limiting the number of concurrent tasks may be
necessary if you plan to work in the on-host backup mode (where the Microsoft Hyper-V host
performs the role of the default backup proxy) and want to balance the workload in the
backup infrastructure.

The recommended number of concurrent tasks is calculated automatically based on available
host resources. Microsoft Hyper-V hosts with multi-core CPUs can handle more concurrent
tasks. For example, for a 4-core CPU, it is recommended that you specify maximum 4
concurrent tasks, for an 8-core CPU — 8 concurrent tasks. When defining the number of
concurrent tasks, keep in mind network traffic throughput in the virtual infrastructure.
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The Max concurrent tasks field is displayed only for standalone Microsoft Hyper-V hosts. To
limit the number of concurrent tasks for hosts managed by SCYMM or Microsoft Hyper-V
cluster, you need to set this value in settings of each Microsoft Hyper-V host in the SCVMM
hierarchy or cluster separately. To do this, open the Backup Infrastructure view, in the
inventory pane select the added SCVMM or Microsoft Hyper-V cluster, in the working area
right-click the Microsoft Hyper-V host and select Properties.

+ Apply
= Flease review your settings and click Mext to continue.
L]

Mame [iue to these modifications the following components will be inztalled or removed on the target host:

Type Tranzport already exists

Huyper' |ntegration already exists
Credentials

This Hyper¥ server will act as the backup prosy for jobs running in the on-host backup mode.
Fesults b an concurent tazks:

Surmmary

After pou click Mext miszed components will be inztalled on the target host,

< Previouz | | st = | | Finizh | | Cancel
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Step 6. Assess Results

At the Results step of the wizard, complete the procedure of Microsoft Hyper-V server adding.
1. Review details of the Microsoft Hyper-V server.

2. Click Next, then click Finish to exit the wizard.

+ Results
= The following servers have been processed.
0

Mame Meszage Duration
0 Starting infraztructure item creation job 0e00:07
0 Detecting operating spstem

Q Collecting hardware info

Q Creating temporary folder

Apply o Checking locks for package Transport

Type

Credentials

Surmmary

| < Previous | | Mext > | | Finizh | | Cancel

Step 7. Specify Settings for Connected Volumes

After you have added a Hyper-V host to Veeam Backup Free Edition, you can configure the following
settings for this host:

= Enable or disable changed block tracking

= Specify volume-specific settings: choose a VSS provider and specify the number of concurrent
Hyper-V snapshots

= Enable or disable failover to a software VSS provider

Before you specify settings for a Hyper-V host, you must perform a volume rescan operation for the
added Hyper-V host. During the rescan operation, Veeam Backup Free Edition retrieves information
about disks and volumes that are currently connected to the Hyper-V host and writes this information
to the Veeam Backup Free Edition database.

Veeam Backup Free Edition automatically performs the rescan operation once a day. You can also start
the rescan operation manually:

1. Open the Files view.
2. Click the Microsoft Hyper-V node in the inventory tree.

3. Select the necessary Hyper-V host in the working area and click Rescan on the ribbon.
Alternatively, you can right-click the necessary Hyper-V host in the working area and select
Rescan.
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Changed Block Tracking Settings

By default, Veeam Backup Free Edition enables changed block tracking for processing all VMs that
reside on a connected Hyper-V host. You may disable changed block tracking, for example, for testing
purposes.

Change block tracking is enabled and disabled at the level of a Hyper-V host. To disable changed
block tracking:

1. Open the Files view.
2. Click the Microsoft Hyper-V node in the inventory tree.

3. Select the necessary Hyper-V host in the working area and click Manage Volumes on the
ribbon. Alternatively, you can right-click the necessary Hyper-V host in the working area and
select Manage Volumes.

4. In the Manage Volumes window, select the Disable changed block tracking for this host
check box.

65 | Veeam Backup Free Edition | User Guide | REVISION 1



Volume-Specific Settings

You can define volume-specific settings for a Hyper-V host: select what VSS provider must be used for
Hyper-V snapshot creation and specify the maximum number of concurrent Hyper-V snapshots that
must exist for a volume.

To specify volume-specific settings:

1.
2.

Open the Files view.
Click the Microsoft Hyper-V node in the inventory tree.

Select the necessary Hyper-V host in the working area and click Manage Volumes on the
ribbon. Alternatively, you can right-click the necessary Hyper-V host in the working area and
select Manage Volumes.

Select the necessary volume in the list and click Edit.

To take a VSS snapshot of a specific volume, Veeam Backup Free Edition uses one of VSS
providers available for this volume. To explicitly define what VSS provider should be used on
a particular volume, select the necessary VSS provider from the VSS provider list. If a VSS
provider is not set explicitly selected, Veeam Backup Free Edition will scan the list of available
VSS providers and select the most appropriate one automatically.

By default, tasks working with the same volume can take up to 4 snapshots of a volume
simultaneously. If necessary, you can increase or decrease the number of snapshots that can
exist at the same time. It is not recommended to increase the number of snapshots for slow
storage: a great number of snapshots existing at the same time may cause VM processing
failures.

M awirium amaunt of snapshats that can exist on this volume at the same time.
Increasing this walue may result in backup failures on slow primary storage.

Manage Yolumes w
Connected volurmes:

tount paint Type Provider b aw concurrent shapshots Rescan |
LN . .
=D WSS Provider Settings Edit...
EIEA Mount point; DA

Type: Local

V55 provider: Microgoft Softveare Shadow Copy provider 1.0 W

Maw shapshots: 4 z

[ ok

Cancel

[] Disable changed block tracking for this host [not recommended)

Apply

[ Failover o somrae vos Frovider T FarawWars VoS PIoyTer TaE, of B ot Svalane

Ok, | | Cancel
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VSS Provider Failover Settings

By default, Veeam Backup Free Edition automatically fails over from a hardware VSS provider to a
software VSS provider if a problem occurs. If you have selected to use a hardware VSS provider,
Veeam Backup Free Edition engages the specified hardware VSS provider for volume snapshot
creation. If the hardware VSS provider fails for some reason, Veeam Backup Free Edition engages a
software VSS provider to create a volume snapshot.

By default, the failover option is enabled. To disable failover to a software VSS provider:
1. Open theFiles view.
2. Click the Microsoft Hyper-V node in the inventory tree.

3. Select the necessary Hyper-V host in the working area and click Manage Volumes on the
ribbon. Alternatively, you can right-click the necessary Hyper-V host in the working area and
select Manage Volumes.

4. In the Manage Volumes window, clear the Failover to Software VSS Provider if Hardware
VSS Provider fails to create a snapshot check box.

Connected volumes:

tount point Type Provider M ax concurrent snapzhots Rescan
=l Lacal ticrozoft Software Shad... 4

=00 Local ticrozoft Software Shad... 4

EE:N Local Microzoft Software Shad... 4

[] Failover to Software WSS Provider if Hardware WSS Provider fails, or is not available

[] Dizable changed block tracking for this host [not recommended)

Apply | | 0K | | Cancel
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Adding Microsoft Windows Servers

You must add to the backup infrastructure Microsoft Windows servers that you plan to use as backup
infrastructure components and servers that you plan to use for various types of restore operations.

Before adding a Microsoft Windows server, check prerequisites. Then use the New Windows Server
wizard to add the server.

Before You Begin

Before you add a Microsoft Windows server to the backup infrastructure, check network connection
settings of this server.

File and printer sharing must be enabled in network connection settings of the added Microsoft
Windows server. On every connected Microsoft Windows server, Veeam Backup Free Edition deploys
two components:

= Veeam Installer Service
= Veeam Data Mover Service
= Veeam Mount Server

If file and printer sharing is not enabled, Veeam Backup Free Edition will fail to deploy these
components.
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Step 1. Launch New Windows Server Wizard

To launch the wizard, do one of the following:

= Open the Virtual Machines view, in the inventory pane select the Infrastructure node. Then
click Add Server on the toolbar.

= Open the Virtual Machines view, in the inventory pane right-click the Infrastructure node
and select Add server.

= Open the Virtual Machines view, in the inventory pane select the Infrastructure node. In
the working area, click Add Server.

In the Add Server window, click Microsoft Windows.

Select the type of server you want to register with backup infrastructure. All registered servers
can be found under the Managed servers node on the Infrastructure tab.

+ VMWARE VSPHERE
=m Adds vCenter Server (recommended), or standalone vSphere Hypervisor (ESX/ESXI).

+ VMWARE VCLOUD DIRECTOR
_Eﬂ Adds viware vCloud Director 5.0 or later server.

:+ MICROSOFT HYPER-V
Adds SCWMM server, Hyper-V cluster, or standalone host (2008 R2 or later).

-+ MICROSOFT SMB3
Wmm  Adds SMB3 server cluster, or standalone SMEB2 server,

+ MICROSOFT WINDOWS
=l Adds Microsoft Windows server (Windows 2008 or later).

+ LINUX
E& Adds Linux server (must have SSH and Perl).

Cancel
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Step 2. Specify Server Name or Address

At the Name step of the wizard, specify an address and description for the Microsoft Windows server.
1. Enter afull DNS name or IP address of the Microsoft Windows server.

2. Provide a description for future reference. The default description contains information about
the user who added the server, date and time when the server was added.

Name

Specify DNS name or IP address of Microzoft Windows server.

DMS name or IP address:
filezerverl tech.local

Credential:
Description:
Microzoft Windows Server Used az a Backup Repositond

Review

Apply

Surnmary

< Previouz | | Mest > | | Finish | | Cancel
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Step 3. Specify Credentials

At the Credentials step of the wizard, specify credentials for the Microsoft Windows server.

1. From the Credentials list, select credentials for the account that has administrator privileges
on the Microsoft Windows server. If you have not set up credentials beforehand, click the
Manage accounts link or click Add on the right to add the credentials. For more information,
see Managing Credentials.

Veeam Backup Free Edition will use the provided credentials to deploy the following
components on the added server:

=  Veeam Installer Service
= Veeam Data Mover Service (Transport)

= Veeam Mount Server

Credentials

Specify server credentialz

Mame r Select at account with local administratar privileges on the server you are adding. Use
4, DOMAINAUSER format for domain accounts. or HOSTAUSER for local accounts.

Credentials: |ﬁ"~LfiIesewerD'I’U-‘-.dministlatol [filezerverdl A dminis v| add..

Manage accounts

Review

Apply

Summary

Click Ports to customize network ports to be used by individual components

| < Previous || Mext » || Finizh || Cancel |

2. To customize network ports used by Veeam Backup Free Edition components, click Ports. By
default, Veeam Backup Free Edition components use the following ports:

= Veeam Installer Service: port 6160
= Veeam Data Mover Service (Transport): port 6162
= Veeam vPower NFS Service: port 6161
= Veeam WAN Accelerator Service: port 6164
= Veeam Mount Server: port 6170
If necessary, adjust port numbers.

3. In the Data transfer options section of the Network Settings window, specify connection
settings for file copy operations. Provide a range of ports that will be used as transmission
channels between the source server and target server (one port per task). By default,

Veeam Backup Free Edition uses port range 2500-5000. If the virtual environment is not large
and data traffic will not be significant, you can specify a smaller range of ports, for example,
2500-2510 to run 10 concurrent jobs at the same time.
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4. If the Microsoft Windows server is deployed outside NAT, in the Preferred TCP connection
role section select the Run server on this side check box. In the NAT scenario, the outside
client cannot initiate a connection to the server on the NAT network. As a result, services that
require initiation of the connection from outside can be disrupted. With this option selected,
you will be able to overcome this limitation and initiate a ‘server-client’ connection — that is,

a connection in the direction of the Microsoft Windows server.

MNeww Windows Server

+ Credentials
Specify zerver cradantia
|=l-
=

Fieve wPower NFS
Apply WAN Accelerator

Mount Server
Surmrmary

[rata transfer options

Port range: 2500 E to 5000 E

Prefermed TCP connection role
[] Run server on this side

MName Components: pou are adding, Use

Component Edit ocal accounts.

Installer

B
13

[x]

| < Previous | | Ment » | | Finish

|| Cancel |
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Step 4. Review Components

At the Review step of the wizard, review what Veeam Backup Free Edition components are already
installed on the server and what components will be installed.

1. Review the components.

2. Click Next to add the Microsoft Windows server to the backup infrastructure.

Review

Please review your zethings and click Mest to continue.

Diue to these modifications the fallowing components will be installed or remaoved on the target host:

Cradentials Tranzport already exists

Apply
Summary

After pou click Mest mizzed components will be inztalled on the target host,

< Previous | | Mext > | | Finizh | | Cancel
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Step 5. Finish Working with Wizard

At the Apply step of the wizard, complete the procedure of Microsoft Windows server adding.
1. Review details of the Microsoft Windows server.

2. Click Next, then click Finish to exit the wizard.

Apply
Pleaze wait while required operations are being performed. Thiz may take a few minutes...

Meszage Duration
0 Starting infraztructure item creation job Q00.02
0 Collecting hardware info

0 Detecting operating system

o Detecting 05 version

0 Registenng client SRYOZ for package Transport

0 Dizcovering installed packages

Summary 0 Al required packages have been successfully installed

0 Creating databaze records for server

0 Detecting server configuration

o Creating configuration database records for installed packages

@ Collecting digks and volumes info

Credentials

Rewview

< Previous | | Mext > | | Finizh | | Cancel
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Adding Linux Servers

You must add to the backup infrastructure Linux servers that you plan to use for various types of
restore operations.

To add a Linux server, use the New Linux Server wizard.

Step 1. Launch New Linux Server Wizard

To launch the wizard, do one of the following:

= Open the Virtual Machines view, in the inventory pane select the Infrastructure node. Then
click Add Server on the toolbar.

= Open the Virtual Machines view, in the inventory pane right-click the Infrastructure node
and select Add server.

= Open the Virtual Machines view, in the inventory pane select the Infrastructure node. In
the working area, click Add Server.

In the Add Server window, click Linux.

Select the type of server you want to register with backup infrastructure. All registered servers
can be found under the Managed servers node on the Infrastructure tab.

+ VMWARE VSPHERE
=m Adds vCenter Server (recommended), or standalone vSphere Hypervisor (ESX/ESXI).

+ VMWARE VCLOUD DIRECTOR
_Eﬁ Adds Vhdware vCloud Director 5.0 or later server.

_+ MICROSOFT HYPER-V
Adds SCWMM server, Hyper-V cluster, or standalone host (2008 R2 or later).

-+ MICROSOFT SMB3
Wmm  Adds SMB3 server cluster, or standalone SMB3 server.

+ MICROSOFT WINDOWS
=l Adds Microsoft Windows server (Windows 2008 or later).

+ LINUX
E& Adds Linux server (must have SSH and Perl).

Cancel
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Step 2. Specify Server Name or Address

At the Name step of the wizard, specify an address and description for the Linux server.
1. Enter afull DNS name or IP address of the Linux server.

2. Provide a description for future reference. The default description contains information about
the user who added the server, date and time when the server was added.

Name

Specify DNS name or IP address of Linus server. The server must have SSH and Perl installed.

DMS name or IP address:
filezerverl2.tech local

S5H Connection
Description:

Summary Linu= Server Used as a Backup Repositon]

< Previouz | | Mest > | | Finish | | Cancel
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Step 3. Specify Credentials and SSH Port

At the SSH Connection step of the wizard, specify credentials for the Linux server.

1. From the Credentials list, select credentials for the account that has administrator privileges
on the Linux server. You can select a credentials record that uses the password authentication
method or credentials record that uses the Identity/Pubkey authentication method.

If you have not set up credentials beforehand, click the Manage accounts link or click Add on
the right to add the credentials. For more information, see Managing Credentials.

+ S5H Connection
Provide credentials for service console connection, and adjust secure shell [S5H] port number using advanced settings if
— required.

Name Credentials: |r<5 raok [roct, last edited: less than a day ago) v| Add...

Manage accounts

Surnmary

Customize advanced connection settings, such as S5H and data mover ports

| < Previous || Mext » || Finizh || Cancel |

2. To configure advanced SSH settings, click Advanced.

a. Inthe Service console connection section, specify an SSH timeout. By default, the
SSH timeout is set to 20000 ms. If a task targeted at the Linux server is inactive after
the specified timeout, Veeam Backup Free Edition will automatically terminate the
task.

b. Inthe Data transfer options section of the Network Settings window, specify
connection settings for file copy operations. Provide a range of ports that will be
used as transmission channels between the source host and target host (one port
per task). By default, Veeam Backup Free Edition uses port range 2500-5000. If the
virtual environmentis not large and data traffic will not be significant, you can
specify a smaller range of ports, for example, 2500-2510 to run 10 concurrent jobs
at the same time.

c. Ifthe Linux server is deployed outside NAT, in the Preferred TCP connection role
section select the Run server on this side check box. In the NAT scenario, the
outside client cannot initiate a connection to the server on the NAT network. As a
result, services that require initiation of the connection from outside can be
disrupted. With this option selected, you will be able to overcome this limitation
and initiate a ‘server-client’ connection — that is, a connection in the direction of
the Linux server.
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New Linux Server z

+ S5H Connection

Provide credentials for service conzole connection, and adjust secure shell [S5H] port number wsing advanced settings if

@_’I

required.
Name Credentials: | '\ root [root, last edited: |ess than a day aga) ) Add.
Surmmary Service conzole connection

55H tmeout: 20000 ms

[ ata transfer options
Part range: 2500 E to |5000 E

Preferred TCP connection rale
[ Run server on this side

| Ok || Cancel |

Customize advanced connection settings, such as S5H and data mover ports

| < Previouz || Peut » || Finizh || Cancel |

3. When you add a Linux server, Veeam Backup Free Edition saves a fingerprint of the Linux host
SSH key to the configuration database. During every subsequent connection to the server,
Veeam Backup Free Edition uses the saved fingerprint to verify the server identity and avoid
the man-in-the-middle attack.

To let you identify the server, Veeam Backup Free Edition displays the SSH key fingerprint:
= Ifyou trust the server and want to connect to it, click Yes.

= Ifyou do not trust the server, click No. Veeam Backup Free Edition will display an
error message, and you will not be able to connect to the server.
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Note: If you update the SSH key on the server, you must acknowledge the new key in the server connection
settings. To do this, in the Backup Infrastructure view open the server settings, pass through the
Edit Server wizard and click Trust to acknowledge the new key.

New Linux Server 2
+ S5H Connection
Provide credentials for service console connection, and adjust secure shell [S5H] port number using advanced settings if
— required.
Name Credentials: |r§} raok [roct, last edited: less than a day ago) v| Add...

17217536 55H key fingerprint: ssh-dzs 1024 c0:d1:70:76:58:a6: 2b: 1 e 2b:95:e1:da: 90:b5:c1:67
Do pou brust thig server?

Customize advanced connection settings, such az S5H and data mover ports

< Previous | | Mext » | | Finizh | | Cancel |
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of Linux server adding.
1. Review details of the Linux server.

2. Click Next, then click Finish to exit the wizard.

Summary

'ou can copy the configuration information below For future reference.

MHame Surnmary:

Linu= Host filezerverD2 tech. local' was successfully created,
55H Connection S5H optiohs:

User: root

Elewate to roat no

Auto sudo: no

< Previous | | Mext > | | Finish | | Cancel
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Adding Microsoft SMB3 Servers

Veeam Backup Free Edition supports Microsoft Hyper-V VMs whose disks reside on Microsoft SMB3 file
shares and lets you create VeeamZIP files for such VMs.

To work with VMs residing on Microsoft SMB3 file shares, you must add to the backup infrastructure
the following components:

= Microsoft Hyper-V host on which VMs are registered
= Microsoft SMB3 server or cluster hosting shared folders with VM disks

Before adding a Microsoft SMB3 server or cluster, check prerequisites. Then use the New SMB3 Server
wizard to add the server or cluster.

Before You Begin

Before you add a Microsoft SMB3 server or cluster to the backup infrastructure, check the following
prerequisites:

1. Microsoft SMB3 servers must run Microsoft Windows Server 2012 or Microsoft Windows
Server 2012 R2. Veeam Backup Free Edition supports only these types of Microsoft SMB3
servers.

2. Microsoft SMB3 shared folders must be properly configured. For a full list of requirements for
Microsoft SMB3 shared folders, see the Requirements and supported configurations section at
http://technet.microsoft.com/en-us/library/jj612865.aspx.

3. VMs must not reside on hidden shared folders or default shared folders such as C$ or D$.
When re-scanning Microsoft SMBS3 file shared folders, Veeam Backup Free Edition skips these
types of folders.

4. To read/write data from/to an SMB3 share, Veeam Backup Free Edition uses the account that
you provide when adding the Microsoft SMB3 server or cluster. Make sure that this account
has Full Control permissions in the security settings for SMB3 shares configured on the scale-
out file server.
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Step 1. Launch New SMB3 Server Wizard

To launch the New SMB3 Server wizard, do either of the following:

= Open the Virtual Machines view, in the inventory pane select the Infrastructure node. Then
click Add Server on the toolbar.

= Open the Virtual Machines view, in the inventory pane right-click the Infrastructure node
and select Add server.

= Open the Virtual Machines view, in the inventory pane select the Infrastructure node. In
the working area, click Add Server.

In the Add Server window, click Microsoft SMB3.

Select the type of server you want to register with backup infrastructure. All registered servers
can be found under the Managed servers node on the Infrastructure tab.

+ VMWARE VSPHERE
_m Adds vCenter Server (recommended), or standalone vSphere Hypervisor (ESX/ESXI).

+ VMWARE VCLOUD DIRECTOR
=E£ Adds VMware vCloud Director 5.0 or later server.

=+ MICROSOFT HYPER-V
Adds SCWMM server, Hyper-V cluster, or standalone host (2008 R2 or later).

-+ MICROSOFT SMB3
e Adds SMEB3 server cluster, or standalone SME3 server.

+ MICROSOFT WINDOWS
===l Adds Microsoft Windows server (Windows 2008 or later).

+ LINUX
E& Adds Linux server (must have SSH and Perl).

Cancel
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Step 2. Specify Server Name or Address

At the Name step of the wizard, specify an address and description for the Microsoft SMB3 server or

cluster.

1. Enter afull DNS name or IP address of the Microsoft SMB3 server or cluster.

2. Provide a description for future reference. The default description contains information about
the user who added the server, date and time when the server was added.

Credential:
Apply
Fiesult

Summary

Specify DNS name or IP address of Microzoft SMB3 server.

DMS name or IP address:

b1 tech local

Description:

SME Server with WM

< Previous | | Mext > | | Firizh | | Cancel
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Step 3. Specify Server Type

At the Type step of the wizard, select what type of Microsoft SMB3 server you want to add.

= Select Clustered file server if you want to add a Microsoft SMB3 cluster to the backup
infrastructure. Veeam Backup Free Edition supports high availability and scale-out Microsoft
SMBS3 clusters.

= Select Standalone file server if you want to add a standalone Microsoft SMB3 server to the
backup infrastructure.

ol Select the type of SMB3 server pou want to add. The server must be running Windows Server 2012 or later file server cluster.

) Clustered file server

se this option to register a Windows Server 2012 or later file server cluzter with the backup
infrastructure. Bath high awailability and scale-out clusters are supparted.

Credentials
® Standalone file server

Apply Use thiz option to register a standalone Windows Server 2012 or later file server with the backup
infrastiucture,

Fiesult

Summary

< Previous | | Mext > | | Firizh | | Cancel

Step 4. Specify Credentials

At the Credentials step of the wizard, specify credentials for the Microsoft SMB3 server or cluster.

1. From the Credentials list, select credentials for the account that has administrator privileges
on the Microsoft SMB3 server or cluster. If you have not set up credentials beforehand, click
the Manage accounts link or click Add on the right to add the credentials. For more
information, see Managing Credentials.

= For domain user accounts, the user name must be specified in the
DOMAIN\USERNAME format.

= Forlocal user accounts, the user name must be specified in the
HOSTNAME\USERNAME format.

Veeam Backup Free Edition will use the provided credentials to deploy the following
components on the Microsoft SMB3 server or cluster nodes:

= Veeam Installer Service
=  Veeam Data Mover Service (Transport)

= Veeam Hyper-V Integration Service
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Credentials

Select server administrator credentials.

r Select an account with local administrator privileges on the server you are adding. Use
?§ DOMAINNVISER format for domain accounts, or HOSTSUSER for local accounts.

Credentials: |E'.Q amb07WAdministrabor [smb07\Administrator, last v| Add...

Manage accounts

Fiesult

Surmmary

Click Ports to customize nebwork, ports to be used by individual components

| < Previouz || Peut » || Finizh || Cancel |

2. To customize network ports used by Veeam Backup Free Edition components, click Ports. By
default, Veeam Backup Free Edition components use the following ports:

= Veeam Installer Service: port 6160
=  Veeam Data Mover Service (Transport): port 6162
= Veeam Hyper-V Integration Service: port 6163

If necessary, adjust port numbers.

3. In the Data transfer options section of the Network Settings window, specify connection
settings for file copy operations. Provide a range of ports that will be used as transmission
channels between the source server and target server (one port per task). By default,

Veeam Backup Free Edition uses port range 2500-5000. If the virtual environment is not large
and data traffic will not be significant, you can specify a smaller range of ports, for example,
2500-2510 to run 10 concurrent jobs at the same time.
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4. If the Microsoft SMB3 server or cluster is deployed outside NAT, in the Preferred TCP
connection role section select the Run server on this side check box. In the NAT scenario,
the outside client cannot initiate a connection to the server on the NAT network. As a result,
services that require initiation of the connection from outside can be disrupted. With this
option selected, you will be able to overcome this limitation and initiate a ‘server-client’
connection — that is, a connection in the direction of the Microsoft SMB3 server or cluster.

New SMB3 Server 2

Credentials

-

— Select server administiator credentis
T [ |

|

Hame Components: pou are adding, Use
Component Edit ocal accounts.
Type Installer

Transport u
13

Hyper |ntegration
Apply

Result

Surnmary

[rata transfer options

Port range: 2500 E to 5000 E

Prefermed TCP connection role
[] Run server on this side

| < Previous || Ment » || Finish || Cancel |
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Step 5. Review Components

At the Apply step of the wizard, review what Veeam Backup Free Edition components are already
installed on the server and what components will be installed.

1. Review the components.

2. Click Next to add the Microsoft SMB3 server or cluster to the backup infrastructure.

Apply
Please review your zethings and click Mest to continue.

Diue to these modifications the fallowing components will be installed or remaoved on the target host:

Tranzport will be installed

Hyper4 Integration will be installed
Credential:

Result

Surmmary

After you click Mest mizzed components will be installed on the target host.

< Previous | | Mext > | | Finizh | | Cancel

87 | Veeam Backup Free Edition | User Guide | REVISION 1



Step 6. Finish Working with Wizard

At the Result step of the wizard, complete the procedure of Microsoft SMB3 server or cluster adding.
1. Review details of the Microsoft SMB3 server or cluster.

2. Click Next, then click Finish to exit the wizard.

e Result
_'-.- The following servers have been processed.
L —_ [

Mame Meszage Duration
0 Starting infraztructure item creation job Q00.02
5= 0 Detecting operating spstem

o Collecting hardware info

o Creating temporary folder

Apply @ Uploading package YeeamT ranzport. msi 12% done

Credentials

Surmmary

< Previous | | Mext > | | Finizh | | Cancel
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Step 7. Configure SMB3 Shares

After you have added a Microsoft SMB3 server, you can configure the following settings for shared
folders hosted on this server:

= Enable or disable changed block tracking
= Define the number of concurrent Hyper-V snapshots for a shared folder

Before you specify settings for a Microsoft SMB3 server, you must perform a rescan operation for
shared folders on this server. During the rescan operation, Veeam Backup Free Edition retrieves
information about shared folders that are currently hosted on a Microsoft SMB3 server, updates the
list of shared folders and writes this information to the Veeam Backup Free Edition database.

Veeam Backup Free Edition automatically rescans the list of shared folders once a day. You can also
start the rescan operation manually:

1. Open theFiles view.
2. Click the SMB Servers node in the inventory tree.

3. Select the necessary Microsoft SMB3 server in the working area and click Rescan on the
ribbon. Alternatively, you can right-click the necessary Microsoft SMB3 server in the working
area and select Rescan.

Changed Block Tracking Settings

By default, Veeam Backup Free Edition enables changed block tracking for processing all VMs that
reside on shared folders hosted by a Microsoft SMB3 server. You may disable changed block tracking,
for example, for testing purposes.

Change block tracking is enabled and disabled at the level of a Hyper-V host. To disable changed
block tracking:

1. Open the Files view.
2. Click the SMB Servers node in the inventory tree.

3. Select the necessary Microsoft SMB3 server in the working area and click Manage Volumes
on the ribbon. Alternatively, you can right-click the necessary Microsoft SMB3 server in the
working area and select Manage Volumes.

4. In the Manage Volumes window, select the Disable changed block tracking for this host
check box.

Shared folders:

Folder b ax concument snapshots
& \SMBOT\SHAREDT s
%“ WWSMBOTWSHAREDZ 4
%“ WWSMBOTYWSHAREDS 4
4

B WSMBO1WSHAREDS

[ Disable changed block tracking for this host [not recommended)

| Apply | | oK | | Cancel
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Shared Folder Settings

You can specify the maximum number of concurrent Hyper-V snapshots that must exist for a shared
folder hosted by a Microsoft SMB3 server.

To specify shared folder settings:
1. Open theFiles view.
2. Click the SMB Servers node in the inventory tree.

3. Select the necessary Microsoft SMB3 server in the working area and click Manage Volumes
on the ribbon. Alternatively, you can right-click the necessary Microsoft SMB3 server in the
working area and select Manage Volumes.

4. Select the necessary shared folder in the list and click Edit.

5. By default, tasks working with the same shared folder can take up to 4 snapshots of a folder
simultaneously. If necessary, you can increase or decrease the number of snapshots that can
exist at the same time. It is not recommended to increase the number of snapshots for slow
storage: a great number of snapshots existing at the same time may cause VM processing
failures.

hManage Shared Folders \Ll

Shared folders:

Rescan
Folder: WWSEMO1\WSHAREDZ?

Type: Local
ESMBOTAAS
o Shapshots; _

M aximum number of concurrent snapshotz for this share

Ok | | Cancel

[ Disable changed block tracking for this host [not recommended)

| Apply | | oK | | Cancel
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Adding vCloud Director

To work with vApps and VMs managed by VMware vCloud Director, you must add VMware vCloud
Director to the backup infrastructure.

After you add VMware vCloud Director to the backup infrastructure, the VMware vCloud Director
hierarchy is displayed in the Virtual Machines > View > vCloud Director view in

Veeam Backup Free Edition. You can work with VMs managed by VMware vCloud Director directly
from the Veeam Backup Free Edition console.

To add the VMware vCloud Director host, use the New VMware vCloud Director wizard.

Step 1. Launch New VMware vCloud Director Wizard

To launch the New VMware vCloud Director wizard:

= Open the Virtual Machines view, in the inventory pane select the Infrastructure node. Then
click Add Server on the toolbar.

= Open the Virtual Machines view, in the inventory pane right-click the Infrastructure node
and select Add server.

= Open the Virtual Machines view, in the inventory pane select the Infrastructure node. In
the working area, click Add Server.

In the Add Server window, select VMware vCloud Director.

Select the type of server you want to register with backup infrastructure. All registered servers
can be found under the Managed servers node on the Infrastructure tab.

+ VMWARE VSPHERE
_m Adds vCenter Server (recommended), or standalone vSphere Hypervisor (ESX/ESXI).

+ VMWARE VCLOUD DIRECTOR
=E£ Adds VMware vCloud Director 5.0 or later server.

=+ MICROSOFT HYPER-V
Adds SCVMM server, Hyper-V cluster, or standalone host (2008 R2 or later).

-+ MICROSOFT SMB3
e Adds SMB3 server cluster, or standalone SMEB3 server.

+ MICROSOFT WINDOWS
===l Adds Microsoft Windows server (Windows 2008 or later).
L]

+ LINUX
E& Adds Linux server (must have 55H and Perl).

Cancel
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Step 2. Specify Server Name or Address

At the Name step of the wizard, specify connection settings for the VMware vCloud Director. If the
VMware vCloud Director infrastructure comprises several cells, you can specify connection settings for
any cell in the VMware vCloud Director hierarchy.

1. In the DNS name or IP address field, enter a full DNS name or IP address of the VMware
vCloud Director server or any cell in the VMware vCloud Director infrastructure.

2. Inthe URL field, enter a URL of the VMware vCloud Director server. By default,
Veeam Backup Free Edition uses the following URL: https://<vcdservername>:443,

where <vcdservername> is the name or IP address of the VMware vCloud Director server
that you have specified in the field above and 443 is the default port for communication with
VMware vCloud Director.

3. In the Description field, provide a description for future reference. The default description
contains information about the user who added the server, date and time when the server
was added.

+ Name
E Specify ONS name or IP address of WMware «Cloud Director server.
=rh

DMS name or IP address:
[17217.42.18
IRL:

wCenter Servers |htt|:-s:r'.u"| T217 4216443

Credential:

Description:

Apply
wClowd Directod

Surmmary

< Previous | | Mext > | | Fiizh | | Cancel
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Step 3. Specify vCloud Director Credentials

At the Credentials step of the wizard, specify credentials to connect to the VMware vCloud Director.

From the Credentials list, select credentials for the account that has administrator privileges on
VMware vCloud Director. If you have not set up credentials beforehand, click the Manage accounts
link at the bottom of the list or click Add on the right to add the credentials. For more information, see
Managing Credentials.

Credentials

Select or add account with «Cloud Director administrator's privileges.

r? Select credentials with Local Administrator privileges on the server you are adding.
L3

Credentials: |ﬁ'{, TECHAdministrator [TECHAdministrator acco v| Add...

Manage accounts

wCenter Servers
Apply

Surmmary

| < Previous | | Mext > | | Fiizh | | Cancel

Step 4. Specify Credentials for Underlying vCenter Servers

At the vCenter Servers step of the wizard, specify credentials for every VMware vCenter Server added
to VMware vCloud Director. If the VMware vCenter Server is already added to the backup
infrastructure, you do not need to specify credentials for it once again. Veeam Backup Free Edition will
automatically detect the credentials you provided when adding this vCenter Server and use them.

1. From the vCenter servers list, select a VMware vCenter Server.

2. (Click Account on the right and select credentials to connect to the VMware vCenter Server.
By default, Veeam Backup Free Edition uses the same credentials that you have specified for
VMware vCloud Director at the previous step of the wizard.

If you have not set up the credentials beforehand, click the Manage accounts link at the
bottom of the list or click Add on the right to add the credentials. For more information, see
Managing Credentials.

3. Veeam Backup Free Edition automatically detects a port used to communicate with the
VMware vCenter Server. If necessary, you can change the connection port for the VMware
vCenter Server. Click vCenter on the right and adjust the port number.

4.  When you add a VMware vCenter Server, Veeam Backup Free Edition saves a thumbprint of
the SSL certificate installed on the VMware vCenter Server to the configuration database.
During every subsequent connection to the server, Veeam Backup Free Edition uses the
saved thumbprint to verify the server identity and avoid the man-in-the-middle attack.

If the certificate installed on the server is not trusted, Veeam Backup Free Edition displays a
warning.
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= Ifyou trust the server, click Connect.

If you do not trust the server, click Cancel. Veeam Backup Free Edition will display
an error message, and you will not be able to connect to the server.

5. Repeat steps 1-3 for all VMware vCenter Servers added to vCloud Director.
Note: After you update the certificate on the server, you must acknowledge the new certificate in the
server connection settings. To do this, in the Backup Infrastructure view open the server settings,
pass through the Edit Server wizard and click Trust to acknowledge the key.

MNewy Wikware wCloud Director Server \LI

+ vCenter Servers
E Far each wCenter server that manages wCloud Director Whs, specify an account with wCenter administrator credentialz.
=rt
—1

Mame vCenter zervers:
) w0 wCenber Server wCenter Server Account wCenter...
Credential: ||E vodO kech. local voenterlZ tech, local TECH A dministrator |
EEET—
Apply
DMS hame or IP address: |vcenlerl32.tech.|oca|
Surnmary

| 0K || Cancel |

< Previous | | Mext > | | Firizh | | Cancel
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Step 5. Finish Working with Wizard

At the Apply step of the wizard, complete the procedure of VMware vCloud Director adding.

1. Review details of the VMware vCloud Director.
2. Click Next, then click Finish to exit the wizard.

If VMware vCenter Servers underlying VMware vCloud Director are already added to the backup
infrastructure, they will not be added for the second time. Veeam Backup Free Edition will create

associations with the VMware vCenter Servers and display them in the VMware vCloud Director
hierarchy.

MNewy Vidware vCloud Director Server \LI
Apply

Please wait while we are adding all servers to Yeeam Backup & Replication.
—]
—]
—

M ame Managed servers:
_ Server Status
Cratizntiidl (2 wed tech.lacal vCenter Server was added.

wCenter Servers

Surmmary

< Previous | | Mext > | | Fiizh | | Cancel

95 | Veeam Backup Free Edition | User Guide | REVISION 1



Managing Servers

You can edit settings of added servers, update server components and remove server from
Veeam Backup Free Edition.
In This Section

= Updating Server Components

= Editing Server Settings

=  Removing Servers

Updating Server Components

Every time you launch Veeam Backup Free Edition, Veeam Backup Free Edition automatically checks if
components installed on managed servers are up to date. If a later version of a component is available,
Veeam Backup Free Edition displays the Components Update window and prompts you to upgrade
components on managed servers. Components upgrade may be necessary, for example, after you
have upgraded the Veeam Backup Free Edition console.

You manually check if components upgrade is required. To do so, select Upgrade from the main
menu. If components on all managed servers are up to date, the menu item will be disabled.

To upgrade components on managed servers:

1. In the Components Update window, select a server and click Details.
Veeam Backup Free Edition will display the current and latest available versions for installed
components.

2. In the Components Update window, select check boxes next to servers for which you want
to upgrade components and click Next.

You can update components on every managed server separately. If components installed on the
server require upgrade, Veeam Backup Free Edition displays a warning icon next to the server in the
management tree.

To update components for a managed server:
1. Open theFiles view.
2. Select the VMware vSphere or Microsoft Hyper-V node in the inventory pane.
3. Select the necessary server in the working area and click Upgrade on the ribbon.

Alternatively, you can open the Infrastructure view, select the Managed Servers node in the
inventory pane, right-click the necessary server in the working area and select Upgrade.
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Editing Server Settings

To edit settings of a server in the backup infrastructure:
1. Open the Backup Infrastructure view.
2. Inthe inventory pane, select Managed servers.

3. Inthe working area, select the server and click Edit Server on the ribbon or right-click the
server and select Properties.

4. You will follow the same steps as you have followed when adding the server. Edit server
settings as required.

Removing Servers

To remove a server from the backup infrastructure, do either of the following:

= Open the Virtual Machines view. Select the necessary server in the inventory pane, click the
Server tab and then click the Remove Server button on the toolbar.

= Open the Virtual Machines view. Right-click the necessary server in the inventory pane and
select Remove.
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Creating VeeamZIP Files

You can create VeeamZIP files for separate VMs in VMware and Microsoft Hyper-V environments.
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Creating VeeamZIP Files for VMware VMs

You can quickly back up running and powered off VMs with VeeamZIP. Creating a VeeamZIP file can
be helpful if you want create an ad-hoc backup for VMs, archive VMs before decommissioning and so
on.

Prior to performing creating a VeeamZIP file of a VMware VM, check the following prerequisites:
= Make sure that the source host is added to the backup infrastructure.

= Make sure that there is enough space on the backup destination.

Note: In Veeam Backup Free Edition, you can run a VeeamZIP job for one VM only. If you have a valid trial or
full license installed, you can run a VeeamZIP job for a number of VMs at a time.

To create a VeeamZIP file, follow the next steps:
1. Open the Virtual Machines view.

2. In the infrastructure tree, click the ESX(i) host or VM container in which the necessary VM
resides.

3. Inthe working area, select the necessary VM and click VeeamZIP on the ribbon or right-click
the necessary VM and select VeeamZIP.

To quickly find the necessary VM, type the VM name or a part of it in the search field at the
top of the working area and click the Start search button on the right or press [ENTER].

4. In the Destination section, specify a location in which you want to store the VeeamZIP file.

= To store the VeeamZIP file in a local folder on the Veeam backup server, select
Local or shared folder, click Browse on the right and select a folder in which the
VeeamZIP file must be stored.

= Tostore a VeeamZIP file in a shared folder, select Local or shared folder and type
in the UNC name of the shared folder in the field below. Keep in mind that the UNC
name always starts with two back slashes (\\).

If the shared folder requires authentication, select the necessary credentials from
the Credentials list. If you have not set up credentials beforehand, click the
Manage accounts link or click Add on the right to add necessary credentials. For
more information, see Managing Credentials.

5. Use the Delete this backup automatically list to specify retention settings for the created
VeeamZIP file. By default, VeeamZIP files are not removed and kept in the specified location
for an indefinite period of time.

6. To encrypt the created VeeamZIP file, select the Enable backup file encryption check box.
From the Password list, select a password that you want to use to encrypt the VeeamZIP file.
If you have not created a password beforehand, click Add or use the Manage passwords link
to specify a new password. For more information, see Managing Passwords for Data
Encryption.

7. From the Compression level list, select a compression level for the created backup: None,
Dedupe-friendly, Optimal, High or Extreme.

8. By default, Veeam Backup Free Edition uses VMware Tools quiescence to create a
transactionally consistent image of VMs. You can optionally disable VM quiescence. To do
this, clear the Disable guest quiescence check box. In this case, Veeam Backup Free Edition
will create a crash-consistent VM backup.

99 | Veeam Backup Free Edition | User Guide | REVISION 1



Tip:

9. Click OK. The VeeamZIP task will start immediately. Veeam Backup Free Edition will create a
full backup file (VBK) and store it in the specified location. The VM name, date and time of the
file creation are appended to the file name so you can easily find the necessary VeeamZIP file
afterwards.

10. Asthe job runs, you can track the job performance in the real-time mode. To see the job
results once it completes, open the History view, expand the Jobs node and click Backup.
Then double-click the job session in the list.

Veeam Backup Free Edition keeps the settings of the latest VeeamZIP job. To quickly start a
VeeamZIP job with the settings of the previous job, right-click the necessary VM and select
VeeamZIP to from the shortcut menu. The VeeamZIP job will start immediately.

The created VeeamZIP file will be stored to the same location as the previously created VeeamZIP
file.

Deshination:

\\17217.22.55'Backups || Browse.. |

LCredentials: |ﬁ"»!, TECH Administrator [TECH Administrator, last edited: 420 daps | Add...
Manage accounts

Drelete thiz backup automatically:

[+ Enable backup file encryption
Pazzword:
| Standard pazzword (Last edited: 7 davs aga) vl | Add...
() Loss protection enabled Hatage pazswords

Compreszion level:

| Optimal [recommended) W |

Guest processing:
["] Dizable guest quisscence [performs crash consiztent backup)

5] [Goes
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Creating VeeamZIP Files for Hyper-V VMs

You can quickly back up running and powered off VMs with VeeamZIP. Creating a VeeamZIP file can
be helpful if you want create an ad-hoc backup for VMs, archive VMs before decommissioning and so
on.

Prior to performing creating a VeeamZIP file of a VMware VM, check the following prerequisites:
= Make sure that the source host is added to the backup infrastructure.

= Make sure that there is enough space on the backup destination.

Note: In Veeam Backup Free Edition, you can run a VeeamZIP job for one VM only. If you have a valid trial or
full license installed, you can run a VeeamZIP job for a number of VMs at a time.

To create a VeeamZIP file, follow the next steps:
1. Open the Virtual Machines view.

2. In the infrastructure tree, click the Hyper-V host or VM container in which the necessary
resides.

3. Inthe working area, select the necessary VM and click VeeamZIP on the ribbon or right-click
the necessary VM and select VeeamZIP.

To quickly find the necessary VM, type the VM name or a part of it in the search field at the
top of the working area and click the Start search button on the right or press [ENTER].

4. In the Destination section, specify a location in which you want to store the VeeamZIP file.

= To store the VeeamZIP file in a local folder on the Veeam backup server, select
Local or shared folder, click Browse on the right and select a folder in which the
VeeamZIP file must be stored.

= Tostore a VeeamZIP file in a shared folder, select Local or shared folder and type
in the UNC name of the shared folder in the field below. Keep in mind that the UNC
name always starts with two back slashes (\\).

If the shared folder requires authentication, select the necessary credentials from
the Credentials list. If you have not set up credentials beforehand, click the
Manage accounts link or click Add on the right to add necessary credentials. For
more information, see Managing Credentials.

5. Use the Delete this backup automatically list to specify retention settings for the created
VeeamZIP file. By default, VeeamZIP files are not removed and kept in the specified location
for an indefinite period of time.

6. Toencrypt the created VeeamZIP file, select the Enable backup file encryption check box.
From the Password list, select a password that you want to use to encrypt the VeeamZIP file.
If you have not created a password beforehand, click Add or use the Manage passwords link
to specify a new password. For more information, see Managing Passwords for Data
Encryption.

7. From the Compression level list, select a compression level for the created backup: None,
Dedupe-friendly, Optimal, High or Extreme.

8. By default, Veeam Backup Free Edition uses native Hyper-V quiescing mechanisms to create a
transactionally consistent image of VMs. You can optionally disable VM quiescence. To do
this, clear the Disable guest quiescence check box. In this case, Veeam Backup Free Edition
will create a crash-consistent VM backup.
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Tip:

9. Click OK. The VeeamZIP task will start immediately. Veeam Backup Free Edition will create a
full backup file (VBK) and store it in the specified location. The VM name, date and time of the
file creation are appended to the file name so you can easily find the necessary VeeamZIP file
afterwards.

10. Asthe job runs, you can track the job performance in the real-time mode. To see the job
results once it completes, open the History view, expand the Jobs node and click Backup.
Then double-click the job session in the list.

Veeam Backup Free Edition keeps the settings of the latest VeeamZIP job. To quickly start a
VeeamZIP job with the settings of the previous job, right-click the necessary VM and select
VeeamZIP to from the shortcut menu. The VeeamZIP job will start immediately. The created
VeeamZIP file will be stored to the same location as the previously created VeeamZIP file.

Deshination:

\\17217.22.55'Backups || Browse.. |
LCredentials: |ﬁ‘»!, TECH Administrator [TECH Administrator, last edited: 420 daps v| Add..
Manage accounts

Dielete thiz backup automatically:

[+ Enable backup file encryption
Pazzword:
| Standard pazzword (Last edited: 7 days aga) W | | Add...
() Loss protection enabled Hatage pazswords

Compression level:

| Optimal [recommended) W |

Guest processing:
["] Dizable guest quisscence [performs crash consiztent backup)

r [

102 | Veeam Backup Free Edition | User Guide | REVISION 1



Performing Restore

If important VM data in your production environment gets accidentally corrupted or lost, you can use
one of disaster recovery options to restore VM data from VeeamZIP files.

In This Section
= Performing Restore in VMware vSphere Environment

= Performing Restore in Microsoft Hyper-V Environment
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Performing Restore in VMware vSphere Environment

Veeam Backup Free Edition offers a variety of data recovery options to protect your virtual
environment. You can perform recovery using a VeeamZIP file created in Veeam Backup Free Edition
or choose a VeeamZIP file or a backup file created with Veeam Backup & Replication. Keep in mind
that only a full backup file (VBK) can be used for restore.

Performing Full VM Restore

You can restore an entire VM and start it on the target host if necessary.
A VM can be restored to its original location or to a new location:

= When you restore a VM to its original location, you keep the original VM settings. This type of
restore ensures the quickest recovery and minimizes the number of mistakes that can be
caused by changes in VM settings. The primary VM is automatically turned off and deleted
before the restore.

= When you restore a VM to a new location, you need to specify new VM settings such as a new
VM name, a new host and datastore where the VM will reside, disk format (thin or thick
provisioned) and network properties. Veeam Backup Free Edition will change the VM
configuration file and store the VM data to the location of your choice.
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Step 1. Choose File

You can restore a VM from a VeeamZIP file created in Veeam Backup Free Edition and from a backup
file or a VeeamZIP file created in Veeam Backup & Replication.

To choose afile:

1. On the Home tab, click Restore on the toolbar. In the displayed window, click Browse and
select the necessary file. Alternatively, you can simply double-click the file in the file browser
(for example, in Windows Explorer).

2. In the Contained VMs list, you will see a list of VMs from the file. If you have chosen a backup
file or a VeeamZIP file created in Veeam Backup & Replication, the list may contain a number
of VMs. Select the VM that you want to restore.

3. Click Restore and select Entire VM (including registration). The Full VM Restore wizard will
be launched.

Backup file:
C:\BackuptCRM BackuphCRM Backup2015-12-07T 040502 wbk

Total Wi zsize:  27.6 GB Taken: Today
Backup size: 8.4 GB [3.3x) 4:05 AM 12/7/2015
Contained Vhds:

Wi name Type Provizioned size Uszed size
E]crm_db Whdware 1580.0 GB 27 EGE

| Restore | | Cloge |

E f\ntire W (including registration
A7 ¥ hard disks

F WM files (UMDE, VX

g- Guest files Qfindows)

& Guest files (other 05
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Step 2. Select VM

At the Virtual Machines step of the wizard, select the VM that you want to restore and the restore
point for the VM.

1. In the Virtual machines to restore list, select the VM.
2. Click Point on the right.

3. In the Restore Points window, select a restore point from which you want to restore the VM.

¥irtual Machines

EW Select virtual machines to be restored. “You can add individual virtual machines from backup files, or containers from live

enviranment [containers will be automatically expanded into plain %W list).

Wirtual machines bo restore:

|Q Type ira VM name for instant ook up |

Restore Mode

Mame Size  Restore point | Add Wk |

Risason | em_dh 195GE  lessthan ad 4:05 Monday 1247 |
] ermm_ X ez than a day aga (4 anday

< Previous | | Mest » | | Einizh | | Cancel

Step 3. Select Restore Mode

At the Restore Mode step of the wizard, choose the necessary restore mode for the VM.
1. Select arestore mode:

= Select Restore to the original location if you want to restore the VM to its original
location with its initial settings. If this option is selected, you will immediately pass
to Summary step of the wizard.

= Select Restore to a new location, or with different settings if you want to restore
the VM to a different location and/or with different settings (such as VM location,
network settings, the format of restored virtual disks and so on). If this option is
selected, the Full VM Restore wizard will include additional steps for customizing
VM settings.

2. Select the Restore VM tags check box if you want to restore tags that were assigned to the
original VM, and assign them to the restored VM.

3. [For VM restore to the original location] Select the Quick rollback check box if you want to
use incremental restore for the VM. Veeam Backup Free Edition will get data blocks that are
necessary to revert the VM to an earlier point in time, and will restore only these data blocks
from the VeeamZIP file. Incremental restore significantly reduces the restore time and has
little impact on the production environment.
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It is recommended that you enable this option if you restore a VM after a problem that
occurred at the level of the VM guest OS: for example, there has been an application error or a
user has accidentally deleted a file on the VM guest OS. Do not enable this option if the
problem has occurred at the VM hardware level, storage level or due to a power loss.

Note: In Veeam Backup Free Edition, you cannot point a job to a specific backup proxy.
Veeam Backup Free Edition uses the default backup proxy configured on the Veeam backup server.

Restore Mode

Specify whether selected Yz should be restored back to the original location, or to & nesy location or with different settings.

Wirkual Machines ) Restore to the original location
Quickly initiate restare of selected W3 to the original location, and with the arigital name
and zettings. Thiz option minimizes the chance of uger input error.

Haszt ® Restore to a new location, or with different settings

Custarnize restored WM location, and change itz settings. The wizard will automatically
Fezource Poal populate all controlz with the oniginal Y zettings as the default settings.

Datastore
Falder
I etwark.

Reazon
[#] Restors WM tags
Surmmary . . .
Select thiz ophion to restore Wi tags that were azsigned to the Y when backup was taken.

[[] Quick rollback [restore changed blocks orly)

Allavs for quick WM recoverny in caze of guest 05 software problem, or uzer ermor. Do not use thiz
option when recovering from dizaster caused by hardware or storage issue, or power loss,

< Previous | | Mest > | | Finizh | | Cancel
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Step 4. Select Destination Host for Restored VM

The Host step of the wizard is available if you have chosen to change the location and settings for the
restored VM.

To specify a destination host:

1. SelectaVMin thelist and click Host. To apply changes in bulk, select several VMs in the list
and click Host.

2. Choose a host or cluster where the selected VM must be registered.
To facilitate selection, you can use the search field at the bottom of the Select Host window:

1. Click the button on the left of the field to select the necessary type of object that should be
searched for: Cluster or Host.

2. Enter an object’s name or a part of it and click the Start search button on the right or press
[ENTER].

Host

By default, original host is selected as restore destination for each V. You zan change host by selecting desired Wi and
clicking Host. Use multi-zelect [Chl-click and Shift-click) to select multiple YWhs at once,

Wirtual Machines W location:

I amne Host
Restore Mode [ Fem_db EH  esui2techlocal

Resource Pool
D atastare
Filder

M etwark,
Reason

Surmmary

Select multiple %YMz and click Host to apply changes in bulk.

| < Previous || Mest > || Finizh || Cancel |

Step 5. Select Destination Resource Pool

The Resource Pool step of the wizard is available if you have chosen to change the location and
settings for the restored VM.

To specify a destination resource pool:

1. SelectaVMin thelist and click Pool. To apply changes in bulk, select several VMs in the list
and click Pool.

2. Select aresource pool to which the VM(s) must be placed.

3. Ifnecessary, select a vApp in which the VM(s) must be included.
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To facilitate selection, you can use the search field at the bottom of the Select Resource Pool
window:

1. Enter aresource pool name or a part of it in the search field.

2. Click the Start search button on the right or press [ENTER].

Resource Pool

By default. onginal resounce pool iz selected as restore destination for each WM. You can change resource poal by selecting
desired %M and clicking Poal. Use multi-zelect [Cirl-click and Shift-click) to select multiple M3 at once.

Wirtual Machines WM resource pook

Mamea Fesource Poal
Restore Mode ||'jj crm_db

G Resources

Host

D atastare
Filder

M etwark,
Reasan

Surmmary

Select multiple ¥z and click Pool to apply changes in bulk.

< Previous | | Mest > | | Finizh

Step 6. Select Destination Datastore

The Datastore step of the wizard is available if you have chosen to change the location and settings
for the restored VM.

You can place an entire VM to a particular datastore or choose to store configuration files and disk files
of the restored VM in different locations.

To specify a destination datastore:

1. SelectaVMin the list and click Datastore. To apply changes in bulk, select several VMs in the
list and click Datastore.

2. Point to a datastore where VM files must be stored.

If configuration and disk files of the VM must be placed to different datastores:
1. Expand the VMin the list.
2. Select the necessary file type and click Datastore.

3. Select a datastore where the selected objects must be stored. To facilitate selection, you can
use the search field at the bottom of the Select Datastore window: enter a datastore name
or a part of it in the search field and click the Start search button on the right or press
[ENTER].
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By default, Veeam Backup Free Edition preserves the format of restored VM disks. If disks of the
original VM are provisioned as thick, Veeam Backup Free Edition will restore the VM from the backup
with thick disks. If necessary, you can change the disk format of a restored VM.

1. Expand aVMin the list
2. Select the disk and click Disk Type.

3. Inthe Disk Type Settings section, choose the format that will be used to restore virtual disks
of the VM: same as the source disk, thin or thick.

Note: Disk format change is supported only for VMs with Virtual Hardware version 7 or later.

Datastore

By default, original datastore and disk twpe are selected for each WM file. You can change them by selecting desired WM file, and
clicking D atastore or Digk Type. Use multi-zelect [Ctrl-click and Shift-click] to select multiple %Mz at once.

Wirtual Machines Files location:

Filz Datastare Dizk type
Restare Mode 4 D'T‘:ll:rrn_db

|'—__'|__|Eonfiguration files eswl2-ds1 [2.7 TE free]

|IZI Hard dizk 1 [crm... BOOGE  esx02-ds1 [2.7 TB free] Same as source
Blesavize Pasl ETHard digk 2 [crm... BO0GE  ess02-ds1 [2.7 TE free] Same as source
EHard disk 3 [crm...  300GE  esx02-del [2.7 TE free] Same ar source

Huast

Fuolder
RS
Reason

Surnmary

Select multiple WMz to apply settings in bulk. | Diataztare. . | | Dizk Type... |

| < Previous || Mest » || Finizh || Cancel |

Step 7. Select Destination Folder and Change VM Names

The Folder step of the wizard is available if you have chosen to change the location and settings for
the restored VM.
To specify a destination VM folder:

1. SelectaVMin thelist and click Folder.

2. Choose afolder to which the VM will be placed. To facilitate selection, use the search field at
the bottom of the window: enter a folder name or a part of it and click the Start search
button on the right or press [ENTER].

Note: If you restore a VM to a standalone ESX(i) host not managed by vCenter Server, you cannot select a
destination folder: this option will be disabled.

By default, Veeam Backup Free Edition restores a VM with its original name. However, you can change
the name of the restored VM. For example, if you restore a VM to its original location, you may need to
change its name to avoid potential problems.
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To change the VM name:
1. SelectaVMin the list and click Name.

2. In the Change Name section, enter a new name explicitly or specify a change name rule by
adding a prefix and/or suffix to the original VM name.

You can change the VM name directly in the list:
1. SelectaVMin thelist.
2. Click the New Name field

3. Enter the name to be assigned to the restored VM.

Full ¥M Restore Wizard B

Folder

By default. onginal %M folder is zelected as restore destination for each Wi, You can change folder by selecting desired Wi and
clicking Folder. Usze multi-zelect [Chl-click and Shift-click] ta select rmultiple Vi3 at once.

Yirtual Machines

Restore Mode
Specify how selected Wi name should be changed:
Host
Set name to;

Resource Pool |c:rm db
Datastore [w] Add prefiz

|new_
e [ add suffi:

|_rest0red
Reazon

Ok | | Cancel |

Surmmary

Select multiple ¥Ms to apply settings change in bulk. | Mame... | | Folder... |

| < Previous || Mext > || Fiizh || Cancel |

Step 8. Select Destination Network

The Network step of the wizard is available if you have chosen to change the location and settings for
the restored VM.

If you plan to restore a VM to a new location, for example, another site with a different set of networks,
you can map source site networks to target site networks. Veeam Backup Free Edition will use the
network mapping table to update configuration files of the VM on the fly, during the restore process.
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To change networks to which the restored VM will be connected:

1. SelectaVMin thelist and click Network. To apply changes in bulk, select several VMs in the
list and click Network.

If a VM is connected to multiple networks, expand the VM, select the network to map and
click Network. The Select Network section displays all networks to which the destination
host or cluster is connected.

2. From the list of available networks, choose a network to which the VM must have access upon
restore. To facilitate selection, use the search field at the bottom of the window: enter a
network name or a part of it and click the Start search button on the right or press [ENTER].

If you do not want to connect the restored VM to any virtual network, select the VM in the list and click
Disconnected.

Network

By default, restored WM iz connected ta the zame virtual networks a: the original VK. [ you are restoring to a different location,
gpecify how original location's networks map to new location's networks,

Wirtual Machines Metwork connections:

Source Target
Restore Mode a D'T':Iu:rrn_db

3 WM Network W M etwork:

Huast
Resource Pool
Datastaore

Fulder

Reason

Surnmary

Select multiple %Mz to apply gettings change in bulk. | Metworl.... | | Dizconnected |

< Previous || Mest » || Finizh || Cancel |
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Step 9. Specify Restore Reason

At the Reason step of the wizard, enter a reason for restoring the selected VMs. The information you
provide will be saved in the session history and you can reference it later.

Tip: If you do not want to display the Reason step of the wizard in future, select the Do not show me
this page again check box.

Reason

Type in the reazon for performing this restore operation, Thiz information will be logged in the restore sessions hiztom for later
reference.

Yirtual Machines Restore reason:

Fiestaring a failed DE|
Restore Mode

Huost
Rezource Poal
D ataztore
Folder

RET

Summary

[ Do not show me this page again

¢ Previous | | Hest > | | Einizh | | Cancel
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Step 10. Verify Recovery Settings

At the Summary step of the wizard, specify additional settings for VM restore:

1. If you want to start the restored VM on the target host, select the Power on VM after
restoring check box.

2. Check the specified settings and click Finish. Veeam Backup Free Edition will restore selected
VMs in the specified destination.

Summary

Please review the restore settings before continuing, The restore process will being after you click Finish, Navigate to the
corresponding restore gession under History node to monitor the progress.

Wirtual Machines Summary:

Prosy: Automatic selection

Restore Mode
Original W name: crm_db

Huoszt Mew Wi name: new_crm_db

Festare paint: lezs than a day ago [10:06 P Friday 12/4/2015)
Target host: esx02 tech.local

Target resource pool: Resources

Target W folder. vm

Datastors Target datastare: esxl2-ds1

Metwork mapping:

Folder W Metwork > Wi Metwork

Resource Poal

RET

Reazon

[ Power on'M after restaring

< Previous | | Mest » | | Einizh | | Cancel

114 | Veeam Backup Free Edition | User Guide | REVISION 1



Note:

Restoring VM Hard Disks

If a VM hard drive becomes corrupted for some reason (for example, with a virus), you can restore it
from the VM backup or VeeamZIP file. You can attach the recovered hard drive to the original VM as a
new drive, replace the corrupted drive of the original VM with it or connect it to any other VM. With
the virtual drive restore, you can preserve the format of a recovered drive or convert the drive to the
thin or thick format.

During the virtual hard disk restore, Veeam Backup Free Edition turns off the target VM to
reconfigure its settings and attach restored disks. For this reason, it is recommended to stop all active
processes on the VM for the restore period.

Step 1. Choose File

You can restore VM hard disks from a VeeamZIP file created in Veeam Backup Free Edition and from a
backup file or a VeeamZIP file created in Veeam Backup & Replication.

To choose afile:

1. On the Home tab, click Restore on the toolbar. In the displayed window, click Browse and
select the necessary file. Alternatively, you can simply double-click the file in the file browser
(for example, in Windows Explorer).

2. In the Contained VMs list, you will see a list of VMs from the file. If you have chosen a backup
file or a VeeamZIP file created in Veeam Backup & Replication, the list may contain a number
of VMs. Select the VM whose disks you want to restore.

3. Click Restore and select VM hard disks. The Hard Disk Restore wizard will be launched.

B ackup file;
C:\BackuptCRM BackupsCRM Backup2015-12-07T 040502 vblk.

Total Wi size: 276 GB Taken: Today
Backup size: 8.4 GB [3.3x) 4:05 AM 12/7/2015
Contained Vhds:

Wi name Type Provizioned size Uszed size
E]crm_db Whdware 1580.0 GB 27 EGE

| Restare | | Cloze |

= Entire WM (including registration)
@DS,VM hard disks

WM files (UMD, UMK

*- Guest files (Windowes)

,1:} Guest files (other O3
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Step 2. Select Restore Point

At the Restore Point step of the wizard, select the restore point from which you want to restore the
VM disk(s).

Restore Point

Select the desired restore point,

Vi name:  erm_db Ornginal host:  veenter01 . tech.local

Disk Mapping Wi size: 195 GB

Awailable restore paints:
Created
) |ess than a day ago [4:05 &M Monday 12/7/2015]

Surmmary

| < Previous || Hest > || Einizh || Cancel

Step 3. Select Virtual Hard Disks to Restore

At the Disk Mapping step, select virtual hard disks to restore, choose a VM to which the disks must be
attached and define additional restore properties.

1. By default, Veeam Backup Free Edition maps restored disks to the original VM. If the original
VM was relocated or if you want to attach disks to another VM, you need to select the target
VM manually. Click Browse and select the necessary VM from the virtual environment.

To facilitate selection, you can use the search field at the bottom of the window: click the
button on the left of the field to select the necessary type of object that must be searched for,
enter a VM name or a part of it and click the Start search button on the right or press
[ENTER].

2. Select check boxes next to virtual hard disks that you want to restore.

3. Todefine virtual disk properties, select a disk in the list and click Change. In the Virtual Disk
Properties section, pick a datastore where the restored hard disk must be located and select
avirtual device node.

= |f you want to replace an existing virtual disk, select an occupied virtual node.

= |f you want to attach the restored disk to the VM as a new drive, select a node that
is not yet occupied.

4. Veeam Backup Free Edition preserves the format of the restored virtual hard disks. To change
disk format, select the required option from the Restore disks list — same as on the original
VM, force thin or force thick. Disk format change is supported only for VMs with Virtual
Hardware version 7 or later.
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5. [For hard disk restore to the original location and with original format] Select the Quick
rollback check box if you want to use incremental restore for the VM disk.
Veeam Backup Free Edition will data blocks that are necessary to revert the VM disk to an
earlier point in time, and will restore only these data blocks from the VeeamZIP file.
Incremental restore significantly reduces the restore time and has little impact on the
production environment.

It is recommended that you enable this option if you restore a VM disk after a problem that
occurred at the level of the VM guest OS: for example, there has been an application error or a
user has accidentally deleted a file on the VM guest OS. Do not enable this option if the
problem has occurred at the VM hardware level, storage level or due to a power loss.

Disk Mapping

M ap wirtual digks from backup to virtual device nodes on target Wi,

Wirtual Machine Wirtual machine name:
| srvl1

Restore Paint

Yirtual dizk, Wirtwal Device Mode  Diatastare
[ cm_db 1 wmdk SCSIo0: ezl1-dasz
] cm_db.vmdk SCSI0:0 ezx01-das1
Reason ||E cm_db_2 vmdk SCS10:2 esx01-das1

Surnmary

Bestore dizks:

|As on onginal Vi [recommended)

[ Quick rallback [restare changed blocks anly)

Allowes for quick WM recovery in caze of guest 05 software problem, or uzer emor. Do not uze thiz
option when recovering from dizaster causzed by hardware or storage issue, or power lozs,

| ¢ Previous || Hest > || Einizh || Cancel
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Step 4. Verify Recovery Settings

At the Summary step of the wizard, complete the procedure of VM disk(s) restore.
1. Review details for the configured restore task.

2. Tostarta VM immediately after the restore process is complete, select the Power on VM
after restoring check box.

3. Click Finish to start VM disk(s) restore.

Summary

Summary

Wirtual Machine Summary:

Original WM name: cm_db
Restare Point Restore point: less than a day ago [4:05 A Monday 12/7/2015)
Target Wi name: zrvl
Disk Mapping Target host: esn0l tech local
Festore Disks: Az on original Wi
Reason Disks info:
Saurce file: ermn_db.wmdk [B0.0 GE] [Default]
Target store; ezxl]-das]

Source file; crm_db_2.vmdk [30.0 GB] [Default]
Target store: ezx01-dag]

[ Power on'M after restaring Fick prosy to uze

< Previous | | Mest » | | Einizh | | Cancel
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Restoring VM Files

You can restore specific VM files (VMDK, .VMX and others) if any of these files becomes deleted or the
VMFS/NTFS datastore is corrupted. Instead of pulling the whole VM image to the production storage,
you can restore a single VM file.

To recover VM files, follow the next steps:
1. Choose afile
SelectaVM

Select VM files and destination

> woN

Finish working with the wizard

Step 1. Choose File

You can restore VM files from a VeeamZIP file created in Veeam Backup Free Edition and from a
backup file or a VeeamZIP file created in Veeam Backup & Replication.

To choose afile:

1. On the Home tab, click Restore on the toolbar. In the displayed window, click Browse and
select the necessary file. Alternatively, you can simply double-click the file in the file browser
(for example, in Windows Explorer).

2. In the Contained VMs list, you will see a list of VMs from the file. If you have chosen a backup
file or a VeeamZIP file created in Veeam Backup Free Edition, the list may contain a number of
VMs. Select the VM whose files you want to restore.

3. Click Restore and select VM files (VMDK, VMX). The Restore wizard will be launched.

Backup file:
C:%Backup'CRM EackuphCRM Backup2015-12-07T 0405002 vblk,

Total Vi size:  27.6 GB Taken: Today
Backup size: 8.4 GB [3.3x) 4:05 AM 124772015

Contained Whis:

Y name Type Provizgioned zize Uszed size

E:I cm_db Vhdware 180.0GB 27 EGE

| Restore || Cloze: |

E Entire Whd (including registration)
B® WM hard disks

5.5'3[ WM files (WMDK, VIVBO
g- Guest files (Windovs)

é Guest files (other O5)
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Step 2. Select VM

At the Restore Point step of the wizard, select the restore point from which you want to restore the
VM file(s).

Restore Point ) "
Select the restore point bo restore Wi from. ’E‘*

Vi name:  erm_db Original host: ~ weenter01_tech.local
W size: 19.5 GB

Awailable restore paints:

Created
| lzzz than a day ago (4:05 A Monday 12/7/2015]

< Back || Mest > || Cancel
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Step 3. Select VM Files and Destination

At the Restore Destination step of the wizard, select the VM files you want to restore and destination
where the restored files must be stored.

1. From the Destination list, select where to store VM files: to an ESX(i) host, on the backup
server or on a Microsoft Windows server added to the backup infrastructure.

2. Use the Host Summary button to view information on available storage resources. In the

Server Properties section, click Populate to load the list of storage locations, their capacity
and available space.

3. In the Path to folder section, specify a path to the folder on the selected host where files

must be restored. To create a dedicated folder for restored files, click Make New Folder at the
bottom of the window.

4. Inthe VM files to restore section, select check boxes next to files that you want to restore. By
default, all VM files are selected.

Restore Destination I
Chooge server and folder where ¥M filez should be restored, and pick files to restore. ’E‘*

Drestination:

202 tech local Host Summary... |

srvll2 tech. local
17216.21.0
ezl .tech.local || Browse... |
esulz.

i el

filezerver]3.tech. local Select Al

zrv01 tech.local
[ erm_dbvmsf _
[ erm_db.revram

[ erm_db_1.vmdk
[] cm_db_1-at.vmdk
[ cim_db_2 wmdk

meme AL Tt een I
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Step 4. Finish Working with Wizard

At the last step of the wizard, click Finish to start VM files restore.

Completing the Restore Wizard

I n : I Press Firish to cloge the wizard and start the task.

AVAILABILITY"

for the Modern Data Center

< Back || Hext >
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Note:

Restoring VM Guest OS Files (FAT, NTFS, ReFS)

You can restore individual VM guest OS files and folders from VeeamZIP files or backups of VMs with
FAT, NTFS and ReFS file systems.

When you perform file-level recovery, the VM image is not extracted from the backup. Virtual disks
files from the backup are published directly into the Veeam backup server file system with the
proprietary driver. For accessing virtual disk content, Veeam Backup Free Edition uses a separate
program — Virtual Disk Driver (VDK) that is provided with the product. After VM disks are mounted,
you can use Veeam Backup Browser or Microsoft Windows Explorer to copy necessary files and folders
to the local machine drive, save them on a network shared folder or simply point any applications to
restored files and work with them as usual.

Guest OS file-level restore for ReFS is supported only if Veeam Backup Free Edition is installed on
Microsoft Windows 2012 or Microsoft Windows 2012 R2 machine.
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Step 1. Choose File

You can restore VM guest OS files from a VeeamZIP file created in Veeam Backup Free Edition and
from a backup file or a VeeamZIP file created in Veeam Backup & Replication.

To choose afile:

1. On the Home tab, click Restore on the toolbar. In the displayed window, click Browse and
select the necessary file. Alternatively, you can simply double-click the file in the file browser
(for example, in Windows Explorer).

2. In the Contained VMs list, you will see a list of VMs from the file. If you have chosen a backup
file or a VeeamZIP file created in Veeam Backup & Replication, the list may contain a number
of VMs. Select the VM whose guest OS files you want to restore.

3. Click Restore and select Guest files (Windows).

You cannot perform file-level restore while the VM from which you want to restore VM guest OS files
Important! is being backed up.

Backup file:
C:\BackuptFileserver Backup'Fileserver Backup 2015-12-03T 220305, vbk. | | Browse. ..

Total Wi size: 276 GB Taken: Today
Backup zsize: 8.4 GB [3.3x%) 4:05 AM 124772015
Contained Vis:

WM name Type Provizioned zize Uzed size
E:I filezerverl Whdware 1600 GB 27 EGE

| Restore || Cloge |

E Entire Whd (including registration)
B® WM hard disks

WM files (VMDE, WX

*- [Guestfiles (i d o)
4:} west files {other O3)
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Step 2. Select Restore Point

At the Restore Point step of the wizard, select the restore point from which you want to restore VM
guest OS files.

Restore Point

Select the restore point to restore guest 05 filez from,

Vit name:  Fleserver0l Original host: wcenterD1 tech L.

Reazon WM size: 19.5 GB

Awailable restore paints:

Surmmary
Created Type Backup

|('_L'j less than a day ago (10:03 Thursday 12/3/2015) Filezerver Backup

< Previous | | Hest > | | Einizh | | Cancel
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Step 3. Specify Restore Reason

At the Restore Reason step of the wizard, enter a reason for restoring VM guest OS files. The
information you provide will be saved in the session history and you can reference it later.
Tip: If you do not want to display the Restore Reason step of the wizard in future, select the Do not
show me this page again check box.

Reason

Type in the reazon for performing this restore operation, Thiz information will be logged in the restore sessions hiztom for later
reference.

Yirtual Machine Restore reason:

Fiestoring deleted filed

Restore Paint

Surnmary

[ Do not show me this page again

¢ Previous | | Hest > | | Einizh | | Cancel
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of VM guest OS files restore.
1. Review details of the restore task.

2. Click Finish to start restoring VM guest OS files from the backup or replica.

Summary
Feview the restore settings, and click Finizh to exit the wizard and open Backup Browser, where you will be able ta select the
files to restare,

Wirtual Machine Summary:

I Mame: fileserventl
Restare Paint W Size: 19.4 GE
Original host: veenter(1 tech. local

Reazon o
Restore point: filezerver(l

< Previous | | Mest > | | Finizh | | Cancel

Step 5. Save Restored Files

When the restore process is complete, Veeam Backup Free Edition opens the Veeam Backup browser
with the file system tree of the restored VM. Note that names of the restored VM hard disks may differ
from the original ones.

You can perform the following operations with VM guest OS files in the Veeam Backup browser:
=  Save files and folders to the original location
=  Save files and folders to a folder on the backup server or network shared folder
= Launch Veeam Explorers for application item restore
= Open files in Microsoft Windows Explorer

After you finish restoring files, you can close the Veeam Backup browser.
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Important!

Saving Files to Original Location
To save files or folders to their original location, right-click the necessary file or folder in the file system
tree or in the details pane on the right and select one of the following commands:

= To overwrite the original file on the VM guest OS with the file restored from the backup,
select Restore > Overwrite.

= To save the file restored from the backup next to the original file, select Restore > Keep.
Veeam Backup Free Edition will add the RESTORED- prefix to the original file name and store
the restored file in the same folder where the original file resides.

Restore to the initial location may fail for the following reasons:

= VMware Tools are not installed on the target VM.

= You have excluded the system disk from the VM backup.
To restore guest OS files in such situation, you can use 1-click file-level restore or copy files to the
selected folder and then move them to their initial location.

- —
i FILE TOOLS fileserver(1 as of 1 day ago (10:02 PM Thursday 12/3/2015) - BACKUP BROWSER
HOME
N @ E@f 1
==
Restore Copy Properties
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Action
b= E(E:)) MAME TYPE SIZE CREATIOND.. MODIFIED D...
4 =ik
| Applied Solutions.pdf 2 — 205 30, 8307012 64,
3 RECYCLE.BIN o i
. g ﬁ ot | ATM pf Restore P | i Overurite 2015 31 83072012 6.,
ez Duwments o || Module.pdf Copy To.. /2015 31, B/30/2012 6.
oCurnents
& D - | S-Company.pdf Iml Explorer 25.5KB  30/2015 3., 89072012 6.,
Fl ocuments .
b E Contacts | Tri-b.pdf Properties... 25.5KE  310/2015 3., B30 2012 6.
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[ Taxes
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Saving Files to a New Location

To save restored files or folders on the local machine or in a network shared folder:

1. Right-click the necessary file or folder in the file system tree or in the details pane on the right
and select Copy To.

2. Choose to preserve their original NTFS permissions or not:

= Select the Preserve permissions and ownership check box to keep the original
ownership and security permissions for restored objects.
Veeam Backup Free Edition will copy selected files and folders along with
associated Access Control Lists, preserving granular access settings.

= Leave the Preserve permissions and ownership check box not selected if you do
not want to preserve the original ownership and access settings for restored
objects. Veeam Backup Free Edition will change security settings: the user who
launched the Veeam Backup Free Edition console will be set as the owner of the
restored object, while access permissions will be inherited from the folder to which

the restored object is copied.

3. If prompted, in the Credentials window specify settings of the user account to access the
destination location.

FILE TOOLS fileserver01 as of 1 day age (10:02 PM Thursday 12/3/2015) - BACKUP BROWSER
HOME
h @ E@f-]
==
Restore Copy Properties
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b= MARE TYFPE SITE CREATION D... ODIFIED D...
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Lpplied Solutions.pdf DOE_Fil 259K 3/10/2015 3., 843072012 &4,
[ $RECYCLE.BIN L Rest » e o
_ | ATM.pdf estore 25.9KB  3/10/2015 3., 843072012 &4,
[ E‘f Documents 2013
= _ | Module.pdf Copy To... 25.9KB  3/10/2015 3., 843002012 6.,
> [ Documents 2014
| S-Company.pdf = plorer 255KE 302001530, 80202 64,
4 [ Documents 2015 Tri-M.pelf B5SKE 30201531, /302012 62
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[ Taxes
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Launching Veeam Explorers

If you are restoring VM guest OS files of the virtualized Microsoft Active Directory Server, Microsoft
Exchange Server, Microsoft SharePoint Server or Microsoft SQL Server or Oracle, you can launch a
Veeam Explorer for the necessary application directly from the Veeam Backup browser.

= To start Veeam Explorer for Microsoft Active Directory, browse to the Microsoft Active
Directory database file (DIT) in the Veeam Backup browser, select it and click Active
Directory Items on the Home tab or simply double-click the DIT file.

= To start Veeam Explorer for Microsoft Exchange, browse to the Microsoft Exchange database
file (EDB) in the Veeam Backup browser, select it and click Exchange Items on the Home tab
or double-click the EDB file.

= To start Veeam Explorer for Microsoft SharePoint, browse to the Microsoft SharePoint content
database (MDF) in the Veeam Backup browser, select it and click SharePoint Items on the
Home tab or double-click the MDF file.

=  To start Veeam Explorer for Microsoft SQL Server, browse to the Microsoft SQL Server
database file in the Veeam Backup browser, select it and click SQL Server Databases on the
Home tab or double-click the Microsoft SQL Server database file. For more information about
default locations of Microsoft SQL Server database files, see http://technet.microsoft.com/en-
us/library/ms143547.aspx.

=  To start Veeam Explorer for Oracle, browse to the Microsoft Oracle content database in the
Veeam Backup browser, select it and click Oracle on the Home tab or double-click the
database file.

Working with Windows Explorer

You can use Microsoft Windows Explorer to work with restored files and folders.

1. Click Explore on the ribbon in the Veeam Backup browser or right-click the necessary folder
and select Explore.

2. Veeam Backup Free Edition will launch Microsoft Windows Explorer. Browse to the necessary
VM guest OS files.

You can also start Microsoft Windows Explorer from the Start menu of Microsoft Windows and browse
to the necessary VM guest OS files. VM disks are mounted under the
C:\veeamflr\<vmname>\<volume n> folder of the backup server.

It is recommended that you use the Veeam Backup browser instead of Microsoft Windows Explorer for
file-level restore. Use of the Veeam Backup browser has the following advantages:

1. You can browse the VM guest OS file system ignoring the file system ACL settings.
2. You can preserve permissions and ownership during file-level restore.

If you open the VM file system via the Microsoft Windows Explorer, these capabilities will not be
available.

For more information, see SeBackupPrivilege and SeRestorePrivilege at https://msdn.microsoft.com/en-
us/library/windows/desktop/bb530716(v=vs.85).aspx.
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Closing Veeam Backup Browser

You can browse to VM guest OS files only while the Veeam Backup browser is open. After the Veeam
Backup browser is closed, Veeam Backup Free Edition unmounts VM disks from the backup server.

It is recommended that you close the Veeam Backup browser after you have finished restoring VM
guest OS files. When the Veeam Backup browser is open on the backup server, the backup file whose
VM guest OS file system is displayed in the browser is locked on the backup repository. As a result,
some scheduled operations that use this backup file may fail.

Veeam Backup Free Edition checks if there is any activity in the Veeam Backup browser with an
interval of 5 minutes. If the user or Veeam Backup Free Edition components and services have not
performed any actions for 30 minutes, Veeam Backup Free Edition displays a warning that the Veeam
Backup browser is to be closed within 5 minutes.

After the warning is displayed, you can perform one of the following actions:
= You can close the Veeam Backup browser manually.

= You can click Cancel to postpone the close operation. In this case, the Veeam Backup browser
will remain open for 5 minutes. After this period expires, Veeam Backup Free Edition will
display the warning again.

= You can perform no action at all. In this case, the Veeam Backup browser will be automatically
closed in 5 minutes.
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Restoring VM Guest OS Files (Multi-OS Restore Wizard)

Because Microsoft Windows cannot read other file systems natively, Veeam Backup Free Edition
provides multi-OS file-level recovery that allows reading data from 16 different OS file systems.

ext

ext2

ext3
Linux ext4

ReiserFS

JFS

XFS

UFS
UFS2

BSD

Mac HFS, HFS+ (volumes up to 2 TB)

UFS
Solaris
ZFS (except any pool versions of Oracle Solaris)

Novell Netware,

Novell Open Enterprise Server NSS (NSS file/folder permissions are not restored).

To restore files from VM guest OS’es, Veeam Backup Free Edition utilizes its patent-pending approach
using a special FLR helper. The FLR helper is a virtual appliance running a stripped-down Linux kernel
that has a minimal set of components. The appliance is very small, at around 20 MB, and takes only 10
seconds to boot.

The FLR helper appliance is created directly on the selected ESX(i) host. Whenever you perform file-
level restore, Veeam Backup Free Edition automatically starts the appliance and mounts the VMDK
files to the FLR appliance as virtual hard drives. VMDK files are mounted directly from backup files
without prior extraction of the backup content.

Once the restore process is complete, the wizard displays the file browser window, providing you with
direct access to the VM file system. You can then copy necessary files and folders to your local
machine drive or save them anywhere within the network. Alternatively, you can allow users to restore
files on their own by enabling the FTP server on the virtual appliance.
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Step 1. Choose File

You can restore VM guest OS files from a VeeamZIP file created in Veeam Backup Free Edition and
from a backup file or a VeeamZIP file created in Veeam Backup & Replication.

To choose afile:

1. On the Home tab, click Restore on the toolbar. In the displayed window, click Browse and
select the necessary file. Alternatively, you can simply double-click the file in the file browser
(for example, in Windows Explorer).

2. In the Contained VMs list, you will see a list of VMs from the file. If you have chosen a backup
file or a VeeamZIP file created in Veeam Backup & Replication, the list may contain a number
of VMs. Select the VM whose guest OS files you want to restore.

3. Click Restore and select Guest files (other OS). The File Level Restore wizard will be
launched.

Backup file:
C:\Backuphapachell 2015-12-05T 054405 vbk | | Browse...

Total Wi zsize:  31.6 GB Taken: Today
Backup size: 19.6 GB [1.6x] 06:44 12/572015
Contained Vhds:

Wi name Type Provizioned size Uszed size
E:I apachell Whdware 80.0GE 80.0 GB

| Restore || Cloge |
=
T3 WM hard disks

F WM files (UMDE, VX
g- Guest files Qfindows)
|&%Guestfiles(other0$}l

Ertire WM (including registration;
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Step 2. Select Restore Point

At the Restore Point step of the wizard, select the restore point from which you want to restore VM
guest OS files.

Restore Point
Choose the restore point you would like to restore fles from. ﬁ

Awailable restore points:
Created Tupe Summary
| less than a day ago (B:44 A Full Vittual machine:  apache01

Source host: vcenterD1.tech_local

Fiestore pairt: less than a day ago...

| < Back || Mest > || Cancel

Step 3. Select Location for Proxy Appliance

At the Ready step of the wizard, select an ESX(i) host on which you want to place the proxy appliance.
When the restore process starts, Veeam Backup Free Edition will register the proxy appliance on the
ESX(i) host and mount disks of the restored VM to this proxy appliance. The file system tree of the
restored VM will be displayed in the file browser. After you restore necessary files and finish working
with the file browser, the VM disks will be unmounted from the proxy appliance, and the proxy
appliance will be deleted from the ESX(i) host.

To locate the appliance:
1. Click Customize at the bottom of the window.

2. In the FLR Appliance Configuration window, select an ESX(i) host on which the proxy
appliance must be registered.

3. Inthe Resource pool field, specify a resource pool to which the proxy appliance must be
placed.

4. In the Network section, specify an IP address and other network settings for the proxy
appliance. The proxy appliance must be placed in the same network where the backup server
resides.

5. Toenable FTP access to the restored file system, select the Enable FTP server on appliance
check box. As a result, users will be able to access the proxy appliance via FTP, browse the file
system of the restored VM and download necessary files on their own.

6. If you are performing restore of a VM with the Novell Storage services file system, select the
Restore Novell Storage Services file system check box. Veeam Backup Free Edition will
deploy a specific proxy appliance that supports the Novell file system.

7. Click OK.
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When choosing an ESX(i) host for the Novell file system proxy appliance, make sure that it allows
Important! running VMs with 64-bit guest OS'es.

Specify ESX[)] server, resource pool and network, settings for FLR
helper appliance. Be sure to choose the zame network, where the Wi
you are restoring files to iz located.

Huosth:
esx01 tech local | | Chogse...

Stahistics
Whis 36 total

17 running

Fesaurce poal:

|F|esources

Metwark:
|VM Metwork,

(®) Obtain an [P address automatically
) Use the following IP address:
IP address:

Subnet mask:

Default gateway:

[+] Enable FTP server on appliance [advanced)

[] Restore from Movell Storage Services (NS5 file spstem

| Ok, | | Cancel
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Note:

Step 4. Finish Working with Wizard

At the last step of the wizard, click Finish to start restoring VM guest OS files. The file-level restore
appliance may take about 10-40 seconds to boot.

Completing the Multi-OS File Level

N —I Restore Wizard
n Filedewel restore wizard has gathered all the required information to
I n N start the file-level restore process.,

After pou click Finigh, the filelevel restore appliance will be started up

- automatically, and vou will be presented with the Backup Browser window
AVAI LAB"-I I | aiving you access to the guest file systern of the selected vitual machine.
for the Modern Data Center

The virtual applhance usually takes less than 20 seconds to boot,

0 Using es01 techlocal to run FLR appliance.

¢Back | Mew> || Finsh |

Step 5. Save Restored Files

When the restore process is complete, Veeam Backup Free Edition opens the Veeam Backup browser
displaying the file system tree of the restored VM.

You can save the restored files and folders to their original location, new location or access files on
FTP.

You can browse the VM guest OS files and access restored files on the FTP only while the Veeam
Backup browser with the restored files is open. After the Veeam Backup browser is closed, the VM
disks will be unmounted from the proxy appliance, and the proxy appliance will be deleted from the
ESX(i) host.

Saving Files to Original Location

To save files and folders to the original location, right—click the necessary file or folder in the file
system tree or in the details pane on the right and select one of the following commands:

= To overwrite the original file on the VM guest OS with the file restored from the backup,
select Restore > Overwrite.

= To save thefile restored from the backup next to the original file, select Restore > Keep.
Veeam Backup Free Edition will add the RESTORED- prefix to the original file name and store
the restored file in the same folder where the original file resides.

To restore files to the original location, Veeam Backup Free Edition uses the account for VM guest OS
access specified in the backup job settings. If this account does not have sufficient rights to access the
target VM, you will be prompted to enter credentials. In the Credentials window, specify a user
account to access the destination location (server or shared folder). You can use the account under
which you are currently logged on, or a different account.
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Saving Files to New Location

To save files and folders to a new location:
1. Right-click the necessary file or folder and select Copy to.

2. In the Select Destination window, select the destination server (local or remote) from the list
or provide a path to the shared folder.

= If you are recovering files to a Linux server, you can select the destination server
from the list or add a destination server ad-hoc. To do this, scroll down the list of
servers and choose Specify a different host at the end of the list. Follow the steps
of the wizard to add a Linux server that will be used as a destination host.

The server you add ad-hoc will not appear in the list of managed hosts in

Veeam Backup Free Edition: its purpose is to host the files that you recover. It will
only remain visible in the Veeam Backup browser until all currently active file-level
restore sessions are completed.

= Ifyou are recovering files to a shared folder, specify a path to the destination folder.

3. If youwant to preserve original permissions and ownership for recovered files, select the
Preserve permissions and ownership check box.

4. If prompted, in the Credentials window specify settings of the user account to access the
destination location.

Important! To restore original permissions and ownership settings, the account you have specified should have
privileges to change the owner on the selected server or shared folder.

apache01 as of less than a day ago (6:44 AM Saturday 12/5/2015) - FILE LEVEL RESTORE

©®@m &
Back Forward Folder | Copy Restore
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b B .?ocal E Jqfs 2M16/2015 4710 A ue-----= 500 500
o Ij ol » ﬁ .gstreamer-0.10 2162015 411 A PR - 500 500 .
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Accessing Files over FTP

If you have chosen to enable FTP server on the FLR appliance, the restored file system will also be
available over FTP at ftp://<FLR_appliance_IP_address>. Other users in the same network can access
the FLR appliance to restore the files they need.
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Performing Restore in Microsoft Hyper-V Environment

Veeam Backup Free Edition offers a variety of data recovery options to protect your virtual
environment. If important data accidentally gets lost or corrupted, you can use

Veeam Backup Free Edition to restore an entire VM and specific VM files or individual VM guest OS files
from backups.

You can perform recovery using a VeeamZIP file created in Veeam Backup Free Edition or choose a
VeeamZIP file or a backup file created in Veeam Backup & Replication. Keep in mind that only a full
backup file (VBK) can be used for restore.

Performing Full VM Recovery

You can restore an entire VM and start it on the target host if necessary.
A VM can be restored to its original location or to a new location:

= When you restore a VM to its original location, you keep the original VM settings. The primary
VM is automatically turned off and deleted before the restore. This type of restore ensures the
quickest recovery and minimizes the number of mistakes that can be caused by changesin
VM settings.

= When you restore a VM to a new location, you need to specify new VM settings such as a new
VM name, a host and volume where the VM will reside and network properties.
Veeam Backup Free Edition will change the VM configuration file and store the VM data to the
location of your choice.

Note: = If aVM you plan to restore was running on a Windows 2008 R2 machine with the Hyper-V
role enabled, you can restore it to a Windows Server 2008 R2 machine with the Hyper-V
role enabled, Windows Server 2012 machine with the Hyper-V role enabled or Windows
Server 2012 R2 machine with the Hyper-V role enabled.

= IfaVM you plan to restore was running on a Windows 2012 machine with the Hyper-V role
enabled, you can restore it to a Windows 2012 machine with the Hyper-V role enabled or
Windows Server 2012 R2 machine with the Hyper-V role enabled.

= IfaVM you plan to restore was running on a Windows 2012 R2 machine with the Hyper-V
role enabled, you can only restore it to a Windows 2012 R2 machine with the Hyper-V role
enabled.
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Step 1. Choose File

You can restore a VM from a VeeamZIP file created in Veeam Backup Free Edition and from a backup
file or a VeeamZIP file created in Veeam Backup & Replication.

To choose afile:

1. On the Home tab, click Restore on the toolbar. In the displayed window, click Browse and
select the necessary file. Alternatively, you can simply double-click the file in the file browser
(for example, in Windows Explorer).

2. In the Contained VMs list, you will see a list of VMs from the file. If you have chosen a backup
file or a VeeamZIP file created in Veeam Backup & Replication, the list may contain a number
of VMs. Select the VM you want to restore.

3. Click Restore and select Entire VM. The Full VM Restore wizard will be launched.

Backup file:
C:AB ackuphagler032015-12-02T 031554, bl | | Browse. ..
Total WM zizee  19.1 GB Taken: Today
Backup sizee 8.0 GB [2.4x) 316 AM 27272015
Contained Vids:
Wi name Type Provizioned size Uzed zize
I:l sqlervi03 Huper-t B27.0GE 191 GE

Restore | | Close |
% Entire Wi
@ P files (VHD, WS, BIN, XhAL)
g- Guest files (Windows)
4:} Guest files {other O
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Step 2. Select VM

At the Virtual Machines step of the wizard, select the VM that you want to restore.

¥irtual Machines
Select virtual machines to be restored. You can add individual virtual machines from backup filez, or containers from live
environment [containers will be automatically expanded to plain list).

Wirtual machines bo restore:

|Q Type ira VM name for instant ook up |

Restore Mode

Mame Size Festare point | Add WM |

Surmmary :
||_| aqlerv03 191 GE  lezs than a day ago [3:16 AM Thursday ..

< Previous | | Hest > | | Einizh | | Cancel
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Step 3. Select Restore Point

You can select the necessary restore point for the VM(s) that you want to restore.
To select a restore point for a VM:

1. In the Virtual machines to restore list, select the VM.

2. Click Point on the right.

3. In the Restore Points window, select a restore point from which you want to restore the VM.

Full ¥M Restore Wizard 2

Available restore paints far sgler03:
Job Type
a |$_P—| sqlerv03_2015-12-02T031537 _imported
| (7} less than a day ago [3:16 AW Thursday 12/2/2015] Full

Ok | | Cancel

Step 4. Select Restore Mode

At the Restore Mode step of the wizard, choose the necessary restore mode:
1. Choose arestore mode:

= Select Restore to original location if you want to restore VMs with their initial
settings and to their original location.

= Select Restore to a new location, or with different settings if you want to restore
VMs to a different location and/or with different settings (such as VM location,
network settings and so on). If this option is selected, the Full VM Restore wizard
will include additional steps for customizing VMs settings.

2. [For VM restore to the original location] Select the Quick rollback check box if you want to
perform incremental restore for the VM. Veeam Backup Free Edition will query its CBT module
to get data blocks that are necessary to revert the VM to an earlier point in time, and will
restore only these data blocks from the backup. Quick restore significantly reduces the
restore time and has little impact on the production environment.

141 | Veeam Backup Free Edition | User Guide | REVISION 1



It is recommended that you enable this option if you restore a VM after a problem that
occurred at the level of the VM guest OS: for example, there has been an application error or a
user has accidentally deleted a file on the VM guest OS. Do not enable this option if the
problem has occurred at the VM hardware level, storage level or due to a power loss.

Restore Mode
|} Specify the desired restore mode.

Wirkual Machines ) Restore to the original location

Quickly initiate restare of selected W3 to the original location, and with the arigital name
and zettings. Thiz option minimizes the chance of uger input error.

Haszt ® Restore to a new location, or with different settings
Custarnize restored WM location, and change itz settings. The wizard will automatically
D atastore populate all controlz with the oniginal Y zettings as the default settings.
RE
M arme

Reasan

Summary

[[] Quick rollback [restore changed blocks orly)

Allavs for quick WM recoverny in caze of guest 05 software problem, or uzer ermor. Do not use thiz
option when recovering from dizaster caused by hardware or storage issue, or power loss,

| < Previous || Mest > || Finizh || Cancel

Step 5. Select Destination Host for Restored VM

The Host step of the wizard is available if you have chosen to change the location and settings for the
restored VM.

To specify a destination host:

1. SelectaVMin thelist and click Host. To apply changes in bulk, select several VMs in the list
and click Host.

2. Choose a standalone or clustered host where the selected VM must be registered.
To facilitate selection, you can use the search field at the bottom of the window:

1. Click the button on the left of the field to select the necessary type of object that should be
searched for: SCYMM, Cluster or Host.

2. Enter an object’s name or a part of it and click the Start search button on the right or press
[ENTER].
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If you choose to register the restored VM on a host being a part of a Hyper-V failover cluster, you can
specify additional failover settings.

1. SelectaVMin thelist and click Resource.

2. Select the Register VM as a cluster resource option if the restored VM must be configured
as a cluster resource. In this case, if the destination host is brought offline or fails for any
reason, the VM will fail over to another node in the cluster.

Host
|} Select host ta restare YWhs to.

Wirtual Machines W location:

Mame Hast Cluster Resource
plestore oty [ sqlsredz TP hypperviz Mo

D atastare
M etwark,
1 ame
Reasan

Surmmary

Select multiple %YMz and click Host to apply changes in bull. | Host.. | | Resource. .. |

< Previous || Mest > || Finizh || Cancel |

Step 6. Select Destination Datastore

The Datastore step of the wizard is available if you have chosen to change the location and settings
for recovered VMs.

You can place an entire VM to a particular location or choose to store configuration files and disk files
of a restored VM in different locations.

To specify a destination location:

1. SelectaVMin thelist and click Path. To apply changes in bulk, select several VMs in the list
and click Path.

2. Pointto afolder where VM files must be stored.

If configuration and disk files of a VM must be placed to different locations:
1. Expand the VMin the list.
2. Select the necessary file type.

3. Click Path and point to a folder where VM files must be stored. To create a dedicated folder
for storing files of the recovered VM, click Make New Folder at the bottom of the window.
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You can choose a Microsoft SMB3 shared folder as a destination for the restored VM.
1. Select the VM in the list and click Path at the bottom of the window.

2. Type a path to the Microsoft SMB3 shared folder in the search field at the bottom of the
Select Folder window. The path must be specified in the UNC format, for example:
\\772.16.11.38\Share01.

The host or cluster on which you register the VM must have access to the Microsoft SMB3 shared
folder. If you are using SCVMM 2012 or SCVMM 2012 R2, the server hosting the SMB3 share must be
registered in SCVMM as a storage device. For more information, see http://technet.microsoft.com/en-
us/library/jj614620.aspx.

Datastore
|} Select datastores to place WM configuration files and wirtual digks files to.

Wirtual Machines Files location:

File Fath

Restore Mode P |:| sqlsrvll3

|:| Configuration files [:\StoragetHupery
=1 aqlerv03.whids 191 GE  D:\Storage‘\Hypery

Huost

I etwark.
M ame
Reason

Surnmary

Select rultiple WMz and click Path to apply changes in bulk.

| < Previous || Mest » || Einizh || Cancel |

Step 7. Select Destination Network

The Network step of the wizard is available if you have chosen to change the location and settings for
recovered VMs.

If you plan to restore a VM to a new location, for example, another site with a different set of networks,
you can map source site networks to target site networks. Veeam Backup Free Edition will use the
network mapping table to update configuration files of VMs on the fly, during the restore process.

To change networks to which restored VMs will be connected:

1. SelectaVMin the list and click Network. To apply changes in bulk, select several VMs in the
list and click Network.

If a VM is connected to multiple networks, expand the VM, select the network to map and
click Network.

2. The Select Network section displays all networks to which the destination host or cluster is
connected. From the list of available networks, choose a network to which the selected VM
must have access upon restore. To facilitate selection, use the search field at the bottom of
the window: enter a network name or a part of it and click the Start search button on the
right or press [ENTER].
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If you do not want to connect the restored VM to any virtual network, select the VM in the list and click
Disconnected.

MNetwork
|} Select how virtual netwarks map to each other bebween original and new WM locations.

Wirtual Machines Metwork connections:

Source Target
Restore Mode 4 |:| sqlarv3

Host I_:_I'jL Intel[R) 1350 Gigabit Hetwark Connection ... Intel[R] 1350 Gigabit Metwark Connectio...

Datastore

M ame
Reason

Surmmary

Select rmultiple WMz to apply settings change in bulk. | MHetwark... | | Dizconnected |

| < Previous || Mest » || Finizh || Cancel |

Step 8. Specify VM Names and VM UUID Handling

The Name step of the wizard is available if you have chosen to change the location and settings for
recovered VMs.

You can change a name of each restored VM and select whether you want to preserve its UUID or
changeit. It is recommended that you specify a new name and generate a new UUID for a VM to
prevent conflicts if the original VM still resides in the production environment. The name and ID
change is not required if the original VM no longer exists, for example, it was permanently deleted.

To change a VM name:

1. SelectaVMin the list and click Name. To apply changes in bulk, select several VMs and click
Name.

2. In the Change Name window, enter a new name explicitly or specify a change name rule by
adding a prefix and/or suffix to the VM name.

3. You can also change VM names directly in the list: select a VM, click the New Name field and
enter the name to be assigned to the recovered VM.

You can specify how Veeam Backup Free Edition must handle unique identifiers of the restored VM. By
default, a recovered VM is identified with the same UUIDs as the original VM. If necessary, however,
you can choose to assign a new UUID to the restored VM.
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To view or change VM identification settings:
1. Select one or more VMs in the list and click VM UUID.
2. Select to preserve the VM ID or generate a new VM ID:

= Select Preserve virtual machine UUID if the original VM was decommissioned and
the restored VM will be used in place of the original one.

= Select Generate new virtual machine UUID if you perform VM restore to clone the
original VM. This option will help you avoid UUID conflicts if the original VM and its
duplicate will operate in parallel in the same location.

Full ¥M Restore Wizard B

Name
|} Specify new virtual machine name, and whether you would like unigue identifier preserved.

Yirtual Machines

Restore Mode

Specify how selected Wi name should be changed:

Host
Set name to;
Datastore | sqlerv3
Metwark [w] add prefis
| FiEw_
[ add suffi:
Feazon
|_rest0red
Summary

Ok | | Cancel

Select multiple ¥Ms to apply settings change in bulk. | Mame... | | Wit UUID. . |

< Previous | | Mext > | | Fiizh | | Cancel |
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Step 9. Verify Recovery Settings

At the Summary step of the wizard, specify additional settings for VM restore:

1. If you want to start the restored VM on the target host, select the Power on VM after
restoring check box.

2. Check the specified settings and click Finish. Veeam Backup Free Edition will restore selected
VMs in the specified destination.

Summary
|} You can copy this configuration information far the future reference.

Wirtual Machines Summary:

Original WM name: sglsrv03
Restore Mode Mew %M name: new_sglsr03
Festare paint: lezs than a day ago [11:01 P Friday 12/4/2015)
Huoszt Target host: hyper 02
Target folder: D:A\Starage\Hypery
Datastare Metwork mapping:
Intel[R) 1350 Gigabit Hetwark Connection - Virtual Switch -» Intel[R] 1350 Gigabit Metwork
Connection - Yirtual Switch

M etwark.

Mame

Reason

[ Power on'M after restaring

< Previous | | Mest » | | Einizh | | Cancel
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Restoring VM Files (VHD, VHDX, VSD, BIN, XML)

Veeam Backup Free Edition allows you to restore specific VM files: .vhd, .vhdx, .xml and others. You
can use VM files recovery to replace deleted or corrupted VM files.

Step 1. Choose File

You can restore VM files from a VeeamZIP file created in Veeam Backup Free Edition and from a
backup file or a VeeamZIP file created in Veeam Backup & Replication.

To choose afile:

1. On the Home tab, click Restore on the toolbar. In the displayed window, click Browse and
select the necessary file. Alternatively, you can simply double-click the file in the file browser
(for example, in Windows Explorer).

2. In the Contained VMs list, you will see a list of VMs from the file. If you have chosen a backup
file or a VeeamZIP file created in Veeam Backup & Replication, the list may contain a number
of VMs. Select the VM whose files you want to restore.

3. Click Restore and select VM files (VHD, VSV, BIN, XML). The Restore wizard will be
launched.

Backup file:
C:AB ackuphagler032015-12-02T 031554, bl | | Browse. ..

Total WM zizee  19.1 GB Taken: Today
Backup sizee 8.0 GB [2.4x) 316 AM 27272015
Contained Vids:

Wi name Type Provizioned size Uzed zize
I:l sqlervi03 Huper-t B27.0GE 191 GE

| Restore | |
% Entire Wi
@%M files O/HD, WSV, BIN, XhAL)
g- Guest files (Windows)

4:} Guest files {other O
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Step 2. Select Restore Point

At the Restore Point step of the wizard, select the restore point from which you want to restore the
VM file(s).

Restore Point
|} Select the restore point to restore WM from,

Vil name:  sqlervD3 Original host:  hypervD2

Restore Destination VM size: 131 GB

Awailable restore paints:

Created
| (%] less than a day ago [3:16 AM Thursday 12/2/2015

Surmmary

< Previous | | Hest > | | Einizh
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Step 3. Select VM Files and Destination

At the Restore Destination step of the wizard, select the VM files you want to restore and destination
where the restored files must be stored.

1. From the Server list, select where to store VM files: to a Microsoft Hyper-V host, on the
backup server or on a Microsoft Windows server added to the backup infrastructure. Use the
Details button to view or change connection settings of the destination host or server.

2. In the Path to folder section, specify a path to the folder on the selected host where files
must be restored. To create a dedicated folder for restored files, click New Folder at the
bottom of the window.

3. Inthe VM files to restore section, select check boxes next to files that you want to restore. By
default, all VM files are selected.

Restore Destination
|} Chooge server and folder where %M files should be restored, and pick files to restore.

Restore Type Server:
|swEI2.tech.Ioc:aI v| | Dretailz |

Wirtual Machine
Path to falder:

Restore Paint |C:\F|estored || Browse... |

WM files to restare:

Restore Reason Harme Select &l

[ 020aanaB-3523-4946-BE55-BRA0GE3

Surnrary [ sglsr03.vhdx Clear &l

< Previous | | Mest > | | Finizh | | Cancel
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of VM file(s) restore.
1. Review details for the restore task.

2. Click Finish to start VM file(s) restore.

Summary
|} After clicking Finizh restare will be begin.

Restore Type Summary:

[riginal i name: sqlsre03

Wirtual Machine Restore poink: 2 days ago [11:00 PM Wednesday 12/2/2015]
Files to restore:

Restore Paint salsrv03. vhdx

Target zerver: This zerver

Restors Destination Target folder: C:YRestored

Restore Aeazon

< Previous | | Mest > | | Finizh | | Cancel
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Restoring VM Guest Files (FAT, NTFS, ReFS)

In Veeam Backup Free Edition, you can recover individual guest OS files and folders from VeeamZIP
files or backups of VMs with FAT, NTFS and ReFS file systems.

When you perform file-level recovery, the VM image is not extracted from the backup. The content of
a backup file is mounted directly to the backup server (to the C:\veeamflr\<vmname> folder) and
displayed in the inbuilt Veeam Backup browser. After that you can copy necessary files and folders to
your local machine drive and save them anywhere within the network or simply point applications to
the files and use them normally.

Note: Guest OS file-level restore for ReFS is supported only if Veeam Backup Free Edition is installed on
Microsoft Windows 2012 or Microsoft Windows 2012 R2 machine.

Step 1. Choose File

You can restore VM guest OS files from a VeeamZIP file created in Veeam Backup Free Edition and
from a backup file or a VeeamZIP file created in Veeam Backup & Replication.

To choose afile:

1. On the Home tab, click Restore on the toolbar. In the displayed window, click Browse and
select the necessary file. Alternatively, you can simply double-click the file in the file browser
(for example, in Windows Explorer).

2. In the Contained VMs list, you will see a list of VMs from the file. If you have chosen a backup
file or a VeeamZIP file created in Veeam Backup & Replication, the list may contain a number
of VMs. Select the VM whose guest OS files you want to restore.

3. Click Restore and select Guest files (Windows). The Veeam Backup browser will be
displayed, and you will be able to save restored files to the necessary location.

You cannot perform file-level restore while the VM from which you want to restore VM guest OS files
Important! is being backed up.

Backup file:
C:AB ackuphfilezeryerd1 201 5-12-03T100247 wbk | | Browse. ..

Total ¥k zize: 31.6 GB Taken: Today
Backup zsize: 19.6 GB [1.6x] 10:02 PM 12/3/2015
Contained Wids:

Wi name Type Provizioned size Used size
|:| filegerverll Hypert/ 1270 GE INEGE

| Restare | | Cloze |

E Entire Whi

@ Wh files (WHD, WS, BIN, XhAL)
Ii[\Guest files Quindaws)

4} %uestﬁles {other OF)
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Step 2. Select VM

At the Virtual Machine step of the wizard, select the VM whose guest OS files you want to restore:
1. In the Virtual machine list, expand the necessary backup.
2. Selectthe VM.

To quickly find a VM, you can use the search field at the bottom of the window.
1. Enter a VM name or a part of it in the search field.

2. Click the Start search button on the right or press [ENTER].

virtual Machine
Chiooge the wirtual maching you would like to restare.

Virtual machine:  fileserver01

Job name Last restare paint Wi count Festare points count
4 & Filezerver Backup  12/3/2015 10:02:47 P 1
Feazon [[1] fileservent lezz than a day ago [11:... a

Restore Paint

Summary

||:| » Type inan objsct narme to search for Q‘

< Previous || Mest > || Finizh || Cancel |
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Step 3. Select Restore Point

At the Restore Point step of the wizard, select the restore point from which you want to restore the
VM guest OS files.

Restore Point

Select the restore point to restore guest 05 filez from,

Vit name:  Fleserver0l Original host: hypervD2

Reazon WM size: 31.6 GB

Awailable restore paints:

Created Type Backup
|('_L'j less than a day ago (10:02 Ak Thursday .. Full fileserver)12015-12-03T ..

Surmmary

< Previous | | Hest > | | Einizh | | Cancel
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Step 4. Specify Restore Reason

At the Restore Reason step of the wizard, enter a reason for restoring VM guest OS files. The
information you provide will be saved in the session history and you can reference it later.
Tip: If you do not want to display the Restore Reason step of the wizard in future, select the Do not
show me this page again check box.

Reason

Type in the reazon for performing this restore operation, Thiz information will be logged in the restore sessions hiztom for later
reference.

Yirtual Machine Restore reason:

Fiestoring a delsted fill

Restore Paint

Surnmary

[ Do not show me this page again

¢ Previous | | Hest > | | Einizh | | Cancel
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Step 5. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of VM guest OS files restore.
1. Review details of the restore task.

2. Click Finish to start restoring VM guest OS files from the backup.

Summary

Feview the restore settings, and click Finizh to exit the wizard and open Backup Browser, where you will be able ta select the
files to restare,

Wirtual Machine Summary:

I Mame: filesersend
Restare Paint W Size: 191 GE
Original host: hyperv02

Reazon o
Restore point: filezerver(l

< Previous | | Mest > | | Finizh
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Note:

Step 6. Save Restored Files

After the restore process is complete, Veeam Backup Free Edition opens the Veeam Backup browser
displaying the file system tree of the restored VM. Note that names of the restored VM hard disks may
differ from the original ones.

You can perform the following operations with VM guest OS files in the Veeam Backup browser:
= Save files and folders to the original location
=  Save files and folders to a folder on the backup server or network shared folder
= Launch Veeam Explorers for application item restore
= QOpen files in Microsoft Windows Explorer
After you finish restoring files, you can close the Veeam Backup browser.
You can browse to the VM guest OS files mounted to the backup server only while the Veeam

Backup browser with the restored files is open. After the Veeam Backup browser is closed, the VM
disks will be unmounted from the backup server.

Saving Files to Original Location

To save files or folders to their original location, right—click the necessary file or folder in the file system
tree or in the details pane on the right and select one of the following commands:

= To overwrite the original file on the VM guest OS with the file restored from the backup,
select Restore > Overwrite.

= To save the file restored from the backup next to the original file, select Restore > Keep.
Veeam Backup Free Edition will add the RESTORED- prefix to the original file name and store
the restored file in the same folder where the original file resides.
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IMPORTANT! Restore to the initial location may fail if you have excluded the system disk from the VM backup. To
restore guest OS files in such situation, you can use 1-click file-level restore or copy files to the
selected folder and then move them to the original location.

fileserver(1 as of 1 day ago (10:02 PM Thursday 12/3/2015) - BACKUP BROWSER

Restore Copy Properties

@ To
Action
b= MARE TYPE SIZE CREATION D... rODIFIED D...
0 =@ | Bpplied Solutions.pdf OmEE AREVDH0OME 3., 80202 84,
b [ SRECYCLE.BIN = ATMpd Restore Y Overwrite /2005 31, BA0/2012 6:d
[ Documents 2013 . 2 Copy To.,
== | Module.pdf F2M5 3., 83072012 64,
Do BT | S-Company.pdf Il Explorer [IKE  WI02015 30, B/30/2012 64
4 [ Dacuments 2015 - PEIEHD : — e
Tri-b. polf i 25.5KE 31042015 31, 873072012 64,
P P
b [F Contacts e
[ Invoices
[ IﬂPolicies
b [ Taxes

] Systern Volurmne Inforration
=R

25.5KB VEEAM

1 OBJECT SELECTED
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Saving Files to New Location

To save restored files or folders on the local machine or in a network shared folder:

1. Right-click the necessary file or folder in the file system tree or in the details pane on the right
and select Copy To.

2. Choose to preserve their original NTFS permissions or not:

= Select the Preserve permissions and ownership check box to keep the original
ownership and security permissions for restored objects.
Veeam Backup Free Edition will copy selected files and folders along with
associated Access Control Lists, preserving granular access settings.

= Leave the Preserve permissions and ownership check box not selected if you do
not want to preserve the original ownership and access settings for restored
objects. Veeam Backup Free Edition will change security settings: the user who
launched the Veeam Backup Free Edition console will be set as the owner of the
restored object, while access permissions will be inherited from the folder to which
the restored objectis copied.

3. If prompted, in the Credentials window specify settings of the user account to access the
destination location.

fileserver(1 as of 1 day age (10:02 PM Thursday 12/3/2015) - BACKUP BROWSER

Restore Copy Properties
© To
Action
b H
= ((E:) [NAME TVPE SIZE CREATION D... MODIFIED D,
4 ik
o I(ﬂ)!iREC\"CLE BIN | Applied Solutions.pdf DOE File 255KE 310201530, 83072012 B,
> ED t 2013 | ATM.pdf Restore Y OlISSKE w00 3. BA0I0N2 B4
I Documents 2014 | Module.pdf Copy Ta.. B5KE 30201530, 800264,
= Documents 2015 | S-Company.pdf =] plorer 255K 3020530, 802002 684,
4
neuments | Tri-M.pdf . 255K 302015 3., 802002 B4,
b [ Contacts Properties..,
[» Iﬂlnvoices
b [ Policies
[ ﬂTaxes
P Systern Volume Inforration
I =)
1 OBJECT SELECTED 255k (VWEEAM
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Launching Veeam Explorers

If you are restoring VM guest OS files of the virtualized Microsoft Active Directory Server, Microsoft
Exchange Server, Microsoft SharePoint Server or Microsoft SQL Server or Oracle, you can launch a
Veeam Explorer for the necessary application directly from the Veeam Backup browser.

= To start Veeam Explorer for Active Directory, browse to the Microsoft Active Directory
database file (DIT) in the Veeam Backup browser, select it and click Active Directory Items on
the Home tab or simply double-click the DIT file.

= To start Veeam Explorer for Exchange, browse to the Microsoft Exchange database file (EDB)
in the Veeam Backup browser, select it and click Exchange Items on the Home tab or simply
double-click the EDB file.

= To start Veeam Explorer for SharePoint, browse to the Microsoft SharePoint content database
(MDF) in the Veeam Backup browser, select it and click SharePoint Items on the Home tab or
simply double-click the MDF file.

= To start Veeam Explorer for Microsoft SQL, browse to the Microsoft SQL database file in the
Veeam Backup browser, select it and click SQL Server Databases on the Home tab or simply
double-click the Microsoft SQL database file. For more information about default locations of
Microsoft SQL database files, see http://technet.microsoft.com/en-us/library/ms143547.aspx.

= To start Veeam Explorer for Oracle, browse to the Microsoft Oracle content database in the
Veeam Backup browser, select it and click Oracle on the Home tab or double-click the
database file.

Working with Windows Explorer

You can use Microsoft Windows Explorer to work with restored files and folders.

1. Click Explore on the ribbon in the Veeam Backup browser or right-click the necessary folder
and select Explore.

2. Veeam Backup Free Edition will launch Microsoft Windows Explorer. Browse to the necessary
VM guest OS files.

You can also start Microsoft Windows Explorer from the Start menu of Microsoft Windows and browse
to the necessary VM guest OS files. VM disks are mounted under the
C:\veeamflr\<vmname>\<volume n> folder of the backup server.

It is recommended that you use the Veeam Backup browser instead of Microsoft Windows Explorer for
file-level restore. Use of the Veeam Backup browser has the following advantages:

1. You can browse the VM guest OS file system ignoring the file system ACL settings.
2. You can preserve permissions and ownership during file-level restore.

If you open the VM file system via the Microsoft Windows Explorer, these capabilities will not be
available.

For more information, see SeBackupPrivilege and SeRestorePrivilege at https://msdn.microsoft.com/en-
us/library/windows/desktop/bb530716(v=vs.85).aspx.
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Closing Veeam Backup Browser

You can browse to VM guest OS files mounted to the backup server only while the Veeam Backup
browser is open. After the Veeam Backup browser is closed, Veeam Backup Free Edition unmounts VM
disks from the backup server.

It is recommended that you close the Veeam Backup browser after you have finished restoring VM
guest OS files. When the Veeam Backup browser is open on the backup server, the backup file whose
VM guest OS file system is displayed in the browser is locked on the backup repository. As a result,
some scheduled operations that use this backup file may fail.

Veeam Backup Free Edition checks if there is any activity in the Veeam Backup browser with an
interval of 5 minutes. If the user or Veeam Backup Free Edition components and services have not
performed any actions for 30 minutes, Veeam Backup Free Edition displays a warning that the Veeam
Backup browser is to be closed within 5 minutes.

After the warning is displayed, you can perform one of the following actions:
= You can close the Veeam Backup browser manually.

= You can click Cancel to postpone the close operation. In this case, the Veeam Backup browser
will remain open for 5 minutes. After this period expires, Veeam Backup Free Edition will
display the warning again.

= You can perform no action at all. In this case, the Veeam Backup browser will be automatically
closed in 5 minutes.
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Restoring VM Guest OS Files (Multi-OS Restore Wizard)

Because Windows cannot read other file systems natively, Veeam Backup Free Edition provides multi-
OS file-level recovery that allows reading data from 16 different OS file systems.

_ Supported File Systems

ext

ext2

ext3
Linux ext4

ReiserFS

JFS

XFS

UFS
UFS2

BSD

Mac HFS, HFS+ (volumes up to 2 TB)

UFS
Solaris
ZFS (except any pool versions of Oracle Solaris)

To restore files from VM guest OS’es, Veeam Backup Free Edition utilizes its patent-pending approach
using a special FLR helper. The FLR helper is a virtual appliance running a stripped-down Linux kernel
that has a minimal set of components. The appliance is very small, at around 20 MB, and takes only 10-
20 seconds to boot.

The FLR helper appliance is created directly on the selected Hyper-V host. Whenever you perform file-
level restore, Veeam Backup Free Edition automatically starts the appliance and mounts the VM disks
to the FLR appliance as virtual hard drives. VM disks are mounted directly from backup files without
prior extraction of the backup content.

Once the restore process is complete, the wizard displays the file browser window, providing you with
direct access to the VM file system. You can then copy necessary files and folders to your local
machine drive or save them anywhere within the network. Alternatively, you can allow users to restore
files on their own by enabling the FTP server on the virtual appliance.
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Step 1. Choose File

You can restore VM guest OS files from a VeeamZIP file created in Veeam Backup Free Edition and
from a backup file or a VeeamZIP file created in Veeam Backup & Replication.

To choose afile:

1. On the Home tab, click Restore on the toolbar. In the displayed window, click Browse and
select the necessary file. Alternatively, you can simply double-click the file in the file browser
(for example, in Windows Explorer).

2. In the Contained VMs list, you will see a list of VMs from the file. If you have chosen a backup
file or a VeeamZIP file created in Veeam Backup & Replication, the list may contain a number
of VMs. Select the VM whose guest OS files you want to restore.

3. Click Restore and select Guest files (other OS). The File Level Restore wizard will be
launched.

Backup file:
C:AB ackuptapachel12015-12-05T 054405 vbk | | Browse. ..

Total WM zize: 31.6 GB Taken: Today
Backup zizex  19.6 GB [1.6x) 06:44 12752015
Contained Vids:

Wi name Type Provizioned size Uzed zize
I:l apachelll Hyper-ty 127.0GE NEGE

| Restare | | Cloze |

I Entire WM

@ WhA files (VHD, WS, BIN, XhAL)
#- Guest files (Windous)

|@J} Guest files {other O35)
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Step 2. Select Location for Proxy Appliance

At the Ready step of the wizard, select a Microsoft Hyper-V host for placing the proxy appliance. When
the restore process starts, Veeam Backup Free Edition will register the proxy appliance on the
Microsoft Hyper-V host and mount disks of the restored VM to this proxy appliance. The file system
tree of the restored VM will be displayed in the file browser. After you restore necessary files and finish
working with the file browser, the VM disks will be unmounted from the proxy appliance and the
proxy appliance will be deleted from the Microsoft Hyper-V host.

To locate the appliance:
1. Click Customize at the bottom of the window.

2. Inthe FLR Appliance Configuration window, select the Microsoft Hyper-V host on which the
proxy appliance will be registered.

3. Inthe Network section, specify an IP address and other network settings for the proxy
appliance. The proxy appliance must be placed in the same network where the backup server
resides.

4. Ifyou use VLAN IDs, set the correct VLAN ID of the network where the proxy appliance must
reside.

5. Toenable FTP access to the restored file system, select the Enable FTP server on appliance
check box. As a result, users will be able to access the proxy appliance via FTP, browse the file
system of the restored VM and download necessary files on their own.

6. Click OK.

Specify Hyper server and nebwork, settings for FLR helper appliance.
Be sure to chooze the same nebwork. where the WM vou are restoring
file o iz located.

Host:
hyperv02 | | Chogse...

Stahistics
WM 20 tatal

10 running

Metwark:
|InteI[H] 1350 Gigabit Metwork Connection - Yirtual 5L| | Choose...

wanie: 0 5

®) Obtain an [P address automatically
() Use the fallowing IP address:
IP address:

Subnet mask:

Default gateway:

Enable FTF server on appliance [advanced]
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Note: If the proxy appliance is deployed on Microsoft Hyper-V Server 2008 R2 or Microsoft Windows 2008
R2 server with the Hyper-V role enabled, Veeam Backup Free Edition will not be able to browse VHDX
virtual disks. Veeam Backup Free Edition will only browse .VHD virtual disks.

To browse VHDX virtual disks, deploy the proxy appliance on:

=  Microsoft Hyper-V Server 2012

= Microsoft Windows 2012 server with the Hyper-V role enabled

= Microsoft Hyper-V Server 2012 R2

= Microsoft Windows 2012 R2 server with the Hyper-V role enabled

Step 3. Finish Working with Wizard

At the last step of the wizard, click Finish to start restoring VM guest OS files. The file-level restore
appliance may take about 10-40 seconds to boot.

Completing the Multi-OS File Level

N —I Restore Wizard

n Filedewel restore wizard has gathered all the required information to

I n N start the file-level restore process.
After pou click, Finish, the file-level restore appliance will be started up
automatically, and wou will be presented with the Backup Browser window

AVAI LAB"-ITY Qiving pou access ko the guest file system of the selected vibual machine,
for the Modern Data Center

The virtual applhance usually takes less than 20 seconds to boot.

] Using hyperv02 to mn FLR appliance.

¢Back || Mew> | [ Fnish |

Step 4. Save Restored Files

When the restore process is complete, Veeam Backup Free Edition opens the Veeam Backup browser
displaying the file system tree of the restored VM.

You can save the restored files and folders to their original location, new location or access files on
FTP.

Note: You can browse the VM guest OS files and access restored files on the FTP only while the Veeam
Backup browser with the restored files is open. After the Veeam Backup browser is closed, the VM
disks will be unmounted from the proxy appliance, and the proxy appliance will be deleted from the
ESX(i) host.
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Saving Files to Original Location

To save files and folders to the original location, right-click the necessary file or folder in the file
system tree or in the details pane on the right and select one of the following commands:

=  To overwrite the original file on the VM guest OS with the file restored from the backup,
select Restore > Overwrite.

= To save the file restored from the backup next to the original file, select Restore > Keep.
Veeam Backup Free Edition will add the RESTORED- prefix to the original file name and store
the restored file in the same folder where the original file resides.

To restore files to the original location, Veeam Backup Free Edition uses the account for VM guest OS
access specified in the backup job settings. If this account does not have sufficient rights to access the
target VM, you will be prompted to enter credentials. In the Credentials window, specify a user
account to access the destination location (server or shared folder). You can use the account under
which you are currently logged on, or a different account.

Saving Files to New Location

To save files and folders to a new location:
1. Right-click the necessary file or folder and select Copy to.

2. In the Select Destination window, select the destination server (local or remote) from the list
or provide a path to the shared folder.

= Ifyou are recovering files to a Linux server, you can select the destination server
from the list or add a destination server ad-hoc. To do this, scroll down the list of
servers and choose Specify a different host at the end of the list. Follow the steps
of the wizard to add a Linux server that will be used as a destination host.

The server you add ad-hoc will not appear in the list of managed hosts in

Veeam Backup Free Edition: its purpose is to host the files that you recover. It will
only remain visible in the Veeam Backup browser until all currently active file-level
restore sessions are completed.

= Ifyou are recovering files to a shared folder, specify a path to the destination folder.

3. If you want to preserve original permissions and ownership for recovered files, select the
Preserve permissions and ownership check box.

4. If prompted, in the Credentials window specify settings of the user account to access the
destination location.

Important!  To restore original permissions and ownership settings, the account you have specified should have
privileges to change the owner on the selected server or shared folder.
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Accessing Files over FTP

If you have chosen to enable FTP server on the FLR appliance, the restored file system will also be
available over FTP at ftp://<FLR_appliance_IP_address>. Other users in the same network can access
the FLR appliance to restore the files they need.
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Performing File Copy

Veeam Backup Free Edition enables you to copy files and folders between ESX(i), Microsoft Hyper-V,
Microsoft Windows and Linux hosts as well as schedule file copying jobs.

= Copying Files and Folders Manually
= Creating File Copy Jobs

= Managing Folders

= Editing and Deleting Files
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Copying Files and Folders Manually

You can manually copy and move files and folders between hosts, Microsoft Windows servers and
Linux hosts in the backup infrastructure.

Before you begin the copying operation, make sure that the source and target hosts or servers are
added to the backup infrastructure.

To copy files and folders:
1. Open theFiles view.
2. Inthe inventory pane, expand the file tree of the source server or host.
3. Right-click files and folders that you want to copy and select Copy.
4. In the inventory pane, expand the file tree of the target server or host.
5. Right-click a destination folder and select Paste.

You can also use a drag-n-drop operation to copy files and folders between the source and target
hosts or servers.
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Creating File Copy Jobs

To schedule a copying process for files and folders, you must configure a file copy job. You can run the
file copy job immediately after its creation, schedule or save the job.

Before you configure a file copy job, check prerequisites. Then use the New File Copy Job wizard to
create a job.

Before You Begin

Before you configure a file copy job, check the following prerequisites:

Backup infrastructure components that will take part in the file copying process must be added to the
backup infrastructure and properly configured. These include a source and target host or server
between which files and folders will be copied.

Step 1. Launch New File Copy Job Wizard

To launch the New File Copy Job wizard, do either of the following:
= On the Home tab, click File Copy.

= Open theFiles view, in the working area right-click the necessary files and folders and select
Add to File Copy Job > New job. Veeam Backup Free Edition will start the New File Copy
Job wizard and add selected files and folders to this job. You can add other files and folders
to the job later on, when you pass through the wizard steps.

You can add files and folders to already existing jobs. To do this, open the Files view, in the working
area right-click necessary objects and select Add to file copy job > name of the job.
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Step 2. Specify Job Name and Description

At the Name step of the wizard, enter the name and description of the created job.
1. In the Name field, enter a name for the file copy job.

2. In the Description field, provide a description for future reference. The default description
contains information about the user who created a job, date and time when the job was
created.

Name

Tupe in a hame and dezcription for this file copy job.

Mame:

Draily File Copy

Source
Diezcription:

Destination Daly File Copy ok
Schedule

Surnmary

< Previous | | Mest » | | Finizh | | Cancel
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Step 3. Select Files and Folders to Be Copied

At the Source step of the wizard, select files and folders that you want to copy.

1. From the Host list, choose a host or server on which files or folders that you want to copy
reside.

2. Click Add and select files or folders that must be copied. The selected items will be added to
the list.

To remove a file or folder from the list, select it and click Remove.

Source

B Select items to be copied with this job.

Mame Server

| filezerverll tech.local

Destination Items to copy:
Iterm Huost
Schedule ﬁ C:yData filezerverdl.tech local |

Bemaove

Surmmary

< Previous | | Mest > | | Finizh | | Cancel
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Step 4. Select Destination for Copying

At the Destination step of the wizard, select a destination to which files or folders must be copied.
1. From the Server list, select the target host or server.
2. Click Details on the right of the Server field to view or edit server properties.

3. Click Browse next to the Path to folder field and select a folder where copied items must be
stored. To create a dedicated folder for copied files or folders, use the New Folder button at
the bottom of the Select Folder window.

Destination
Specify where to copy the source folders to, You can only choose destination bebween computers added to the conzole.

Mame Server

| filezerver2 tech local v | | Detailz

Source
Path to falder:

|C:\C0pied | | Browse. ..

Schedule

Surmmary

| < Previous || Mest > || Finizh || Cancel

Step 5. Define the Job Schedule

At the Schedule step of the wizard, you can select to run the file copy job manually or schedule the
job to run on aregular basis.

To specify the job schedule:

1. Select the Run the job automatically check box. If this check box is not selected, you will
have to start the job manually to copy files or folders.

2. Define scheduling settings for the job:

= Torun the job at specific time daily, on defined week days or with specific
periodicity, select Daily at this time. Use the fields on the right to configure the
necessary schedule.

=  Torun the job once a month on specific days, select Monthly at this time. Use the
fields on the right to configure the necessary schedule.

= Torun the job repeatedly throughout a day with a set time interval, select
Periodically every. In the field on the right, select the necessary time unit: Hours or
Minutes. Click Schedule and use the time table to define the permitted time
window for the job. In the Start time within an hour field, specify the exact time
when the job must start.
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The repeatedly run job are started by the following rules:

—  Veeam Backup Free Edition always starts counting defined intervals from
12:00 AM. For example, if you configure to run a job with a 4-hour
interval, the job will start at 12:00 AM, 4:00 AM, 8:00 AM, 12:00 PM, 4:00
PM and so on.

— If you define permitted hours for the job, after the denied interval is over,
Veeam Backup Free Edition will immediately start the job and then run
the job by the defined schedule.

For example, you have configured a job to run with a 2-hour interval and defined
permitted hours from 9:00 AM to 5:00 PM. According to the rules above, the job will
first run at 9:00 AM, when the denied period is over. After that, the job will run at
10:00 AM, 12:00 PM, 2:00 PM and 4:00 PM.

= Torun the job continuously, select the Periodically every option and choose
Continuously from the list on the right.

= Tochain jobs, use the After this job field. In the common practice, jobs start one
after another: when job A finishes, job B starts and so on. If you want to create a
chain of jobs, you should define the time schedule for the first job in the chain. For
the rest of the jobs in the chain, at the Schedule step of the wizard, select the After
this job option and choose the preceding job from the list.

Schedule
Please specify job scheduling options. If you do nat set the schedule, the job will need to be mwin manually.

MHame [ Bun the job automatically
®) Daily at this time: |1UZUU Phd E| |Ever_l,lday V| | Days...

Source

) Monthly at this lime: |1UZUU PM | |Fourth | |Saturda_l,l | | Manths...

Destination

O Periodically eveny: |1 | |Hours | | Schedule...

() After thiz job: | Apache Backup [Daily Job for Apache]

Surmmary

< Previous | | Create | | Finizh | | Cancel
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Step 6. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of file copy job configuration.
1. Review details for the created file copy job.

2. Select the Run the job when I click Finish check box if you want to start the job right after
you finish working with the wizard.

3. Click Finish to close the wizard.

Summary

B The job’s zettings have been saved successfully. Click Finizh to exit the wizard.

M ame Summary:

Mame: Daily File Copy

Source Target Path: C:\Copied

Source items:

D estination C:4Data [filezerverll. tech.local)

Command line to start the job on backup server:
Schedule "C:%\Program Files\Yeeam'B ackup and Replication\B ackup'Veeam.Backup. Manager.exe" backup
cfdIBdI3-H23-4423-91 0b-fObZ251 Fecec

[ Bun the job when | click Finish

< Previous | | Mest » | | Finizh | | Cancel

175 | Veeam Backup Free Edition | User Guide | REVISION 1



Managing Folders

You can create, rename and delete folders in the Files view of Veeam Backup Free Edition.
To create a folder:

1. Open theFiles view.

2. Inthe inventory pane, expand the file tree of the necessary server or host.

3. In the working area, right-click anywhere on the blank area and select New Folder.
To rename a folder:

1. Open theFiles view.

2. Inthe inventory pane, expand the file tree of the necessary server or host.

3. Inthe working area, select the folder and click Rename on the ribbon or right-click the folder
and select Rename.

4. Enter anew name for the folder and press [ENTER].
To remove a folder:
1. Open theFiles view.

2. Intheinventory pane, expand the file tree of the necessary server or host.

3. Inthe working area, select the folder and click Delete on the ribbon or right-click the folder
and select Delete.
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Editing and Deleting Files

You can edit files and delete them in the Files view of Veeam Backup Free Edition. For example, you
may want to edit a configuration file of the VM (VMX) or need to delete from the storage files of
unused VMs.

To edit afile:
1. Open the Files view.
2. Inthe inventory pane, expand the file tree of the necessary server or host.

3. In the working area, select the file and click Edit on the ribbon or right-click the folder and
select Edit.

4, Veeam Backup Free Edition will open the selected file in the editor. Edit the file as required
and click Save on the file editor toolbar or press [CTRL+S].

To delete afile:
1. Open the Files view.
2. Inthe inventory pane, expand the file tree of the necessary server or host.

3. Inthe working area, select the file and click Delete on the ribbon or right-click the folder and
select Delete.

Note: To delete a folder on VSAN, you must remove a real folder, not a symbolic link to this folder. The real
folder is named with GUID, for example, c07a2953-8096-5b20-a11a-002590c5857¢, while the symbolic
link contains the folder name, for example, srv02_vm. If you delete the folder symbolic link, the delete
operation will fail, and the folder will not be removed.
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Performing Quick Migration

You can relocate one or more VMs with quick migration. Quick migration can be used to move VMs
from one ESX(i) host to another one, move VM disks to another datastore or both. You can perform
"hot" quick migration for running VMs or "cold" quick migration for VMs that are powered off.

Quick migration is not job-driven: it cannot be saved as a job or scheduled to run later.
Veeam Backup Free Edition will start relocating VMs immediately after you finish working with the
Quick Migration wizard.

Before starting quick migration, check prerequisites. Then use the Quick Migration wizard to migrate
VMs.

Before You Begin

Before you perform quick migration, check the following prerequisites:

= Backup infrastructure components that will take part in quick migration must be added to the
backup infrastructure and properly configured. These include the source and target ESX(i)
hosts.

= The target datastore must have enough free space to store disks of the migrated VM(s).

= If you want use VMware vSphere vMotion to relocate VMs between hosts and/or VMware
vSphere Storage vMotion to relocate VM disks between datastores, make sure that you have a
VMware vSphere license covering these features.

Step 1. Launch Quick Migration Wizard

To launch the Quick Migration wizard, do the following:

= Open the Virtual Machines view. In the working area, select one or more VMs and click
Quick Migration on the Virtual Machine tab.

= Open the Virtual Machines view. In the working area, right-click one or more VMs and select

Migration.
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Step 2. Select Virtual Machines to Relocate

At the Virtual Machines step of the wizard, select the VM(s) and VM containers that you want to
relocate.

1. Click Add.

2. Use the toolbar at the top right corner of the window to switch between views: Hosts and
Clusters, VMs and Templates, Datastores and VMs and Tags. Depending on the view you
select, some objects may not be available. For example, if you select the VMs and Templates
view, no resource pools, hosts or clusters will be displayed in the tree.

3. Select the necessary object and click Add.

To quickly find the necessary object, you can use the search field at the bottom of the Add Objects
window.

1. Click the button to the left of the search field and select the necessary type of object to search
for: Everything, Folder, Cluster, Host, Resource pool, VirtualApp or Virtual machine.

2. Enter the object name or a part of it in the search field.

3. Click the Start search button on the right or press [ENTER].
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Step 3. Specify VM Destination

At the Destination step of the wizard, select the destination to which the selected VM(s) must be
relocated.

1. Click Choose next to the Host or cluster field and select an ESX(i) host or cluster where the
relocated VM must be registered.

2. Ifall or majority of relocated VMs must belong to the same resource pool, click Choose next
to the Resource pool field and select the target resource pool.

If you want to place relocated VMs to different resource pools:
a. Click the Pick resource pool for selected VMs link.

b. Inthe Choose Resource Pool window, click Add VM on the right and select the
VMs.

c. Selectthe added VM in the VM resource pool list and click Resource Pool at the
bottom of the window.

d. From the list of available resource pools, select the target resource pool.

3. Ifall or majority of relocated VMs must be placed to the same folder, click Choose and select
the folder.

If you want to place relocated VMs to different folders:
a. Click the Pick VM folder for selected VMs link.
b. Inthe Choose Folder window, click Add VM on the right and select the VMs.

c. Selectthe added VM in the VM folder list and click VM Folder at the bottom of the
window.

d. From the list of available folders, select the target folder.

The VM folder section is disabled if you selected a standalone ESX(i) host as a target for VM
relocation.

4. If all or majority of relocated VMs must be stored on the same datastore, click Choose and
select the datastore. Veeam Backup Free Edition displays only those datastores that are
accessible by the selected ESX(i) host. If you have chosen relocate VMs to a cluster,
Veeam Backup Free Edition will display only shared datastores.

If you want to place relocated VMs to different datastores:
a. Click the Pick datastore for selected virtual disks link.

b. Inthe Choose VM Files Location window, click Add VM on the right and select the
VM that must be placed on datastores.

c. Selectthe added VM in the Files location list and click Datastore at the bottom of
the window.

d. From the list of available datastores, select the target datastore.
You can choose to store VM configuration files and disk files in different locations.

a. Add the VM to the Files location list, expand the VM and select the required type
of files.

b. Click Datastore at the bottom of the window and choose the destination for the
selected type of files.
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5. By default, Veeam Backup Free Edition saves disks of relocated VMs in the thin format. If
necessary, you can change the disk format. For example, if the original VM uses thick disks,
you can change the disk format of the relocated VM to thin provisioned and save on disk
space required to store VM data.

Disk format change is available only for VMs using virtual hardware version 7 or later.
To change VM disk format:
a. Click the Pick datastore for selected virtual disks link.

b. Inthe Choose VM Files Location window, click Add VM on the right and select the
VM whose disk format you want to change.

c. Selectthe added VM in the list and click Disk type at the bottom of the window.

d. Inthe Disk Type Settings section, choose the format that will be used to restore
VM disk files: same as the source disk, thin or thick.

Destination
g Chioose destination host, rezource pool, WM folder and datastore.
n

Virtual Machines Host or cluster:
| el tech.local

Transfer
Fesource poal

Feady | Resources

W falder:

|'\"ITI

D ataztore:
| es#D2:ds1 [2.8 TB free)

Pick datastore for selected vitbual disks

| < Previous | | Mext > | | Finizh

Step 4. Select Infrastructure Components for Data Transfer

At the Transfer step of the wizard, you can optionally select which migration mechanism to use:
VMware vMotion or Veeam Quick Migration.

= [f you want to use VMware vMotion to relocate the VM(s), leave the Force Veeam quick
migration check box not selected. In this case, Veeam Backup Free Edition will attempt to
use the VMware vMotion mechanism to migrate the selected VM(s). If VMware vMotion
cannot be used for some reason, for example, if you do not have a VMware vSphere license
for this functionality, Veeam Backup Free Edition will use its native migration mechanism.

=  Ifyou do not want to use VMware vMotion, select the Force Veeam quick migration check
box. Veeam Backup Free Edition will use its native migration mechanism.
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To learn more about migration mechanisms, see VM Migration.

Note: In Veeam Backup Free Edition, you cannot select backup proxies to be used for VM quick migration.
Veeam Backup Free Edition uses the default backup proxy: the Veeam backup server in the VMware
environment and the source Hyper-V host in the Hyper-V environment.

Transfer
g If desired, select specific source and target backup proxy to perform the operation with,
"

Yirtual Machines [ ata tratisfer

o When remote migrating between sites, for best migration performance vou should deploy at least
Destination one backup prosy server in each site.

Saurce prow:

|.t‘-\utomatic: selection | | Chooze...
Target prosy:

|Aut0matic selection | | Chooze...

[w] Force Veeam quick migration

Migration process will use Wkweare Wi otion whenever migration scenano and Vidware
licensing allows to do so0. Select thiz check box ta force quick migration even if YWhation is
available.

< Previous | | Mext > | | Fiizh | | Cancel
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Step 5. Finish Working with Wizard

At the Ready step of the wizard, Veeam Backup Free Edition will check if the selected VM(s) can be
relocated.

1. Review details of the quick migration task.

2. By default, when VM migration completes successfully, Veeam Backup Free Edition waits for a
heartbeat signal from the VM on the target host. If the heartbeat is received, the original VM
on the source host is deleted. If you do not want to delete the original VM on the source host,
clear the Delete source VM files upon successful migration check box. Note that you
cannot use this option if you have selected to relocate the VM(s) using VMware vMotion.

3. ClickFinish to close the wizard and start the migration process.

Ready
g Please review the migration settings, and click Finish to start the migration,
"

Wirtual Machines Summary:

vl
Destination [Mode] Cald migration
[Hoszt] egx01 tech.local » esxlz tech.local
[Resource pool] Fileservers » Resources
b Folder] wm > wm
[D atastore] esx01-daz] » esk02-dsl

Transfer

[#] Delete source WM files upon successtul quick migration [does nat apply to vk ation)

< Previous | | Mext > | | Finish | | Cancel
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Working with Storage Snapshots

With Veeam Explorer for Storage Snapshots, you can create restore VMware VM data directly from
storage system snapshots. Veeam Backup Free Edition supports the following storage systems:

=  EMCVNXand VNXe

= NetApp

= HP 3PAR StoreServ

= HP StoreVirtual P4000 series and HP StoreVirtual VSA
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Setting Up Backup Infrastructure for Work with Storage System

Before you start working with storage snapshots in Veeam Backup Free Edition, make sure that you
have properly configured your backup infrastructure:

1. You have added to the backup infrastructure VMware vCenter Server or ESX(i) hosts with VMs
whose disks are located the storage system. For more information, see Adding VMware
vSphere Servers.

2. You have added to Veeam Backup Free Edition the storage system on which VM disks are
located. For more information, see Adding Storage Systems.

3. (For HP 3PAR StoreServ) You have enabled the HP StoreServ 3PAR Web Services API Server.
For more information, see Enabling HP 3PAR StoreServ Web Services API Server.

Note: Work with storage snapshots in Veeam Backup Free Edition is performed in the Storage
Infrastructure view. When you install Veeam Backup Free Edition, the Storage Infrastructure view
will not be displayed. To display it, add at least one VMware vCenter Server or ESX(i) host to the
backup infrastructure.

Adding Storage Systems

To start using storage snapshots for backup and restore, you must add the storage system to the
backup infrastructure.

After you add the storage system, the storage system topology appears in the Storage Infrastructure
view.

When you add the storage system, Veeam Backup Free Edition automatically rescans it. As a part of
rescan, Veeam Backup Free Edition performs the following operations:

1. Veeam Backup Free Edition retrieves the information about the storage system topology.

2. Veeam Backup Free Edition retrieves information about VMware datastores from VMware
vCenter Server and matches storage volumes to these VMware datastores. Matching helps
Veeam Backup Free Edition understand what VMs host their disks on storage volumes.
Additionally, it helps Veeam Backup Free Edition get the information about VMs on storage
snapshots: Veeam Backup Free Edition assumes that disks of VMs located on storage volumes
are also located on storage snapshots.

3. Veeam Backup Free Edition rescans storage snapshots. As a result of snapshot rescan,
Veeam Backup Free Edition determines exactly what VMs are located on storage snapshots. If
for some reason Veeam Backup Free Edition fails to rescan all storage snapshots, it rescans
the last storage snapshotin the hierarchy and propagates the retrieved information to all
other storage snapshots.

You can add the following storage systems to the backup infrastructure:
=  EMCVNX/VNXe
= HP StoreVirtual
= HP 3PAR StoreServ
= NetApp
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Adding EMC VXM/VMXe

Before you add the EMC VNX(e) storage to the backup infrastructure, check prerequisites. Then use
the New VNX(e) Storage wizard to add the storage system.

Before You Begin

Before adding the EMCVNX(e) storage to the backup infrastructure, check the following prerequisites:

To work with EMC VNX(e) storages, Veeam Backup Free Edition uses the VNX snapshot technology.
Make sure that you have a license that covers the VNX snapshot technology. The SnapView snapshot
technology is not supported.

Step 1. Launch New VNXe Storage Wizard

To launch the New EMC VNX(e) Host wizard, do one of the following:

= QOpen the Storage Infrastructure view. In the working area, click Add Storage. In the
displayed window, click EMC VNX(e).

= Open the Storage Infrastructure view, in the inventory pane right-click the Storage
Infrastructure node and select Add Storage. In the displayed window, click EMC VNX(e).

= Open the Storage Infrastructure view, in the inventory pane right-click the VNX(e) node
and select Add Storage.

Select the type of storage you want to register with backup infrastructure. All registered storages
can be found in Storage Infrastructure node on the Storage Infrastructure tab.

- HP 3PAR STORESERV
I Adds HP 3PAR StoreServ storage. Fibre Channel (FC) and iSCSI connectivity is

supported.

-+ HP STOREVIRTUAL

#:  Adds HP StoreVirtual (LeftHand/P4000) and HP StoreVirtual VSA (Virtual Storage
- ¢ Appliance) storage. Only iSCSI connectivity is supported.

-+ NETAPP DATA ONTAP

-“ Adds NetApp FAS, FlexArray (V-Series), Edge VSA and IBM N series, MFS, Fibre
- Channel (FC) and iSCSI connectivity 1s supported.

-+ EMC VNX(E)
[ Adds EMC VNX, EMC VNX2 and EMC VMNXe storage. Fibre Channel (FC), 1SCSI and

LEMC: MFS connectivity is supported.

Cancel
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Step 2. Select Storage Type

At the Storage Type step of the wizard, select the type of the EMC VNX(e) storage.

= Select EMC VNX (block) to add an EMC VNX block storage working over Fibre Channel and
iSCSI.

= Select EMC VNX (file) to add an EMC VNX file storage working over NFS.
= Select EMC VNXe to add an EMC VNXe storage working over Fibre Channel, iSCSI or NFS.

Storage Type
i Select the twpe of EMC storage pou are adding.

®) EMC VNX (block)

Select thiz option when adding EMC VN storage uzed as a block device wia iSCS| or
Marne Fibre Channel [FC] connectivity.

Credential
redentials ) EMC ¥NX (file)

Summary Select thiz option when adding EMC W storage used az a filer [MFS datastores].

) EMC VNXe
Select this option to add EMC WNixe storage with any connectivity.

< Previous | | Mest » | | Finizh | | Cancel
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Step 3. Specify Storage Name or Address

At the Name step of the wizard, specify the name and description for the EMC VNX(e) storage system.

1. In the DNS name or IP address field, specify a DNS name or IP address of the EMC VNX(e)
storage system.

2. In the Description field, provide a description for future reference. The default description
contains information about the user who added the storage system, date and time when the
storage system was added.

Name
Register storage by providing IP address or DHS name of storage processor [SP) for VYN Block, or management interface for
Whxe and Wik File.

Storage Type DMS name or IP address:
17216.21.105

. Dezcriptior:
Credentials EMC WH Starage)

Summary

< Previous | | Mest > | | Finizh | | Cancel
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Step 4. Specify Credentials

At the Credentials step of the wizard, specify credentials for the user account with administrator
privileges on the EMC VNX(e) storage system.

1.

From the Credentials list, select credentials to connect to the EMC VNX(e) storage system. If
you have not set up credentials beforehand, click the Manage accounts link or click Add on
the right of the Credentials field to add the credentials. For more information, see Managing
Credentials.

[For EMCVNX block storage] Select the scope to which the user account whose credentials
you provide belongs:

= Select Global if the user account can administrate all VNX systems in the domain.

= Select Local if the user account can administrate only a single VNX system in the
domain.

= Select LDAP if the user account can administrate all VNX systems that use the LDAP
server for authentication.

[For EMC VNX file storage] When you add the storage system, Veeam Backup Free Edition
saves a fingerprint of the SSH key of the management server to the configuration database.
During every subsequent connection to the server, Veeam Backup Free Edition uses the
saved fingerprint to verify the server identity and avoid the man-in-the-middle attack.

To let you identify the server, Veeam Backup Free Edition displays the SSH key fingerprint:
= Ifyou trust the server and want to connect to it, click Yes.

= Ifyou do not trust the server, click No. Veeam Backup Free Edition will display an
error message, and you will not be able to connect to the server.

Note: If you update the SSH key on the server, you must acknowledge the new key in the server connection
settings. To do this, in the Storage Infrastructure view open the server settings, pass through the
Edit Storage wizard and click Trust to acknowledge the new key.

+ Credentials
i Type in storage administrator credentials.

Storage Type rﬁ Select credentials with Local Administrator privileges on the server pou are adding.
*

MName

Lredentialzs: |ﬁ'4!,, adrinistrator [administrator, last edited: less th v| Add...

Ianage accounts

Surnmary Scope: |Global 'V|

< Previous | | Hemt » | | Finizh | | Cancel
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Step 5. Finish Working with Wizard

At the Summary step of the wizard, you can choose what EMC VNX(e) volumes you want to rescan.

When you add the EMC VNX(e) storage system, Veeam Backup Free Edition performs the storage
system rescan. It scans storage volumes, locates VMs on these volumes, retrieves information about
datastores from VMware vSphere servers and matches storage volumes to these datastores.

The EMC VNX(e) hierarchy can be very extensive, and the rescan process can take much time. To
minimize the rescan time, you can instruct Veeam Backup Free Edition to rescan only specific volumes.

To rescan specific volumes:
1. At the Summary step of the wizard, click Choose volumes to scan.
2. In the Choose Volumes window, select which volumes you want to rescan:

= To exclude volumes from rescan, select All volumes except, click Add and select
volumes from the list.

= Torescan only specific volumes, select Only these volumes, click Add and select
volumes from the list.

If you leave the Automatic detection option selected, Veeam Backup Free Edition will rescan
all volumes in the EMC VNX(e) hierarchy.

3. Click OK.
4. Click Finish.

Veeam Backup Free Edition will add the EMC VNX(e) storage system and start the rescan process. The
rescan details are displayed in the System window. You can close this window and review the rescan
details later in the History view of Veeam Backup Free Edition.

If you plan to process VMs with Backup from Storage Snapshots, you must rescan volumes on which
Important! disks of these VMs are located.

[x]

Summary Chooze storage wolumes which should be scanned periodically to detect
‘o can copy t and catalog newly added WM. Limiting the amount of volumes to scan
reduces storage load.
) Automatic detection [all WMFS volumes found with initial scan)
Storage Type ® Al volumes except:
M ame Mame Add...

| lur_isesi
Credentials Remove

Bz, To view the progress,

Only these volumes:

M arme Add...

Remove
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Adding HP StoreVirtual Storage System

To add the HP StoreVirtual storage to the backup infrastructure, use the New HP StoreVirtual
Storage wizard.

Step 1. Launch New HP StoreVirtual Storage Wizard

To launch the New HP StoreVirtual Storage wizard, do one of the following:

= QOpen the Storage Infrastructure view. In the working area, click Add Storage. In the
displayed window, click HP StoreVirtual.

= Open the Storage Infrastructure view, in the inventory pane right-click the Storage
Infrastructure node and select Add Storage. In the displayed window, click HP
StoreVirtual.

= Open the Storage Infrastructure view, in the inventory pane right-click the HP StoreVirtual
node and select Add Storage. You can also right-click anywhere in the working area and
select Add Storage.

ADD STORAGE

Select the type of storage you want to register with backup infrastructure. All registered storages
can be found in Storage Infrastructure node on the Storage Infrastructure tab.

— HP 3PAR STORESERV
-y Adds HP 3PAR StoreServ storage. Fibre Channel (FC) and iSCSI connectivity is

supported.

HP STOREVIRTUAL
—

U; Adds HP StoreVirtual (LeftHand,/P4000) and HP StoreVirtual VSA (Virtual Storage
¢ Appliance) storage. Only iSCSI connectivity is supported.

METAPP DATA ONTAP
—

-“ Adds MetApp FAS, FlexArray (V-Series), Edge VSA and IBM N series. NFS, Fibre
- Channel (FC) and iSCSI connectivity is supported.

-+ EMC VNX(E)
[ Adds EMC VNX, EMC VNX2 and EMC VMNXe storage. Fibre Channel (FC), 15CSI and

LEMC. MFS connectivity is supported.

Cancel
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Step 2. Specify Storage Name or Address

At the Name step of the wizard, specify the storage address and description.

1. On the right of the Management server DNS name or IP address field, click Browse and
select the HP storage management group.

You can also type a DNS name or IP address of the HP storage management server or storage
cluster in the Management server DNS name or IP address field.

2. In the Description field, provide a description for future reference. The default description
contains information about the user who added the HP management group, date and time
when the HP management group was added.

- Name
Regizter HP Storetirtual or HP Storetfirtual WSa by specifying DNS name or IP address of the storage.

M anagement server DNS name or IP address:
172.16.21.43 || Browse

Credential:
Drescription:
Surnmary HP Storetirtual

< Previous | | Hest > | | Einizh
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Step 3. Specify Credentials

At the Credentials step of the wizard, specify credentials for the user account with administrator
privileges on the HP management group.

1. From the Credentials list, select credentials to connect to the HP management group. If you
have not set up credentials beforehand, click the Manage accounts link or click Add on the
right of the Credentials field to add the credentials. For more information, see Managing
Credentials.

The user name and password values are case-sensitive.

2. When you add the storage system, Veeam Backup Free Edition saves a fingerprint of the SSH
key of the management server to the Veeam Backup Free Edition database. During every
subsequent connection to the server, Veeam Backup Free Edition uses the saved fingerprint
to verify the server identity and avoid the man-in-the-middle attack.

To let you identify the server, Veeam Backup Free Edition displays the SSH key fingerprint:
= Ifyou trust the server and want to connect to it, click Yes.
= If you do not trust the server, click No. Veeam Backup Free Edition will display an

error message, and you will not be able to connect to the server.

Note: If you update the SSH key on the server, you must acknowledge the new key in the server connection
settings. To do this, in the Storage Infrastructure view open the server properties, pass through the
Edit Server wizard and click Trust to acknowledge the new key.

Credentials

2 Typein storage adminiztrator credentials.

=0

r? Select credentials with Local Administrator privileges on the server pou are adding.
5

LCredentials: w& administrator [administrator, last edited: less the v| Add...

Summary Manage accounts

¢ Previous | | Hest > | | Einizh | | Cancel
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, you can choose what HP StoreVirtual volumes you want to rescan.

When you add the HP StoreVirtual storage system, Veeam Backup Free Edition performs the storage
system rescan. It scans storage volumes, locates VMs on these volumes, retrieves information about
datastores from VMware vSphere servers and matches storage volumes to these datastores.

The HP StoreVirtual hierarchy can be very extensive, and the rescan process can take much time. To
minimize the rescan time, you can instruct Veeam Backup Free Edition to rescan only specific volumes.

To rescan specific volumes:
1. At the Summary step of the wizard, click Choose volumes to scan.
2. In the Choose Volumes window, select which volumes you want to rescan:

= To exclude volumes from rescan, select All volumes except, click Add and select
volumes from the list.

= Torescan only specific volumes, select Only these volumes, click Add and select
volumes from the list.

If you leave the Automatic detection option selected, Veeam Backup Free Edition will rescan
all volumes in the HP StoreVirtual hierarchy.

3. Click OK.
4. Click Finish.

Veeam Backup Free Edition will add the HP StoreVirtual storage system and start the rescan process.
The rescan details are displayed in the System window. You can close this window and review the
rescan details later in the History view of Veeam Backup Free Edition.

If you plan to process VMs with Backup from Storage Snapshots, you must rescan volumes on which
Important! disks of these VMs are located.

[x]

‘-.. Summary Choose storage waolumes which should be scanned periodically to detect
=T Y “f'ou can copy ¢ atd catalog nevly added YWMs. Limiting the amount of volurmes o scan
-l | reduces storage load.
) Automatic detection [all WMFS volumes found with initial scan)
Vi ® Al volumes except:
Credentials I arne

[ wal_1

vol 2 hed for WM Hles. Ta view

Only these volumes:

M arme Add...

Remove

o[ oo |
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Adding HP 3PAR StoreServ Storage System

Before you add the HP 3PAR StoreServ storage to the backup infrastructure, check prerequisites. Then
use the New HP 3PAR StoreServ Storage wizard to add the storage system.

Before You Begin

Before adding the HP 3PAR StoreServ storage to the backup infrastructure, check the following
prerequisites:

1. A properly configured backup proxy must be added to the backup infrastructure. The backup
proxy is required for storage system rescan.

2. The HP 3PAR Web Services API server must be enabled.
3. Thelicense for the HP 3PAR StoreServ storage system must support HP 3PAR Virtual Copy.

Step 1. Launch New HP StoreServ Storage Wizard

To launch the New HP 3PAR StoreServ Storage wizard, do one of the following:

= QOpen the Storage Infrastructure view. In the working area, click Add Storage. In the
displayed window, click HP 3PAR StoreServ.

= Open the Storage Infrastructure view, in the inventory pane right-click the Storage
Infrastructure node and select Add Storage. In the displayed window, click HP 3PAR
StoreServ.

= Open the Storage Infrastructure view, in the inventory pane right-click the HP 3PAR
StoreServ node and select Add Storage. You can also right-click anywhere in the working
area and select Add Storage.

ADD STORAGE

Select the type of storage you want to register with backup infrastructure. All registered storages
can be found in Storage Infrastructure node on the Storage Infrastructure tab.

HP 3PAR STORESERY

Adds HP 3PAR StoreServ storage. Fibre Channel (FC) and iSCSI connectivity is
supported.

]

-+ HP STOREVIRTUAL

Adds HP StoreVirtual (LeftHand/P4000) and HP StoreVirtual VSA (Virtual Storage
Appliance) storage. Only ISCSI connectivity is supported.

rl

MNETAPP DATA ONTAP

Adds NetApp FAS, FlexArray (V-Series), Edge V54 and IBM N series. NFS, Fibre
Channel (FC) and iSCSI connectivity is supported.

-+ EMC VNX(E)
Adds EMC VNX, EMC VNX2 and EMC VNXe storage. Fibre Channel (FC), iI5CSI and
MFS connectivity is supported.

Cancel
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Step 2. Specify HP 3PAR Web Services APl Address

Veeam Backup Free Edition works with the HP 3PAR StoreServ storage system via the HP 3PAR Web
Services API. The HP 3PAR Web Services APl delivers a programming interface for performing storage
management tasks with HP 3PAR StoreServ storage systems.

At the Name step of the wizard, provide information about the HP 3PAR Web Services API.

1. In the DNS name or IP address field, enter a full DNS name or IP address of the HP 3PAR Web
Services API Server.

2. Inthe URL field, enter a URL of the HP 3PAR Web Services API. By default,
Veeam Backup Free Edition uses the following URL: https://< websapiserver>:8080, where
<websapiserver> is the name or IP address of the HP 3PAR Web Services API Server that you
have specified in the field above.

3. In the Description field, provide a description for future reference. The default description
contains information about the user who added the server, date and time when the server
was added.

Name
Type in HP 3PAR StoreSery storage name and description.
-

DMS name or IP address:
[172.18.44.5
URL:

Surnmary |hll|:lSZ.-".-"1 7218.44,8:8080

Credential:

Description:
HP 3PAR|

< Previous | | Mest > | | Finizh | | Cancel
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Step 3. Specify Credentials

At the Credentials step of the wizard, specify credentials for the user account with administrator
privileges on the HP 3PAR Web Services API Server.

1. From the Credentials list, select credentials to connect to the HP 3PAR Web Services API
Server. If you have not set up credentials beforehand, click the Manage accounts link or click
Add on the right of the Credentials field to add the necessary credentials. For more
information, see Managing Credentials.

2. When you add the storage system, Veeam Backup Free Edition saves a fingerprint of the SSH
key of the HP 3PAR Web Services API Server to the Veeam Backup Free Edition database.
During every subsequent connection to the server, Veeam Backup Free Edition uses the
saved fingerprint to verify the server identity and avoid the man-in-the-middle attack.

To let you identify the server, Veeam Backup Free Edition displays the SSH key fingerprint:
= Ifyou trust the server and want to connect to it, click Yes.
= Ifyou do not trust the server, click No. Veeam Backup Free Edition will display an

error message, and you will not be able to connect to the server.

Note: If you update the SSH key on the server, you must acknowledge the new key in the server connection
settings. To do this, in the Storage Infrastructure view open the server properties, pass through the
Edit Server wizard and click Trust to acknowledge the new key.

Credentials

Tvpe in storage administrator credentials.

r? Select credentials with Local Administrator privileges on the server pou are adding.
L

LCredentials: |?'!“ adrninistrator [admiristrator, last edited: less th v| Add...

Manage accounts

Surmmary

< Previous | | Mest » | | Einizh | | Cancel
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Step 4. Finish Working with Wizard

At the Summary step of the wizard, you can choose what HP 3PAR volumes you want to rescan.

When you add the HP 3PAR storage system, Veeam Backup Free Edition performs the storage system
rescan. It scans storage volumes, locates VMs on these volumes, retrieves information about
datastores from VMware vSphere servers and matches storage volumes to these datastores.

The HP 3PAR hierarchy can be very extensive, and the rescan process can take much time. To minimize
the rescan time, you can instruct Veeam Backup Free Edition to rescan only specific volumes.

To rescan specific volumes:
1. At the Summary step of the wizard, click Choose volumes to scan.
2. In the Choose Volumes window, select which volumes you want to rescan:

= To exclude volumes from rescan, select All volumes except, click Add and select
volumes from the list.

= Torescan only specific volumes, select Only these volumes, click Add and select
volumes from the list.

If you leave the Automatic detection option selected, Veeam Backup Free Edition will rescan
all volumes in the HP 3PAR hierarchy.

3. Click OK.
4. Click Finish.

Veeam Backup Free Edition will add the HP 3PAR storage system and start the rescan process. The
rescan details are displayed in the System window. You can close this window and review the rescan
details later in the History view of Veeam Backup Free Edition.

If you plan to process VMs with Backup from Storage Snapshots, you must select to rescan volumes
Important! on which disks of these VMs are located
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Adding NetApp Storage System

To add NetApp storage to the backup infrastructure, use the New NetApp Storage wizard.

Step 1. Launch New NetApp Storage Wizard

To launch the New NetApp Storage wizard, do one of the following:

= Open the Storage Infrastructure view. In the working area, click Add Storage. In the
displayed window, click NetApp.

= Open the Storage Infrastructure view, in the inventory pane select the NetApp node and
click Add Storage on the ribbon.

= Open the Storage Infrastructure view, in the inventory pane right-click the NetApp node
and select Add Storage. You can also right-click anywhere in the working area and select
Add Storage.

Select the type of storage you want to register with backup infrastructure. All registered storages
can be found in Storage Infrastructure node on the Storage Infrastructure tab.

- HP 3PAR STORESERV
r; Adds HP 3PAR StoreServ storage. Fibre Channel (FC) and ISCSI connectivity is

supported.

-+ HP STOREVIRTUAL

UE Adds HP StoreVirtual (LeftHand,/P4000) and HP StoreVirtual VSA (Virtual Storage
¢ Appliance) storage. Only iSCSI connectivity is supported.

-+ NETAPP DATA ONTAP

-“ Adds NetApp FAS, FlexArray (V-Series), Edge VSA and IBM N series. NFS, Fibre
- Channel (FC) and iSCSI connectivity 1s supported.

-+ EMC VNX(E)
[ Adds EMC VNX, EMC VNX2 and EMC VMNXe storage. Fibre Channel (FC), 1SCSI and

LEMC: MFS connectivity is supported.

Cancel
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Step 2. Specify Server Name or Address

At the Name step of the wizard, specify the name and description for the NetApp storage system.

1. In the Management server DNS name or IP address field, specify a DNS name or IP address
of the NetApp storage system.

You can also browse for NetApp storage systems that exist in your environment:

a. Ontheright of the Management server DNS name or IP address field, click
Browse.

b. Inthe NetApp Storage System Discovery window, enter an IP address of the
NetApp storage system or IP address of the subnet where the storage is located
and click Discover. Veeam Backup Free Edition will search the whole subnet for
storage systems. For example, if you enter 172.16.1.12 as an IP address,

Veeam Backup Free Edition will search storage systems in subnet 172.16.1.* and
display the list of storage systems found in this subnet.

c. Inthelist below, select the NetApp storage system you want to add.

2. In the Description field, provide a description for future reference. The default description
contains information about the user who added the NetApp storage system, date and time
when the storage system was added.

Name

-
-_ Register Metipp storage by specifying DMS name or IP address.
-

Managerment server DMNS name or IP address:
172.16.21.90 || Erowse

Credentials
Description:
Sumrnary Mettpp 7-modd

< Previouz | | Mest > | | Finizh
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Step 3. Specify Credentials and Protocol Type

At the Credentials step of the wizard, specify credentials for the user account to connect to the
NetApp storage system, and select the transport protocol.

1. From the Credentials list, select credentials to connect to the NetApp storage system. If you
have not set up credentials beforehand, click the Manage accounts link or click Add on the
right of the Credentials filed to add the credentials. For more information, see Managing
Credentials.

The account you select must have administrative privileges on the NetApp storage system.

2. From the Protocol list, select the type of protocol over which you want to communicate with
the NetApp storage system: HTTP or HTTPs.

The default transport protocol is HTTPs. However, you can configure the NetApp storage
system to communicate with Veeam Backup Free Edition over the HTTP protocol if needed.

3. The default port for communication with the NetApp storage system is 443. If necessary, you
can customize the port number in the NetApp storage system settings and specify the new
port number in the Port field.

-+ Credentials
-. Tupe in storage administrator credentials.
-“

MHame r? Select credentials with Local Administrator privileges on the server pou are adding.
L

LCredentials: |ﬁ!g administrator [administrator, last edited; less the v| Add...

Manage accounts

Summary

Pratocal: HTTP: W
P [

| < Previous || Mest > || Finizh || Cancel

Step 4. Rescan Storage System

At the Summary step of the wizard, you can choose what NetApp volumes you want to rescan.

When you add the NetApp storage system, Veeam Backup Free Edition performs the storage system
rescan. It scans storage volumes and LUNSs, locates VMs on these volumes and shares, retrieves
information about datastores from VMware vSphere servers and matches volumes and LUNs to these
datastores.

The NetApp hierarchy can be very extensive, and the rescan process can take much time. To minimize
the rescan time, you can instruct Veeam Backup Free Edition to rescan only specific volumes.
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To rescan specific volumes:
1. At the Summary step of the wizard, click Choose volumes to scan.
2. In the Choose Volumes window, select which volumes you want to rescan:

= To exclude volumes from rescan, select All volumes except, click Add and select
volumes from the list.

= Torescan only specific volumes, select Only these volumes, click Add and select
volumes from the list.

If you leave the Automatic detection option selected, Veeam Backup Free Edition will rescan
all volumes in the NetApp hierarchy.

3. Click OK.
4. Click Finish.

Veeam Backup Free Edition will add the NetApp storage system and start the rescan process. The
rescan details are displayed in the System window. You can close this window and review the rescan
details later in the History view of Veeam Backup Free Edition.

= If you plan to process VMs with Backup from Storage Snapshots, you must select to rescan
Important! volumes on which disks of these VMs are located.
= [fyou plan to create backup jobs that will trigger NetApp snapshots on NetApp
SnapMirror or SnapVault, you must select to rescan target volumes on SnapMirror or

SnapVault.
E3
5 . .
- ummary Choosge storage volumes which should be scanned periodically to detect
-_ Yo can copy b and catalog newly added WMz, Limiting the amount of valumes to scan
“ reduces storage load.
-
) Automatic detection [all YMFS volumes found with initial scan)
Name ® &l volumes except:
Credentials M ame .. | |PDT 2012

| wol0_wfiler_nfs
wol_wfiler_nfs

for W files. You can

Only these volumes:

M ame Add..

Remave

inizh Cancel

202 | Veeam Backup Free Edition | User Guide | REVISION 1



Important!

Enabling HP 3PAR StoreServ Web Services API Server

This step must be performed if you plan to work with the HP 3PAR StoreServ storage system.

Veeam Backup Free Edition uses the HP 3PAR Web Services API server to communicate with the HP
3PAR StoreServ storage system. When you add the HP 3PAR StoreServ storage to the backup
infrastructure, Veeam Backup Free Edition attempts to enable the server automatically. If

Veeam Backup Free Edition fails to enable the server automatically (for example, if it does not have
enough privileges to do this), you need to enable the server manually.

The HP 3PAR Web Services APl is a part of the HP 3PAR OS starting from version 3.1.2.
Veeam Backup Free Edition does not support earlier versions of HP 3PAR OS.

To check if the HP 3PAR Web Services API server is enabled and enable it if needed:

1. Log on to the Processor with administrator privileges:

#ssh <administrator account>@<SP IP Address>

2. View the current state of the Web Services API Server:

#showwsapi

-- -State- -HTTP_State-

HTTP_Port -HTTPS_State- HTTPS_Port -Version-
Enabled Active Enabled 8008

Enabled 8080 1.1

3. Ifthe Web Services API Server is disabled, start it:

#startwsapi

4. If the HTTP or HTTPS state is disabled, enable one of them:
#setwsapi -http enable
or

#setwsapi -https enable
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Working with Veeam Explorer for Storage Snapshots

After you have added the storage system to the backup infrastructure, you can perform the following
operations:

= Re-Scanning Storage Systems
= (Creating and Deleting Snapshots

= Restoring VM Data from Storage Snapshots

Re-Scanning Storage Systems

You can rescan the storage system added to the backup infrastructure. Storage rescan may be
required, for example, if you create or delete volume snapshots on the storage system. Storage rescan
will help you discover these changes and update the storage system hierarchy in the

Veeam Backup Free Edition console.

Storage system rescan can be performed automatically or manually.

= Automatic storage rescan: Veeam Backup Free Edition uses the following processes to
rescan the storage system:

—  Storage Monitor runs in the background. This process detects new snapshots and
volumes and performs their rescan with a time interval of 10 minutes.

— Storage Discovery is started every 7 days. This process performs rescan of the whole
storage system or selected volumes (if you limited the rescan scope when you
added the storage system to Veeam Backup Free Edition).

= Manual storage rescan: if necessary, you can start Storage Discovery process manually.
Storage discovery can be performed against any node in the storage system hierarchy:
storage system itself, specific volume and so on.

Before you begin storage discovery, make sure that you have a properly configured backup proxy in
your backup infrastructure. Otherwise, Veeam Backup Free Edition will not be able to match storage
volumes to VMware datastores and locate VMs on these storage volumes.
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To perform storage discovery:
1. Open the Storage Infrastructure view.
In the inventory pane, expand the tree of the storage system.

Select anode in the storage system hierarchy: storage system, volume and so on.

> woN

Click Rescan on the ribbon or right-click the node in the hierarchy and select Rescan
Storage.

Important! [f you chose to rescan only specific volumes when you added the storage system, the rescan
operation for the storage system will discover only these selected volumes. To change the storage
discovery scope, open the storage settings and select the necessary volumes at the Summary step of
the wizard. For details, see Adding Storage System.
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Choosing Volumes to Rescan

The storage system hierarchy can be very extensive, and the rescan process can take much time. To
minimize the rescan time, you can instruct Veeam Backup Free Edition to rescan only specific volumes.

To rescan specific volumes:
1. Open the Storage Infrastructure view.
2. Inthe inventory pane, select the storage system type.

3. Inthe working area, right-click the root node of the storage system and click Choose
volumes.

4. In the Choose Volumes window, select which volumes you want to rescan:

= To exclude volumes from rescan, select All volumes except, click Add and select
volumes from the list.

= Torescan only specific volumes, select Only these volumes, click Add and select
volumes from the list.

If you leave the Automatic detection option selected, Veeam Backup Free Edition will rescan
all volumes in the storage system hierarchy.

5. Click OK.
6. Click Finish.
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Creating and Deleting Snapshots

You can create and delete storage snapshots in Veeam Backup Free Edition. The create/delete
snapshot operations do not differ from the create/delete snapshot operations that you perform in the
management console of the storage system.

To create a volume snapshot:
1. Open the Storage Infrastructure view.
In the inventory pane, expand the tree of the storage system.

Right-click the necessary volume and select Create Snapshot.

> woN

In the New Storage Snapshot window, specify a name for the created snapshot and provide
a description for the snapshot (if this option is available).

5. [For HP StoreVirtual] To quiesce VMs on the volume, select the Create application-managed
snapshot check box. The storage system will trigger a command to the vCenter Server to
quiesce VMs on the volume with VMware Tools. This will bring VM data to a consistent state
before the snapshot is taken. If this option is not selected, Veeam Backup Free Edition will
Create a point-in-time snapshot.

Note: To create application-managed snapshots for the HP StoreVirtual storage system, make sure that
Application Aware Snapshot Manager is properly installed and configured. If the Application Aware
Snapshot Manager is not installed, Veeam Backup Free Edition will report an error, and the snapshot
will not be created. For more information, see the HP P4000 Application-Aware Snapshot Manager
Deployment Guide at http://h10032.www1.hp.com/ctg/Manual/c03037557.pdf.
To delete a volume snapshot:
1. Open the Storage Infrastructure view.
2. Inthe inventory pane, expand a tree of the storage system.

3. Right-click the necessary snapshot and select Delete Snapshot.
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Restoring VM Data from Storage Snapshots

If VM data gets lost or corrupted, you can restore it from storage snapshots.

The restore process is similar to restore from image-level backups of VMs. Veeam Backup Free Edition
offers the following restore options for storage snapshots:

= Performing Instant VM Recovery
= Restoring VM guest OS files (Microsoft Windows)
= Restoring VM guest OS files (Linux, Unix and other)

= Restoring application items

Performing Instant VM Recovery

You can instantly recover a VM from the storage snapshot without prior de-staging and intermediate
restores. Instant VM Recovery accelerates the VM restore, improves RTOs and decreases downtime of
production VMs.

Before performing Instant VM Recovery, check prerequisites. Then use the Instant Recovery wizard to
restore a VM from the storage snapshot.

Before You Begin

Before you perform Instant VM Recovery, check the following prerequisites:

= Ifyou are recovering a VM to the production network, make sure that the initial VM is
powered off to avoid conflicts.

= The storage system must be added to the backup infrastructure.

= [For HP 3PAR StoreServ storage systems and NetApp storage systems working over Fibre
Channel] The ESX(i) host that you select for storage snapshots mounting must meet the
following requirements:

a. The ESX(i) host must have access to the storage system over a Fibre Channel
connection.

b. The ESX(i) host must be added to the list of servers that have access to storage
snapshots from which you plan to restore VM data.

c. [For NetApp storage systems] You must create an initiator group on the NetApp
storage system. The initiator group must contain a WWN of the ESX(i) host to which
you plan to mount the storage snapshot.

= [For NetApp storage systems] Depending on the storage type, you may need to install
additional licenses on the storage system. For more information, see Veeam Backup &
Replication User Guide for VMware vSphere.

Mind the following limitations:

VMs with virtual disk files located on different storage volumes are not supported. You will be able to
restore VM data only from VM disks residing on the same datastore as the VMX file.
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Step 1. Launch Instant Recovery Wizard

To launch the Instant Recovery wizard:
1. Open the Storage Infrastructure view.

2. Inthe inventory pane, expand the storage system tree and select the necessary volume
snapshot.

3. Inthe working area, select the VM and click Instant VM Recovery on the toolbar. You can
also right-click the VM you want to restore and select Instant VM Recovery.

Tip: To quickly find the necessary VM, use the search field at the top of the window: enter aVM name or a
part of it and press [ENTER].
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Step 2. Select Restore Mode

At the Recovery Mode step of the wizard, choose the necessary restore mode:

= Select Restore to the original location if you want to restore the VM with its initial settings
and to its original location. If this option is selected, you will pass directly to the Restore
Reason step of the wizard.

= Select Restore to a new location, or with different settings if you want to restore the VM to
a different location and/or with different settings. If this option is selected, the Instant
Recovery wizard will include additional steps for customizing VM settings.

Recovery Mode
'-.’ Specify the ultimate destination for the instantly recovered Wi,
H—l
|-:

Wirtual Machine () Restore to the original location

. Quickly initiate restare of selected W3 to the original location, and with the arigital name
Restore Point and settingz. This option minimizes the chance of uzer input eror.

®) Restore to a new location, or with different settings
Customize restored WM location, and change its settings. The wizard will automatically
Destination populate all controlz with the oniginal Y zettings as the default settings.
Restore Reason

Fieady to Apply

Fecovem

| < Previous || Mest > || Finizh || Cancel

Step 3. Select Destination for Recovered VM

The Destination step of the wizard is available if you have chosen to change the location and settings
of the restored VM.

Select a destination for the recovered VM:

1. In the Host field, specify a host on which the VM must run. Veeam Backup Free Edition will
create a clone/virtual copy of the storage snapshot, mount it to the selected ESX(i) host and
start the VM on this ESX(i) host.

2. Inthe VM folder field, select a folder to which the restored VM must be placed.

3. In the Restored VM name field, enter a name under which the restored VM must be
registered. By default, Veeam Backup Free Edition uses the original name of the VM. If you are
restoring the VM to the same ESX(i) host or the same datacenter where the original VM is
registered and the original VM still resides there, itis recommended that you change the VM
name to avoid conflicts.

4. In the Resource pool list, select a resource pool to which the restored VM must be placed.
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Step 4. Specify Restore Reason
At the Restore Reason step of the wizard, enter the reason for performing Instant VM Recovery. The

information you provide will be saved in the session history and you can view it later.

Restore Reason
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Step 5. Verify Instant VM Recovery Settings

At the Ready to Apply step of the wizard, specify additional settings for Instant VM Recovery:

1. If you are recovering a production VM that has failed and want to restore it with initial
network settings, select the Connect VM to network check box. If you are recovering aVM
for testing disaster recovery and the original VM is still running, leave this check box not
selected. Before you power on a VM, you will have to manually change VM network
configuration: disconnect it from the production network and connect it to an isolated non-
production network to avoid conflicts.

2. Tostart the VM immediately after recovery, select the Power on VM automatically check
box. If you are recovering the VM to the production network, make sure that the initial VM is
powered off to avoid conflicts.

3. Check the settings for Instant VM Recovery and click Next. Veeam Backup Free Edition will
restore the VM on the selected ESX(i) host.
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Yirbual Machine Inztant recoven settings:

Restore Point Wk W02, backed up less than a day aga

Fiecoven Mode Host: esxl] tech.local
Dratastore: Dizabled

Destination Hew b name: W02 _restored

Restore Reason After you click Nest, the selected Wi will be instantly recovered into pour production environment.

Ta finalize the recovery, uze Storage YMaotion to move rukning %M ta the production storage.
Altematively, wou can perform cold Vi migration during pour next maintenance window.

Recaverny If you are performing manual recovery testing. remember to change Yk network to non-production
befare powering on the %M.

[¥] Connect ¥ ta netwark
[] Power on v automatically

< Previous | | Mest > | | Finizh | | Cancel

Step 6. Finalize Instant VM Recovery

All currently running Instant VM Recovery sessions are displayed in the Storage Infrastructure view,
under the Instant Recovery node.

To check the progress of the Instant VM Recovery session and view session details:
1. Open the Storage Infrastructure view.
2. Select the Instant Recovery node.

3. Right-click the necessary session in the working area and select Properties. You can also
double-click the necessary session in the list.

After the VM has been successfully restored, you can finalize Instant VM Recovery in two ways:
= Migrate the recovered VM to production

= Unpublish the recovered VM
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To migrate the recovered VM to production:
1. Open the Storage Infrastructure view.
2. Select the Instant Recovery node.

3. Right-click the necessary Instant VM Recovery session in the working area and select Migrate
to production. Veeam Backup Free Edition will launch the Quick Migration wizard. During
migration, Veeam Backup Free Edition will restore the VM from the storage snapshot and
then additionally move changes that were made while the VM was running in the Instant
Recovery mode.

To unpublish the restored VM:

1. Open the Storage Infrastructure view.

2. Select the Instant Recovery node.

3. Right-click the necessary session in the working area and select Stop publishing.
You can also unpublish the VM using the History view:

1. Open the History view.

2. Select the Restore > Instant VM recovery node.

3. Inthe working area, right-click the necessary session and select Stop session.
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Restoring VM Guest OS Files (Microsoft Windows)

You can restore individual Microsoft Windows guest OS files from the storage snapshot.
Veeam Backup Free Edition supports file-level restore for the following Microsoft Windows file

systems:
= FAT
= NTFS
= ReFS

When you perform guest OS file restore, you must select an ESX(i) host in your virtual environment.
Veeam Backup & Replication creates a clone/virtual copy of the storage snapshot on which the VM
disks reside and mounts the clone/virtual copy to the selected ESX(i) host as a new LUN/volume.

After that, Veeam Backup Free Edition accesses the configuration file of the VM (VMX) on the mounted
clone/virtual copy and uses this configuration file to register a temporary VM on the selected ESX(i)
host. Disks of the restored VM are mounted to this temporary VM. After disks are mounted, you can
copy necessary VM guest OS files and folders to their initial location, local machine drive or save them
in a network shared folder.

Before you start file-level restore, check prerequisites. Then use the File Level Restore wizard to
restore necessary files and folders.

Before You Begin

Before you restore VM guest OS files from storage snapshots, check the following prerequisites:

= Ifyou plan to restore VM guest OS files for ReFS, make sure that Veeam Backup Free Edition is
installed on a machine running Microsoft Windows Server 2012 or Microsoft Windows Server
2012 R2.

= Ifyou plan to restore VM guest OS files to their initial location, VMware Tools must be
installed on the target VM.

= The storage system must be added to the backup infrastructure.

= [For HP 3PAR StoreServ storage systems and NetApp storage systems working over Fibre
Channel] The ESX(i) host that you select for storage snapshots mounting must meet the
following requirements:

a. The ESX(i) host must have access to the storage over a Fibre Channel connection.

b. The ESX(i) host must be added to the list of servers having access to storage
snapshots from which you plan to restore VM guest OS files.

c. [For NetApp storage system] You must create an initiator group on the NetApp
storage system. The initiator group must contain a WWN of the ESX(i) host to which
you plan to mount the storage snapshot.

= [For NetApp storage systems] Depending on the storage type, you may need to install
additional licenses on the storage system. For more information, see Veeam Backup &
Replication User Guide for VMware vSphere.

Mind the following limitations:

= You cannot restore files directly to the original location if disks of the VM are located on
NetApp SnapVault or SnapMirror. Use the Copy to option instead.

= VMs with virtual disk files located on different storage volumes are not supported. You will be
able to restore VM data only from VM disks residing on the same datastore as the VMX file.
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Step 1. Launch Restore Wizard

To launch the File-Level Recovery wizard:
1. Open the Storage Infrastructure view.

2. Inthe inventory pane, expand the storage system tree and select the necessary volume
snapshot.

3. Inthe working area, select the VM and click Guest Files > Windows Guest Files on the
toolbar. You can also right-click the VM you want to restore and select Restore Windows

guest files.

Tip: To quickly find the necessary VM, use the search field at the top of the window: enter a VM name or a
part of it and press [ENTER].
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Step 2. Select ESX(i) Host for Snapshot Mounting

At the Location step of the wizard, select an ESX(i) host to which the clone/virtual copy of the storage
snapshot will be mounted. On the selected ESX(i) host, Veeam Backup Free Edition will create a
temporary VM and mount disks of the restored VM to this temporary VM.

To specify destination for the snapshot clone/virtual copy and temporary VM:

1.
2.

At the Location step of the wizard, click Customize.

Click Choose next to the Host field and select an ESX(i) host to which the snapshot
clone/virtual copy must be mounted and on which the temporary VM must be created.

Click Choose next to the Resource pool field and select a resource pool to which the
temporary VM must be placed.

Click Choose next to the VM folder field and select a folder to which the temporary VM must
be placed.

Click OK.

Location
Specify where the location where a temporary Yh zhould be registered. Thiz %M will remain powered off, and will be

Wirtual Machine
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Step 3. Save Restored Files

At the Summary step of the wizard, click Finish to start the VM guest OS files restore process.

Once the restore process is complete, Veeam Backup Free Edition will open the Veeam Backup
browser displaying the file system tree of the restored VM. Note that names of the restored VM hard
disks may differ from the original ones.

You can perform the following operations with VM guest OS files in the Veeam Backup browser:

Save files and folders to the original location
Save files and folders to a folder on the backup server or in network shared folder
Launch Veeam Explorers for application item restore

Open files in Microsoft Windows Explorer

After the restore process is complete, close the Veeam Backup browser.
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Important!

Saving Files to Original Location
To save files or folders to their initial location, right-click a file or folder in the Veeam Backup browser

and select one of the following commands:
= To overwrite the original file on the VM guest OS with the file restored from the backup,
select Restore > Overwrite.
= To save thefile restored from the backup next to the original file, select Restore > Keep.

Veeam Backup Free Edition will add the RESTORED- prefix to the original file name and save
the restored file in the same location where the original file resides.

Restore to the initial location may fail if VMware Tools are not installed on the target VM. To restore
guest OS files in such situation, you can use 1-click file-level restore or save files to any other location

and then move them to their initial location.
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Saving Files to New Location

To save restored files or folders to a folder on the backup server or in a network shared folder, right-
click a file or folder in the Veeam Backup browser and select Copy To and select a location to which
the file or folder must be copied.

When restoring file objects, you can choose to preserve their original NTFS permissions:

= Select the Preserve permissions and ownership check box to keep the original ownership
and security permissions for restored objects. Veeam Backup Free Edition will copy files and
folders with associated Access Control Lists and preserve granular access settings.

= Leave the Preserve permissions and ownership check box not selected if you do not want
to preserve the original ownership and access settings for restored objects.
Veeam Backup Free Edition will change security settings: the user who launched the
Veeam Backup Free Edition console will be set as the owner of restored objects. Access
permissions will be inherited from the folder to which restored objects are copied.
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Launching Veeam Explorers
If you are restoring VM guest OS files of the virtualized Microsoft Active Directory Server, Microsoft

Exchange Server, Microsoft SharePoint Server, Microsoft SQL Server or Oracle, you can launch a Veeam
Explorer for the necessary application directly from the Veeam Backup browser.

= To start Veeam Explorer for Active Directory, browse to the Microsoft Active Directory
database file (DIT) in the Veeam Backup browser, select it and click Application Items >
Active Directory Items on the Home tab or double-click the DIT file.

= To start Veeam Explorer for Exchange, browse to the Microsoft Exchange database file (EDB)
in the Veeam Backup browser, select it and click Application Items > Exchange Items on
the Home tab or double-click the EDB file.

= To start Veeam Explorer for SharePoint, browse to the Microsoft SharePoint content database
(MDF) in the Veeam Backup browser, select it and click Application Items > SharePoint
Items on the Home tab or double-click the MDF file.

= To start Veeam Explorer for Microsoft SQL, browse to the Microsoft SQL database file in the
Veeam Backup browser, selectit and click Application Items > SQL Server Databases on the
Home tab or double-click the Microsoft SQL database file. For more information, see
http://technet.microsoft.com/en-us/library/ms143547.aspx.

= To start Veeam Explorer for Oracle, browse to the Microsoft Oracle content database in the
Veeam Backup browser, select it and click Oracle on the Home tab or double-click the
database file.

Working with Windows Explorer
You can use Microsoft Windows Explorer to work with restored files and folders.
To open Microsoft Windows Explorer:

1. Click Explore on the ribbon in the Veeam Backup browser or right-click the necessary folder
and select Explore.

2. Veeam Backup Free Edition will launch Microsoft Windows Explorer. Browse to the necessary
VM guest OS files.

You can also start Microsoft Windows Explorer from the Start menu of Microsoft Windows and browse
to the necessary VM guest OS files. VM disks are mounted under the
C:\veeamflr\<vmname>\<volume n> folder on the backup server.
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Closing Veeam Backup Browser

You can browse restored files and folders only while the Veeam Backup browser is open. After the
Veeam Backup browser is closed, Veeam Backup Free Edition unmounts the VM disks from the
temporary VM.

It is recommended that you close the Veeam Backup browser after you have finished restoring files
and folders. In the opposite case, the backup file(s) from which you restore VM guest OS files may
remain locked and operations using the file(s) may fail.

Veeam Backup Free Edition checks if there is any activity in the Veeam Backup browser every 5
minutes. If the user or Veeam Backup Free Edition components and services have not performed any
actions for 30 minutes, Veeam Backup Free Edition displays a warning notifying that the Veeam
Backup browser will be closed within 5 minutes.

After the warning is displayed, you can perform one of the following actions:
= You can close the Veeam Backup browser manually.

= You can click Cancel to postpone the close operation. In this case, the Veeam Backup browser
will remain open for 5 minutes. After this period expires, Veeam Backup Free Edition will
display the warning again.

= You can perform no action. In this case, the Veeam backup browser will be automatically
closed in 5 minutes.
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Restoring VM Guest OS Files (Linux, Unix and other)

You can restore VM guest OS files from the storage snapshot. Veeam Backup Free Edition supports
guest-file restore for the most commonly used file systems on Linux, Solaris, BSD, Unix and Novell
Storage Services.

When you perform VM guest OS file restore, you must select an ESX(i) host in your virtual
environment. Veeam Backup & Replication creates a clone/virtual copy of the storage snapshot on
which the VM disks reside and mounts the clone/virtual copy to the selected ESX(i) host as a new
LUN/volume.

To the mounted clone/virtual copy, Veeam Backup Free Edition copies an ISO of the proxy appliance, a
helper VM. The proxy appliance is rather small — around 42 MB; it requires 1024 MB RAM and takes
only 10 seconds to boot. Veeam Backup Free Edition automatically starts the proxy appliance on the
ESX(i) host and mounts disks of the restored VM to the proxy appliance as virtual hard drives. VMDK
files are mounted directly from storage snapshots. After disks are mounted, you can copy necessary
VM guest OS files and folders to their initial location, local machine drive or save them in a network
shared folder.

Before you start file-level restore, check prerequisites. Then use the File Level Restore wizard to
restore the necessary files and folders.

Before You Begin

Before you restore VM guest OS files from storage snapshots, check the following prerequisites:

= Ifyou plan to restore VM guest OS files to their initial location, VMware Tools must be
installed on the target VM.

= [fthe kernel version of the target Linux system is 2.6.18 or later, Veeam Backup Free Edition
will be able to restore ACL for recovered VM guest OS files. To let Veeam Backup Free Edition
detect the target Linux system architecture and kernel version, the following utilities must be
installed on the VM OS: arch and uname.

= Veeam Backup Free Edition must have access to the guest OS of the target VM to deploy a
coordination process. The coordination process performs a number of administrative actions
on the target VM guest OS, for example, collects information about mount points.

= [ForLinux/Unix-based target VM] Veeam Backup Free Edition uses the SSH protocol to
communicate with the target Linux/Unix VM and requires the SCP utility on the target VM.
Make sure that the SSH daemon is properly configured and SCP utility is available on the
target VM.

= The storage system must be added to Veeam Backup Free Edition.

= [For HP 3PAR StoreServ storage systems and NetApp storage systems working over Fibre
Channel] The ESX(i) host that you select for storage snapshots mounting must meet the
following requirements:

a. The ESX(i) host must have access to the storage over a Fibre Channel connection.

b. The ESX(i) host must be added to the list of servers having access to storage
snapshots from which you plan to restore VM data.

c. [For NetApp storage systems] You must create an initiator group on the NetApp
storage system. The initiator group must contain a WWN of the ESX(i) host to which
you plan to mount the storage snapshot.

= [For NetApp storage systems] Depending on the storage type, you may need to install
additional licenses on the storage system. For more information, see Veeam Backup &
Replication User Guide for VMware vSphere.
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Mind the following limitations:

= You cannot restore files directly to the original location from backups of BSD, Mac, Novell and
Solaris VMs. Use the Copy to option instead.

= You cannot restore files directly to the original location if disks of the VM are located on
NetApp SnapVault or SnapMirror. Use the Copy to option instead.

= VMs with virtual disk files located on different storage volumes are not supported. You will be
able to restore VM data only from VM disks residing on the same datastore as the VMX file.

Step 1. Launch Veeam File Level Restore Wizard

To launch the File-Level Recovery wizard:
1. Open the Storage Infrastructure view.

2. Inthe inventory pane, expand the storage system tree and select the necessary volume
snapshot.

3. Inthe working area, select the VM and click Guest Files > Other OS on the toolbar. You can
also right-click the VM you want to restore and select Restore Linux guest files.

Tip: To quickly find the necessary VM, use the search field at the top of the window: enter aVM name or a
part of it and press [ENTER].
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Step 2. Select Location for the Proxy Appliance

At the Ready to Apply step of the wizard, select an ESX(i) host to which the clone/virtual copy of the
storage snapshot will be mounted. On the selected ESX(i) host, Veeam Backup Free Edition will also
place a proxy appliance and mount disks of the restored VM to this proxy appliance.

To specify destination for the snapshot clone/virtual copy and proxy appliance:
1. Click the Customize link at the bottom of the window.

2. Inthe FLR Appliance Configuration window, select an ESX(i) host to which the snapshot
clone must be mounted and on which the proxy appliance must be registered.

3. Inthe Resource pool field, specify a resource pool to which the proxy appliance must be
placed.

4. In the Network section, specify an IP address and other network settings for the proxy
appliance. The proxy appliance must be placed in the same network where the backup server
resides.

5. Toenable FTP access to the restored file system, select the Enable FTP server on appliance
check box. As a result, your users will be able to access the proxy appliance via FTP, browse
the file system of the restored VM and download necessary files on their own.

6. If you are performing restore of a VM with the Novell Storage services file system, select the
Restore from Novell Storage Services (NSS) file system check box. In this case,
Veeam Backup Free Edition will deploy a specific proxy appliance that supports the Novell file
system.

7. Click OK.

Important! When choosing an ESX(i) host for the Novell file system proxy appliance, make sure that it allows
running VMs with 64-bit guest OSes.
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Step 3. Start Restore Process

At the Ready to Apply step of the wizard, click Next to start the restore process. The file-level restore
appliance may take about 10-20 seconds to boot.
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Step 4. Save Restored Files

When the restore process is complete, Veeam Backup Free Edition opens the Veeam Backup browser
displaying the file system tree of the restored VM.

You can save the restored files and folders to their original location, new location or access files on
FTP.

Note: You can browse to the VM guest OS files and access restored files on the FTP only while the Veeam
Backup browser with the restored files is open. After the Veeam Backup browser is closed, the VM
disks will be unmounted from the proxy appliance. The proxy appliance will be deleted and the
storage snapshot will be unmounted from the ESX(i) host (unless this storage snapshot is used by
other restore operations).

Saving Files to Original Location

To save files and folders to the original location, right-click a file or folder in the Veeam Backup
browser and select one of the following commands:

= To overwrite the original file on the VM guest OS with the file restored from the backup,
select Restore > Overwrite.

= To save thefile restored from the backup next to the original file, select Restore > Keep.
Veeam Backup Free Edition will add the RESTORED- prefix to the original file name and save
the restored file in the same location where the original file resides.

To restore files to the original location, Veeam Backup Free Edition uses the account for VM guest OS
access specified in the backup job settings. If this account does not have sufficient rights to access the
target VM, you will be prompted to enter credentials. In the Credentials window, specify a user
account to access the destination location (server or shared folder). You can use the account under
which you are currently logged on or a different account.

224 | Veeam Backup Free Edition | User Guide | REVISION 1



Saving Files to New Location
To save files and folders to a new location:

1. Right-click the necessary file or folder and select Copy to.

2. Inthe Select Destination window, select a destination server (local or remote) from the list or
provide a path to the shared folder.

= Ifyou are recovering files to a Linux server, you can select the destination server
from the list or add a destination server ad-hoc. To do this, scroll down the list of
servers and choose Specify a different host at the end of the list. Follow the steps
of the wizard to add a Linux server that will be used as a destination host.

The server you add ad-hoc will not appear in the list of managed hosts in

Veeam Backup Free Edition: its purpose is to host the files that you recover. It will
only remain visible in the Veeam Backup browser until all currently active file-level
restore sessions are completed.

= Ifyou are recovering files to a shared folder, specify a path to the destination folder.

3. If you want to preserve original permissions and ownership for recovered files, select the
Preserve permissions and ownership check box.

4. After you click Restore, if prompted, in the Credentials window specify the user account to
access the destination location (server or shared folder). You can use the account under
which you are currently logged on or a different account.

To restore original permissions and ownership settings of restored files and folders, the account you
Important! have specified must have privileges to change the owner on the selected server or in the shared
folder.
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Accessing Files over FTP

If you have chosen to enable FTP server on the FLR appliance, the restored file system will also be
available over FTP at ftp://<FLR_appliance_IP_address>. Other users in the same network can access
the FLR appliance and restore files they need.
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Restoring Application Items

You can use Veeam Explorers to restore application items directly from storage snapshots.

Before You Begin

Before you restore application items from storage snapshots, check the following prerequisites:
= The storage system must be added to the backup infrastructure.

= [For HP 3PAR StoreServ storage systems and NetApp storage systems working over Fibre
Channel] The ESX(i) host that you select for storage snapshots mounting must meet the
following requirements:

a. The ESX(i) host must have access to the storage over a Fibre Channel connection.

b. The ESX(i) host must be added to the list of servers having access to storage
snapshots from which you plan to restore VM data.

c. [For NetApp storage systems] You must create an initiator group on the NetApp
storage system. The initiator group must contain a WWN of the ESX(i) host to which
you plan to mount the storage snapshot.

= [For NetApp storage systems] Depending on the storage type, you may need to install
additional licenses on the storage system. For more information, see Veeam Backup &
Replication User Guide for VMware vSphere.

Mind the following limitations:

VMs with virtual disk files located on different storage volumes are not supported. You will be able to
restore VM data only from VM disks residing on the same datastore as the VMX file.

Restoring Application Items from Microsoft Active Directory

Veeam Backup Free Edition integrates with Veeam Explorer for Microsoft Active Directory — a tool
that lets you browse Microsoft Active Directory databases in VM disks located on storage snapshots
and restore Microsoft Active Directory items (objects and containers) and their attributes back into the
production Microsoft Active Directory database.

Before you can start working with Veeam Explorer for Microsoft Active Directory, you need to extract
the Microsoft Active Directory database from the storage snapshot. You can doitin two ways:

= You can use the Microsoft Active Directory Object Restore wizard. In this case,
Veeam Backup Free Edition will automatically extract the Microsoft Active Directory database
from the storage snapshot and open itin Veeam Explorer for Microsoft Active Directory. For
more information, see Using the Microsoft Active Directory Object Restore Wizard.

= You can perform VM guest OS files recovery for the virtualized Microsoft Active Directory
server, manually locate the Microsoft Active Directory database and open itin Veeam
Explorer for Microsoft Active Directory. For more information, see Opening Microsoft Active
Directory Database Manually.
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Using Microsoft Active Directory Object Restore Wizard

When you run the Microsoft Active Directory Object Restore wizard, Veeam Backup Free Edition
automatically extracts the Microsoft Active Directory database from the storage snapshot and opens it
in Veeam Explorer for Microsoft Active Directory.

As part of this procedure, Veeam Backup Free Edition performs the following actions:

1. Veeam Backup Free Edition creates a clone/virtual copy of the storage snapshot and mounts
the clone/virtual copy to the ESX(i) host.

2. Veeam Backup Free Edition accesses the configuration file of the virtualized Microsoft Active
Directory server (VMX) on the snapshot clone/virtual copy and uses this configuration file to
register a temporary VM on the ESX(i) host.

3. Veeam Backup Free Edition mounts disks of the restored Microsoft Active Directory server to
the temporary VM.

4. Veeam Backup Free Edition locates the Microsoft Active Directory database and opensitin
Veeam Explorer for Microsoft Active Directory.

Step 1. Launch Microsoft Active Directory Object Restore Wizard
To launch the Microsoft Active Directory Item Level Restore wizard, do one of the following:

= Open the Storage Infrastructure view. In the inventory pane, expand the storage system
tree and select the necessary volume snapshot. In the working area, select the necessary VM
and click Application Items > Active Directory Items on the ribbon or right-click the VM
and select Microsoft Active Directory items. In this case, you will pass immediately to the
Location step of the wizard.

= |n the Storage Infrastructure view, type a VM name or a part of it in the search field above
the VM list and press [ENTERI. In the working area, select the necessary VM and click
Application Items > Active Directory Items on the ribbon or right-click the VM and select
Microsoft Active Directory items. In this case, you will pass to the Restore Point step of the
wizard.
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Step 2. Select Restore Point

At the Restore Point step of the wizard, Veeam Backup Free Edition will display all storage snapshots
on which VM disks are available. Every snapshot acts as an independent restore point. Select the
snapshot from which you want to restore Microsoft Active Directory objects.
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Step 3. Select ESX(i) Host for Snapshot Mounting

At the Location step of the wizard, select an ESX(i) host to which the clone/virtual copy of the storage
snapshot must be mounted. On the selected ESX(i) host, Veeam Backup Free Edition will create a
temporary VM and mount the disks of the virtualized Microsoft Active Directory to this temporary VM.

To specify destination for the snapshot clone/virtual copy and temporary VM:
1. Atthe Location step of the wizard, click Customize.

2. Click Choose next to the Host field and select an ESX(i) host to which the snapshot
clone/virtual copy must be mounted and on which the temporary VM must be created.

3. Click Choose next to the Resource pool field and select a resource pool to which the
temporary VM must be placed.

4. Click Choose next to the Folder field and select a folder to which the temporary VM must be
placed.

5. Click OK.
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Step 4. Specify Restore Reason

At the Reason step of the wizard, enter a reason for restoring a database from the Microsoft Active
Directory if necessary. The information you provide will be saved in the session history and you can
view it later.

Tip: If you do not want to display the Reason step of the wizard in future, select the Do not show me
this page again check box.
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Step 5. Open Database in Veeam Explorer for Microsoft Active Directory
At the Summary step of the wizard, click Finish to start the restore process.

Veeam Backup Free Edition will automatically locate the Microsoft Active Directory database and open
itin Veeam Explorer for Microsoft Active Directory. You can browse the database and restore items
you need.

Detailed information about Veeam Explorer for Microsoft Active Directory is provided in the Veeam
Explorer for Microsoft Active Directory help. To open the help, do one of the following:

= Open Veeam Explorer for Microsoft Active Directory and press [F1].

= Select Help > Help or Online Help from the main menu of Veeam Explorer for Microsoft
Active Directory.
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Opening Microsoft Active Directory Database Manually

You can restore the Microsoft Active Directory database from the storage snapshot with file-level
restore and open it manually in Veeam Explorer for Microsoft Active Dlrectory.

1. Perform VM guest OS files restore for the virtualized Microsoft Active Directory server. For
more information, see Restoring VM Guest OS Files (Microsoft Windows).

2. In the Veeam Backup browser, locate the Microsoft Active Directory database file (NTDS.dit)
and double-click it or select the NTDS.dit file and click Application Items > Active Directory
Items on the ribbon.

3. Veeam Backup Free Edition will open the database in Veeam Explorer for Microsoft Active
Directory. After that, you can browse the database and restore Microsoft Active Directory
objects.

Detailed information about Veeam Explorer for Microsoft Active Directory is provided in the Veeam
Explorer for Microsoft Active Directory help. To open the help, do one of the following:

= Open Veeam Explorer for Microsoft Active Directory and press [F1].

= Select Help > Help or Online Help from the main menu of Veeam Explorer for Microsoft
Active Directory.
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Restoring Application Items from Microsoft Exchange

Veeam Backup Free Edition integrates with Veeam Explorer for Microsoft Exchange — a tool that lets
you browse Microsoft Exchange mailbox stores in VM disks located on storage snapshots and restore
Microsoft Exchange items you need.

Before you can start working with Veeam Explorer for Microsoft Exchange, you need to extract the
Microsoft Exchange database (EDB file) from the storage snapshot. You can do it in two ways:

= You can use the Microsoft Exchange Item Level Restore wizard. In this case,
Veeam Backup Free Edition will automatically extract the Microsoft Exchange database from
the storage snapshot and open it in Veeam Explorer for Microsoft Exchange. For more
information, see Using the Microsoft Exchange Item Level Restore Wizard.

= You can perform VM guest OS files recovery for the virtualized Microsoft Exchange server,
manually locate the restored Microsoft Exchange database and open it in Veeam Explorer for
Microsoft Exchange. For more information, see Opening EDB File Manually.

Using Microsoft Exchange Item Level Restore Wizard

When you run the Microsoft Exchange Item Level Restore wizard, Veeam Backup Free Edition
automatically extracts the Microsoft Exchange database (EDB file) from the storage snapshot and
opens itin Veeam Explorer for Microsoft Exchange.

As part of this procedure, Veeam Backup Free Edition performs the following steps:

1. Veeam Backup Free Edition creates a clone/virtual copy of the storage snapshot and mounts
the clone/virtual copy to the ESX(i) host.

2. Veeam Backup Free Edition accesses the configuration file of the virtualized Microsoft
Exchange server (VMX) on the snapshot clone/virtual copy and uses this configuration file to
register a temporary VM on the ESX(i) host.

3. Veeam Backup Free Edition mounts disks of the restored Microsoft Exchange server to the
temporary VM.

4. Veeam Backup Free Edition scans the Microsoft Exchange Event log to locate the EDB file and
the ese.dl | file on the mounted disks. The ese.dl fileis required for configuring Veeam
Explorer for Exchange.

5. After the EDB file is successfully located, Veeam Backup Free Edition opens it in Veeam
Explorer for Exchange, and you can browse it to find necessary items.
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Step 1. Launch Microsoft Exchange Item Level Restore Wizard
To launch the Microsoft Exchange Item Level Restore wizard, do one of the following:

= Open the Storage Infrastructure view. In the inventory pane, expand the storage system
tree and select the necessary volume snapshot. In the working area, select the necessary VM
and click Application Items > Exchange Items on the ribbon or right-click the VM and select
Microsoft Exchange items. In this case, you will pass immediately to the Location step of the
wizard.

=  Type aVM name or a part of it in the search field above the VM list and press [ENTER]. In the
working area, select the necessary VM and click Application Items > Exchange Items on the
ribbon or right-click the VM and select Microsoft Exchange items. In this case, you will pass
to the Restore Point step of the wizard.
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Step 2. Select Restore Point

At the Restore Point step of the wizard, Veeam Backup Free Edition will display all storage snapshots
on which VM disks are available. Every snapshot acts as an independent restore point. Select the
snapshot from which you want to restore Microsoft Exchange mailbox items.
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Step 3. Select ESX(i) Host for Snapshot Mounting

At the Location step of the wizard, select an ESX(i) host to which the clone/virtual copy of the storage
snapshot will be mounted. On the selected ESX(i) host, Veeam Backup Free Edition will create a
temporary VM and mount the disks of the virtualized Microsoft Exchange server to this temporary VM.

To specify destination for the snapshot clone/virtual copy and temporary VM:
1. Atthe Location step of the wizard, click Customize.

2. Click Choose next to the Host field and select an ESX(i) host to which the snapshot clone
must be mounted and on which the temporary VM must be created.

3. (lick Choose next to the Resource pool field and select a resource pool to which the
temporary VM must be placed.

4. Click Choose next to the Folder field and select a folder to which the temporary VM must be
placed.

5. ClickOK.
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Step 4. Specify Restore Reason

At the Reason step of the wizard, enter the reason for restoring data from Microsoft Exchange if
necessary. The information you provide will be saved in the session history and you can view it later.

Tip: If you do not want to display the Reason step of the wizard in future, select the Do not show me
this page again check box.
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Step 5. Open EDB File in Veeam Explorer for Microsoft Exchange

At the Summary step of the wizard, click Finish to start the restore process.

Veeam Backup Free Edition will automatically locate the Microsoft Exchange database and open itin
Veeam Explorer for Microsoft Exchange. You can browse the database and restore items you need.

Detailed information about Veeam Explorer for Microsoft Exchange is provided in the Veeam Explorer
for Microsoft Exchange help. To open the help, do one of the following:

= Open Veeam Explorer for Microsoft Exchange and press [F1].

= Select Help > Help or Online Help from the main menu of Veeam Explorer for Microsoft
Exchange.
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Opening EDB File Manually

If Veeam Backup Free Edition fails to locate the Microsoft Exchange database on the restored VM for
some reason, you can restore it with file-level restore and open it manually.

1. Perform VM guest OS files restore for the virtualized Microsoft Exchange server. For more
information, see Restoring VM Guest OS Files (Microsoft Windows).

2. In the Veeam Backup browser, locate the EDB file and double-click it or select the EDB file and
click Application Items > Exchange Items on the ribbon.

3. Veeam Backup Free Edition will open the selected database in Veeam Explorer for Microsoft
Exchange. After that, you can browse the database and restore items you need.

Detailed information about Veeam Explorer for Microsoft Exchange is provided in the Veeam Explorer
for Microsoft Exchange help. To open the help, do one of the following:

= Open Veeam Explorer for Microsoft Exchange and press [F1].

= Select Help > Help or Online Help from the main menu of Veeam Explorer for Microsoft
Exchange.
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Restoring Application Items from Microsoft SharePoint

Veeam Backup Free Edition integrates with Veeam Explorer for Microsoft SharePoint — a tool that lets
you browse Microsoft SharePoint content databases in VM disks located on storage snapshots and
restore documents, items and document libraries you need.

Before you can start working with Veeam Explorer for Microsoft SharePoint, you need to extract the
Microsoft SharePoint content database (MDF file) from the storage snapshot. To do this, you can
perform VM guest OS files recovery for the virtualized Microsoft SharePoint server, manually locate the
content database and open it in Veeam Explorer for Microsoft SharePoint. For more information, see
Opening Content Database Manually.
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Opening Content Database Manually

You can restore the Microsoft SharePoint content database from the storage snapshot with file-level
restore and open it manually.

1. Perform VM guest OS files restore for the virtualized Microsoft SharePoint server. For more
information, see Restoring VM Guest OS Files (Microsoft Windows).

2. In the Veeam Backup browser, locate the MDF file and double-click it or select the file and
click Application Items > SharePoint Items on the ribbon.

3. Veeam Backup Free Edition will attach the content database to the Microsoft SQL Server on
which the Veeam Backup Free Edition database is deployed and open the database in Veeam
Explorer for Microsoft SharePoint. After that, you can browse the database and restore items
you need.
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Detailed information about Veeam Explorer for Microsoft SharePoint is provided in the Veeam
Explorer for Microsoft SharePoint help. To open the help, do one of the following:

= QOpen Veeam Explorer for Microsoft SharePoint and press [F1].

= Select Help > Help or Online Help from the main menu of Veeam Explorer for Microsoft
SharePoint.
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Restoring Databases from Microsoft SQL

Veeam Backup Free Edition integrates with Veeam Explorer for Microsoft SQL — a tool that lets you
browse Microsoft SQL databases in VM disks located on storage snapshots and restore Microsoft SQL
databases.

Before you can start working with Veeam Explorer for Microsoft SQL, you need to extract the Microsoft
SQL database from the storage snapshot. You can do itin two ways:

= You can use the Microsoft SQL Server Database Restore wizard. In this case,
Veeam Backup Free Edition will automatically extract the Microsoft SQL database from the
storage snapshot and open itin Veeam Explorer for Microsoft SQL. For more information, see
Using the Microsoft SQL Server Database Restore Wizard.

= You can perform VM guest OS files recovery for the virtualized Microsoft SQL server, manually
locate the restored Microsoft SQL database and open itin Veeam Explorer for Microsoft SQL.
For more information, see Opening Microsoft SQL Server Database Manually.
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Using the Microsoft SQL Server Database Restore Wizard

When you run the Microsoft SQL Server Database Restore wizard, Veeam Backup Free Edition
automatically extracts the Microsoft SQL database from the storage snapshot and opens it in Veeam
Explorer for Microsoft SQL.

As part of this procedure, Veeam Backup Free Edition performs the following actions:

1. Veeam Backup Free Edition creates a clone/virtual copy of the storage snapshot and mounts
the clone/virtual copy to the ESX(i) host.

2. Veeam Backup Free Edition accesses the configuration file of the virtualized Microsoft SQL
server (VMX) on the snapshot clone/virtual copy and uses this configuration file to register a
temporary VM on the ESX(i) host.

3. Veeam Backup Free Edition mounts disks of the restored Microsoft SQL server to the
temporary VM.

4. Veeam Backup Free Edition locates the Microsoft SQL database and attaches the content
database to a staging Microsoft SQL Server. As a staging server, Veeam Backup Free Edition
uses the Microsoft SQL Server on which the Veeam Backup Free Edition database is deployed.

5. Veeam Backup Free Edition opens the restored database in Veeam Explorer for Microsoft SQL.

Step 1. Launch Microsoft SQL Server Database Restore Wizard
To launch the Microsoft SQL Server Database Restore wizard, do one of the following:

= Open the Storage Infrastructure view. In the inventory pane, expand the storage system
tree and select the necessary volume snapshot. In the working area, select the necessary VM
and click Application Items > SQL Server Databases on the ribbon or right-click the VM and
select Microsoft SQL items. In this case, you will pass immediately to the Location step of the
wizard.

=  In the Storage Infrastructure view, type a VM name or a part of it in the search field above
the VM list and press [ENTERI. In the working area, select the necessary VM and click
Application Items > SQL Server Databases on the ribbon or right-click the VM and select
Microsoft SQL items. In this case, you will pass to the Restore Point step of the wizard.
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Step 2. Select Restore Point

At the Restore Point step of the wizard, Veeam Backup Free Edition will display all storage snapshots
on which VM disks are available. Every snapshot acts as an independent restore point. Select the
snapshot from which you want to restore the Microsoft SQL database.
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Step 3. Select ESX(i) Host for Snapshot Mounting

At the Location step of the wizard, select an ESX(i) host to which the clone/virtual copy of the storage
snapshot must be mounted. On the selected ESX(i) host, Veeam Backup Free Edition will create a
temporary VM and mount the disks of the virtualized Microsoft SQL Server to this temporary VM.

To specify destination for the snapshot clone/virtual copy and temporary VM:
1. Atthe Location step of the wizard, click Customize.

2. Click Choose next to the Host field and select an ESX(i) host to which the snapshot
clone/virtual copy must be mounted and on which the temporary VM must be created.

3. (lick Choose next to the Resource pool field and select a resource pool to which the
temporary VM must be placed.

4. C(lick Choose next to the Folder field and select a folder to which the temporary VM must be
placed.

5. ClickOK.
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Step 4. Specify Restore Reason

At the Reason step of the wizard, enter the reason for restoring a database from the Microsoft SQL
Server if necessary. The information you provide will be saved in the session history and you can view
it later.

Tip: If you do not want to display the Reason step of the wizard in future, select the Do not show me
this page again check box.
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Step 5. Open Database in Veeam Explorer for Microsoft SQL
At the Summary step of the wizard, click Finish to start the restore process.

Veeam Backup Free Edition will automatically locate the Microsoft SQL database and attach the
content database to the staging Microsoft SQL Server. After that, Veeam Backup Free Edition will open
the Veeam Explorer for Microsoft SQL and add the restored database to it.

Detailed information about Veeam Explorer for Microsoft SQL is provided in the Veeam Explorer for
Microsoft SQL help. To open the help, do one of the following:

= Open Veeam Explorer for Microsoft SQL Server and press [F1].

= Select Help > Help or Online Help from the main menu of Veeam Explorer for Microsoft SQL.
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Opening Microsoft SQL Server Database Manually

You can restore the Microsoft SQL Server database from the storage snapshot with file-level restore
and open it manually.

1. Perform VM guest OS files restore for the virtualized Microsoft SQL server. For more
information, see Restoring VM Guest OS Files (Microsoft Windows).

2. Inthe Veeam Backup browser, locate the MDF file and double-click it or select the file and
click Application Items > SQL Server Databases on the ribbon.

3. Veeam Backup Free Edition will attach the restored database to the Microsoft SQL Server on
which the Veeam Backup Free Edition database is deployed and open the selected database
in Veeam Explorer for Microsoft SQL. After that, you can restore the database to the necessary
Microsoft SQL Server.

245 | Veeam Backup Free Edition | User Guide | REVISION 1



Detailed information about Veeam Explorer for Microsoft SQL is provided in the Veeam Explorer for
Microsoft SQL help. To open the help, do one of the following:

= Open Veeam Explorer for Microsoft SQL Server and press [F1].

= Select Help > Help or Online Help from the main menu of Veeam Explorer for Microsoft SQL.
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Restoring Databases from Oracle

Veeam Backup Free Edition integrates with Veeam Explorer for Oracle — a tool that lets you browse
Oracle databases in VM disks located on storage snapshots and restore Oracle databases.

Before you can start working with Veeam Explorer for Oracle, you need to extract the Oracle database
from the storage snapshot. You can do it in two ways:

= You can use the Oracle Database Restore wizard. In this case, Veeam Backup Free Edition
will automatically extract the Oracle database from the storage snapshot and open itin
Veeam Explorer for Oracle. For more information, see Using the Oracle Database Restore
Wizard.

= You can perform VM guest OS files recovery for the virtualized Oracle server, manually locate
the restored Oracle database and open itin Veeam Explorer for Oracle. For more information,
see Opening Oracle Database Manually.

Using the Oracle Restore Wizard

When you run the Oracle Database Restore wizard, Veeam Backup Free Edition automatically
extracts the Oracle database from the storage snapshot and opens it in Veeam Explorer for Oracle.

As part of this procedure, Veeam Backup Free Edition performs the following actions:

1. Veeam Backup Free Edition creates a clone/virtual copy of the storage snapshot and mounts
the clone/virtual copy to the ESX(i) host.

2. Veeam Backup Free Edition accesses the configuration file of the virtualized Oracle server
(VMX) on the snapshot clone/virtual copy and uses this configuration file to register a
temporary VM on the ESX(i) host.

3. Veeam Backup Free Edition mounts disks of the restored Oracle server to the temporary VM.

4. Veeam Backup Free Edition locates the Oracle database and attaches the database to a
staging Oracle server.

5. Veeam Backup Free Edition opens the restored database in Veeam Explorer for Oracle.

Step 1. Launch Oracle Database Restore Wizard
To launch the Oracle Database Restore wizard, do one of the following:

= Open the Storage Infrastructure view. In the inventory pane, expand the storage system
tree and select the necessary volume snapshot. In the working area, select the necessary VM
and click Application Items > Oracle on the ribbon or right-click the VM and select Oracle
databases. In this case, you will pass immediately to the Location step of the wizard.

=  Type aVM name or a part of it in the search field above the VM list and press [ENTER]. In the
working area, select the necessary VM and click Application Items > Oracle on the ribbon or
right-click the VM and select Oracle databases. In this case, you will pass to the Restore Point
step of the wizard.

To quickly find the necessary VM, you can use the search field at the top of the window. Enter the VM
name or a part of it and click the Start search button on the right or press [ENTER].
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At the Virtual Machine step of the wizard, Veeam Backup Free Edition displays all Oracle VMs with
disks on storage volumes. Select the necessary VM in the list. If the necessary VM is not displayed
automatically, select the Show all VMs check box. Veeam Backup Free Edition will display all VMs with

disks on storage volumes.

To quickly find the necessary VM, you can use the search field at the bottom of the window. Enter the
VM name or a part of it and click the Start search button on the right or press [ENTER].
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Step 3. Select Restore Point

At the Restore Point step of the wizard, select the necessary restore point for the VM. Every snapshot
of a volume acts as an independent restore point.

ORACLE' Restore Point

—-—
I, Chioose the restore paint bo restare from.

[
-_e,
Wirtual Machine aracle
() Restare from the latest available backup

®) Restare from this restore paint:
Location

Snapzhot Mame Type Created

Feazon S houly. 2 Snapshot  less than a day ago [2:55 AM Sundap 12/6/2... H
@ hiaurly. 1 Snapshat 3 days ago [5:55 AM Wednesday 12/2/2015]
Surnrary CLT hiaurly.0 Shapshaot 59 days ago [6:27 AM Thursday 10/8/2015)

| < Previous || Mest » || Finizh || Cancel

Step 4. Select ESX(i) Host for Snapshot Mounting

At the Location step of the wizard, select an ESX(i) host to which the clone/virtual copy of the storage
snapshot must be mounted. On the selected ESX(i) host, Veeam Backup Free Edition will create a
temporary VM and mount the disks of the virtualized Oracle VM to this temporary VM.

To specify destination for the snapshot clone/virtual copy and temporary VM:
1. Atthe Location step of the wizard, click Customize.

2. Click Choose next to the Host field and select an ESX(i) host to which the snapshot
clone/virtual copy must be mounted and on which the temporary VM must be created.

3. Click Choose next to the Resource pool field and select a resource pool to which the
temporary VM must be placed.

4, Click Choose next to the Folder field and select a folder to which the temporary VM must be
placed.

5. Click OK.
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Step 5. Specify Restore Reason

At the Reason step of the wizard, enter the reason for restoring a database from the Oracle VM if
necessary. The information you provide will be saved in the session history and you can view it later.

Tip: If you do not want to display the Reason step of the wizard in future, select the Do not show me

this page again check box.
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Step 6. Open the Database in Veeam Explorer for Oracle
At the Summary step of the wizard, click Finish to start the restore process.

Veeam Backup Free Edition will automatically locate the Oracle database and attach the content
database to the staging server. After that, Veeam Backup Free Edition will open the Veeam Explorer for
Oracle and add the restored database to it.

Detailed information about Veeam Explorer for Oracle is provided in the Veeam Explorer for Oracle
help. To open the help, do one of the following:

= Open Veeam Explorer for Oracle and press [F1].

= Select Help > Help or Online Help from the main menu of Veeam Explorer for Oracle.
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Opening Oracle Database Manually

You can restore the Oracle database from the storage snapshot with file-level restore and open it
manually.

1. Perform VM guest OS files restore for the virtualized Oracle server. For more information, see
Restoring VM Guest OS Files (Microsoft Windows).

2. In the Veeam Backup browser, locate the database file and double-click it or select the file
and click Application Items > Oracle databases on the ribbon.

3. Veeam Backup Free Edition will attach the restored database to the staging server and open
the selected database in Veeam Explorer for Oracle. After that, you can restore the database
to the necessary Oracle server.

Detailed information about Veeam Explorer for Oracle is provided in the Veeam Explorer for Oracle
help. To open the help, do one of the following:

= Open Veeam Explorer for Oracle and press [F1].

= Select Help > Help or Online Help from the main menu of Veeam Explorer for Oracle.
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Working with Tape Media

Veeam provides native support for backing up your data to tape. Tape backup is an easy and high-
reliable storing scheme protecting your backups from disaster or occasional loss.

To start backing up data to tape, you need to deploy the tape backup infrastructure and configure
Veeam Backup Free Edition to meet your secondary destination storage policies.

To back up data to tape, you need to create a tape job that can run manually or on schedule. To
restore data from tape, you need to insert the tapes containing the needed data and start the restore
process that runs fully automated.

With Veeam Backup Free Edition, you can perform the following operations:

= Back up to tape files with user data: Veeam Backup Free Edition allows you to back up any
files with no limitation to file format. To back up files, you need to create a dedicated file to
tape job that is able to archive full and incremental backups of user files. As a data source, you
can select any Windows or Linux server that is accessible by the Veeam backup server. You
can also write to tape Veeam backups as files.

= Restore files that were previously archived to tape with file to tape job. The Files from Tape
wizard allows you to navigate through the tape archive selecting the files you need and
restore them to original location or any other disk or folder in your backup infrastructure.

= Restore Veeam VM backups from tape to repository. The Restore Backup from Tape to

Repository wizard will help you to choose a restore point available on tape and set the target
repository.
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Getting Started with Tapes

To start working with tapes in Veeam Backup Free Edition, you need to complete the following steps:
1. Connect the tape device to a tape server.

Add the tape server to Veeam Backup Free Edition.

Load tapes to the tape device (if not yet loaded) and run the importing procedure for them.

Create one or more custom media pools that will be used as targets for files to tape jobs.

Configure and run files to tape jobs.

o ok W

Restore files from tape or restore VM backups to repository.
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Deploying Tape Devices

To add the tape devices to Veeam Backup Free Edition, you need to perform the following steps:

1. Connect the tape devices to the machine that will act as the tape server. You can choose
between the following options:

= Deploy a dedicated Microsoft Windows server, physical or virtual, accessible by
Veeam Backup Free Edition.

= Use the Veeam backup server as the tape server.
2. Add this machine to Veeam Backup Free Edition as a tape server.

If you connect tape devices to the Veeam backup server, you also need to go through the
adding procedure.

Connecting Tape Devices

To deploy a tape device, you must perform the following steps:

1. Connect the tape device to the machine that will perform the role of the tape server. You can
connect the tape device in two ways:

= Directly over Fibre Channel (FC), Serial Attached SCSI (SAS), SCSI

= Remotely with iSCSI (you can use Microsoft iSCSI initiator to establish the
connection).

2. Install an appropriate device driver on the tape server if the driver is available.

If multiple driver installation modes are supported for your storage device, make sure the
driver isinstalled in the mode that allows for multiple open handles from a host to a drive to
exist at the same time.

For example, if installing a driver for IBM System Storage TS3100 Tape Library or TS3200 Tape
Library, you should use the install_nonexclusive.exe installer as described in the product
Readme.

Please refer to your storage system manufacturer recommendations on choosing the
appropriate setup option.

3. Ifthe medium changer driver is not available, check that the tape device is connected over
SCSI.

Open the Tape Infrastructure view, expand the Libraries node and select the needed
library. Click Properties on the ribbon. You can also right-click the necessary library in the
working area and select Properties. Select the Use native SCSI commands instead of
Windows driver check box.
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Tip:

General
HF MSL G3 Series 3.00

Maodel: HF M5L G3 Series 3.00
Server SERVEROZ

Type: Automated
Drrives: 2

Slats: 24

T apes: 23

[#] Use native 5C51 commands instead of Windows driver

After you connected the tape device to the selected server, you need to add this server to

Veeam Backup Free Edition as a tape server. Veeam Backup Free Edition will automatically scan
attached tape devices and display all discovered tape libraries and tape drives under the Libraries
node in the Tape Infrastructure view. Afterward, the auto-discovery process will be performed
periodically every 3 minutes.

To each tape server you can connect a number of tape devices that will appear as list under the
Libraries node in the Tape Infrastructure view.

Veeam Backup Free Edition allows deploying a number of tape servers. However, if you have a
number of Veeam backup servers, you cannot connect one tape server to several Veeam backup
servers simultaneously.

If you have a number of Veeam backup servers, you can easily reconnect a tape server to another
Veeam backup server without reconfiguring the tape device: Veeam backup server will recognize the
library settings automatically. Note that when you reconnect the tape server, the tape jobs will not
run with another Veeam backup server unless you copy the configuration.

Reconnecting Tape Devices to Tape Server

If you have the tape devices connected directly, you can reconfigure your tape infrastructure and start
using a dedicated tape server. In this case, all tape device settings will remain unchanged.

To reconnect the tape device, you must perform the following steps:

1. Choose a machine that will act as the tape server. The tape server must be a dedicated
Microsoft Windows server, physical or virtual, accessible by Veeam Backup Free Edition.

2. Reconnect the tape device to the machine that will perform the role of the tape server. You
can connect the tape device directly over Fibre Channel (FC), Serial Attached SCSI (SAS), SCSI)
or remotely with iSCSI (you can use Microsoft iSCSI initiator to establish the connection).

3. Add the server as the tape server to Veeam Backup Free Edition: the connected tape device
will be discovered automatically.
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Working with Tape Servers

Tape servers are network appliances that are used to connect tape libraries to the Veeam backup
server.

To be able to connect a tape device to Veeam Backup Free Edition, you need to deploy a tape server
and add it to Veeam backup console.

Adding Tape Servers

When you have deployed a tape server and connected the tape device to it, you need to add the tape
server to the Veeam backup server. To do so, you must assign the role of the tape server to a Windows
server that is already added to the list of managed servers.

To add a tape server, follow the next steps:

Step 1. Launch the New Tape Server Wizard

To launch the wizard, do one of the following:
= Open the Tape Infrastructure view and click Add Tape Server on the ribbon.
= Open the Tape Infrastructure view, right-click the Tape Infrastructure node and select Add

Tape Server.

Step 2. Choose a Server

At the Server step of the wizard, select a physical or virtual server to which the tape devices are
connected and that you want to add as the tape server.

1. From the Choose server list, select the server that you want to add as the tape server.

= Ifthe devices are connected to the Veeam backup server, choose This server. The
tape server role will be assigned to you backup server.

= |fthe devices are connected to a separated server, enter the server name or IP
address. The tape server must run Microsoft Windows. If the server is not added to
Veeam Backup Free Edition yet, you can click Add New to open the New Windows
Server wizard.

2. In the Description field, provide a description for future reference.
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Step 3. Configure Traffic Throttling Rules

At the Traffic step of the wizard, configure throttling rules to limit the outbound traffic rate for the
tape server. Throttling rules will help you manage bandwidth usage and minimize the impact of tape
jobs on network performance.

The list of throttling rules contains only those rules that are applicable to the tape server you are
adding. The rule is applied to the tape server if its IP address falls under the source IP range of the rule.
To view the rule settings, select it in the list and click the View button on the right.

You can also open global throttling settings and modify them directly from the wizard by clicking
Manage network traffic throttling rules at the bottom of the window.

Traffic

Review the network traffic rules that apply to this server.

Server Metwork traffic rules control encreption and throttling of network, traffic bazed on the destination.
Throttling is global, with set bandwidth split equally across all backup proxies falling into the rule.

The following network. traffic rules apply to this prosw:
. Destination [P range Enciyption  Throttling Time period Wielw
Fiewview

Apply

Surmmary

Manage netwark traffic iules
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Step 4. Review Components

At the Review step of the wizard, Veeam Backup Free Edition will display the list of components
required for work of the tape server:
= Veeam Transport

= Veeam Tape service

If any of them is missing, Veeam Backup Free Edition will automatically install them on the selected
server.

Review

Review the settings, and click Mest to continue.

Server Tape server settings:

Traffic Server name; 172.17.53.10
Server type: Physical

Apph

Summary

The fallawing components will be processed on 172.17.53.10:

Tranzport already exists
Tape Proxy already exists

< Previous | | Mext > | | Finizh | | Cancel
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Step 5. Assess Results

At the Apply step of the wizard, Veeam Backup Free Edition will add the tape server to the backup
infrastructure in the real time mode.

Apply
Please wait while we are instaling and configuring required compaonents. Thiz may take a few minutes...

Server Meszage Diuration
o Starting infraztructure item creation job 0:00:04
0 Registering client SERYER Q3 for package Transport

o Registering client SERYERD3 for package Tape Prosy

o Digzovenng installed packages

0 Al required packages have been successfully installed

0 Setting tape service owner

Surnrary 0 Creating configuration database records for tape server

0 Creating configuration database records for installed packages

o Collecting tape libranes info

o Tape zerver created successfully

Traffic:

Rewview

< Previous | | Mext > | | Firizh | | Cancel
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Step 6. Finish Working with the Wizard

At the Summary step of the wizard, finalize the procedure of the tape server configuration.
1. Review details of the added tape server.

2. Toinventory tape libraries connected to the tape server, select the Start tape libraries
inventory when I click Finish check box. Veeam Backup Free Edition will start the inventory
process when you finish working with the wizard.

If you do not enable this option, you will have to inventory tape libraries manually. For more
information, see Inventorying Tapes.

Summary

Review the resultz, and click Finish to exit the wizard.

Server Surnmary:
Tape zerver has been created successfully

Traffic
Fiewview

Apply

[ Start tape libraries invertor when | click Finish
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Modifying Tape Servers

To edit settings of an added tape server:
1. Open the Tape Infrastructure view.
2. Select the Servers node in the inventory pane.

3. Select the necessary server in the working area and click Edit Tape Server on the ribbon. You
can also right-click the necessary server in working area and select Properties.

4. Then edit the tape server settings as required.

Rescanning Tape Servers

In order to update the list of managed tape devices, Veeam Backup Free Edition automatically rescans
the tape servers every 3 minutes. You can perform manual rescan of a tape server, for example, if you
want to implement the changes made to the tape infrastructure immediately.

To rescan a tape server:
1. Open the Tape Infrastructure view.
2. Torescan all tape servers, right-click the Servers node and select Rescan.

3. Torescan a particular tape server, select the Servers node in the inventory pane. Select the
necessary server in the working area and click Rescan on the ribbon. You can also right-click
the necessary server in working area and select Rescan.
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Updating Tape Servers

Every time you launch Veeam Backup Free Edition, it automatically checks if the components installed
on managed servers are up to date. You will be unable to work with tape libraries that are connected
to the outdated servers.

If there is a later version of a component available (usually, if you have upgraded
Veeam Backup Free Edition), the Components Update window will be displayed, prompting you to
update components on managed tape servers.

You can also open the Components Update window by doing one of the following:
= Open the main menu and select Upgrade from the main menu.

= Open the Tape Infrastructure view, select the Servers node and click Upgrade on the
ribbon.

= Open the Tape Infrastructure view, right-click the necessary tape server in the working area
and select Upgrade.

If components on all managed servers are up to date, the Upgrade item will be disabled.

The Components Update section lists tape servers that have outdated components deployed. To see
the current and the latest available versions for deployed components, select a server in the list and
click Details. Select check boxes next to servers for which you want to upgrade components and click
Next.

Servers
Select zervers to update product's components on. Conzider removing servers which are cumently doven or unreachable from
selection. pdate process will not reboat the updated server.

Managed servers:

Server Upgrade required Details...

server(3 tech local Installer, T ape Prasy, Transpart

Select &l

Clear &l

< Previous Firizh Cancel
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Important!

Removing Tape Server

To remove a tape server:
1. Open the Tape Infrastructure view.
2. Select the Servers node in the inventory pane.

3. Select the tape server in the working area and click Remove Tape Server on the ribbon. You
can also right-click the necessary tape server in the working area and select Remove.

When you remove a tape server, Veeam Backup Free Edition unassigns the tape server role from it, so
itisnolonger used as a tape server. The actual server remains connected to
Veeam Backup Free Edition.

You cannot remove a tape server if any of tape jobs is running at the moment. Before you remove
the tape server, stop all tape jobs.
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Tip:

Working with Media Pools

All tape media are divided into media pools — logical groups of tapes. There are two types of media
pools in Veeam Backup Free Edition: predefined media pools and custom media pools.

Predefined media pools are Free, Unrecognized, Imported and Retired service pools created by
Veeam Backup Free Edition. They cannot be modified or removed.

Custom media pools serve as targets for files to tape jobs. They provide tapes for writing new data and
organize storing of the archived data according to the rules configured for them.

To be able to configure files to tape jobs, you need to first create custom media pools.

Creating Custom Media Pools

To create a custom media pool, use the New Media Pool wizard. This section will guide you through
all steps of the wizard and provide explanation on available options.

Step 1. Launch the New Media Pool Wizard

To run the New Media Pool wizard, do either of the following:
= QOpen the Tape Infrastructure view and click Add Media Pool on the ribbon.

= Open the Tape Infrastructure view, right-click the Media Pools node and choose Add
Media Pool.

You can also launch the New Media Pool wizard when configuring tape jobs (that s, directly from
the New File To Tape Job wizard. For more details, see Creating File to Tape Jobs.
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Step 2. Specify Media Pool Name

At the Name step of the wizard, define basic description for the new media pool.
1. In the Name field, enter a name for the created media pool.

2. In the Description field, enter a description of the new media pool. The default description
contains information about the user who created the media pool, date and time when the
media pool was created.

Name

Type in name and description for the media pool.

Marme:
Full Backups [Created Manthly)

Tapes
Description:
Created by SERVERD WA dministrator at 10/715/2015 1:26:50 Ak,

tedia Set

Retention

Options

Surnmary

< Previous | | Mext > | | Fiizh | | Cancel

Step 3. Add Tapes to Media Pool

At the Tapes step of the wizard, you can configure global media pool settings and allocate tapes for
the pool.

1. In the Tape library field, select the library from which the tapes will be allocated for the
media pool. The list contains the tape libraries managed by this Veeam backup server.

2. Toallocate specific tapes from the library, click the Add in the Tapes field and select tapes
that should be added to the media pool. Allocated tapes will be reserved for the created
media pool; other custom media pools will not be able to use these tapes. The capacity and
free space on the allocated tapes will be displayed in the bottom right corner.

3. To make the media pool replenishable, select the Add tapes from Free media pool
automatically when more tapes are required check box.
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With this option enabled, additional tapes will be allocated from the Free media pool when
needed. That is, when a backup to tape or files to tape job uses all available tapes from this
media pool, Veeam Backup & Replication will automatically add the required number of tapes
from the Free media pool to let the job complete. If the option is disabled, the job will pause
and prompt the backup administrator to add new tapes to the media pool.

Tapes

Add tapes to the media pool.

Tape librany:

|Mu|tipIeLibraries | | Manage... |

Tapes:
Media Set Hame Capacity Remaining Add..

HF M5L G3 Series 5.30
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=1 0 70003 10.0GE 10.0GE
HP M5L G3 Series 3.00
=1 0014001H 10.0GE 10.0GE
=1 00140011 10.0GE 10.0GE
=1 0014001K, 10.0GE 10.0GE

0o 40a1L 10.0GE 10.0 GE Capacity:
80.0 GB
Fremainitg:
80.0 GB

Surnmary

[#] &dd tapes from Free media pool autamatically when more tapes are required

< Previous | | Mext > | | Finizh | | Cancel

Step 4. Specify Media Set Options

For each media pool, specify how new media sets are created. A media set is consequent data stream
that can span several tapes (for example, a weekly backup stored on tapes). At the Media Set step of
the wizard, specify how this data stream will be organized.

1. In the Media set name field, define the pattern according to which created media set(s) will
be named. The default variables are #%id% (the number of the media set) and %date% (the
date of creation of the media set).

You can additionally use the following variables:
= %time% — the time of creation of the media set
= %day% — the day in month on which the media set is created
= %dayofweek% — the day of week on which the media set is created
= 9%month% — the month of creation of the media set
= %year% — the year of creation of the media set

" %job% — the name of job for which the media setis created

268 | Veeam Backup Free Edition | User Guide | REVISION 1



2. In the Automatically create new media set section, specify conditions for creating new
media sets on tapes allocated to the media pool. The following options are available:

= Do not create, always continue using current media set. If this option is
selected, each subsequent backup session will write its backup set to the
existing media set: it will append backup content to the content that was
written to tape with a previous backup session. If, however, a backup set is
started with anew tape, Veeam Backup Free Edition will create a new media
set for it.

= Create new media set for every backup session. If this option is selected, a
new media set will be created for each new backup session. Each backup
session will write its backup set starting with a new tape.

= Daily at. If this option is selected, you can specify day and time when new
media sets should be created. For example, if at the end of the week you send
weekly media sets to offsite storage, you can schedule creation of new media
sets at the beginning of each week.

Media Set

Specify media set name and how often a new media set should be automatically created.

Media set name:

Media set #iid% kdateX

Automatically create new media set

Retention . . .
® Do hot create, always continue using cument media set

Options () Create new media sat for every backup session

Surnrmary O Daily at 1200PM & ||E~n3rycla}I

< Previous | | Mext > | | Fiizh | | Cancel

Step 5. Specify Retention Settings

At the Retention step of the wizard, specify overwrite rules for cases when all tapes allocated to the
media pool are full (and there are no more free tapes available). You can select one of the following
options:

e Do not protect data (cyclically overwrite tapes as required). If this option is selected, tapes
allocated to the pool will be overwritten, starting with the tape that stores the oldest archive.

e Protect data for (time interval). If this option is selected, archives on tapes will be preserved
for the specified period. When this period is over, data will be overwritten, starting with the
tape that stores the oldest archive.
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This setting must accord with the retention policy specified for the backup chain that you
plan to archive to tape. The retention period for archives on tape must be greater or equal to
the time interval for which restore points are kept on the backup repository. In the opposite
case, with every new job cycle, Veeam Backup & Replication may write the same set of files to
tape, instead of adding new ones. For example, there are 14 backup files on the backup
repository that are kept for 14 days. The backup to tape job archives files once a week. The
retention policy for the media pool is set to 7 days. In this case, Veeam Backup & Replication
will first write 14 backup files from the backup repository to tape. After a 7-day interval,
Veeam Backup & Replication will start recording the whole set of backup files from the
backup repository to tape anew, overwriting backup files on tape with their copies from the
backup repository.

e Never overwrite data. If this option is selected, data on tapes will not be overwritten. If there
is not enough tape capacity for the archiving job to complete, Veeam Backup Free Edition will
pause the job and prompt the backup administrator to add new tapes to the media pool.

Note: You cannot set the retention period if you have configured the media set to Do not create, always
continue using current media set option. Tapes written in such media sets are never overwritten.

Retention
| Specify the tape retention settings for this media pool.

o

M ame [ ata retention palicy

T () Do hot protect data [cyclically ovenwrite tapes as required)
apes

() Protect data for |‘I z | |W’eeks |

Media Set (®) Mever ovenarite data

Offline media tracking
Options ) . . . . .
[] Mave all offline tapes fram this media pool inta the fallowing media vault

Surnmary W ault:

| | [ AddNew..

| < Previous | | Mext > | | Fiizh | | Cancel

Note that the media vaults are not available in the Veeam Backup Free Edition.
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Step 6. Add Optional Media Pool Settings

At the Options step of the wizard, you can enable parallel processing and encryption.

1.

Mame

Tapes

Media Set

Select the Enable parallel processing for jobs using this media pool check box if you want
to process multiple tape jobs simultaneously. Set the maximum number of drives that the
media pool can use in parallel.

If your source repository is set to per-VM backup files, you can process multiple source VM
backup chains within the tape job simultaneously. Select the Enable parallel processing of
backup chains within a single job check box to split the source VM chains across multiple
drives.

To enable encryption, select the Use encryption check box. This option allows you to encrypt
the content of files or backups archived to tapes in the media pool.

From the Password field, select a password you want to use to encrypt files archived to tape.
You can also click Add or use the Manage passwords link to add a password.

Options

Specify parallel processing and encryption settings.

[ Enable parallel processing far jobs using this media paal

drives simultaneously

Jobs pointed to this media pool can use up to

[#] Enable parallel processing of backup chains within a single job

Backup to Tape job populated with multiple source backup jobs or with a job using per-YM
backup file chainz will process separate chaing in parallel using one media set per drive.

Fetention

Surmmary

[w] Use encryption
Password:
| Backup Job Encryption [Lazt edited: less than 1 day ago) W | | Add...
A, Loss protection dizabled Manage pazswords

Hardware encryption will be uzed if tape drive supports it. Othersize, sofware encryphion will be
uzed, which may result in performance penalty,

< Previous | | Create | | Finizh | | Cancel
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Step 7. Finish Working with the Wizard

Review the media pool settings and click Finish to complete the wizard.

A new media pool will be available under the Tape Infrastructure > Media Pools node in the Tape
Infrastructure view.

Summary

Reviews the settings and click Finish to apply. You can copy these settings for the future reference.

Mame Summary:

Media pool name: Full Backups [Created Manthly)
Tapes Media pool description: Created by SERVERD3\Administrator at 1041542015 1:31:4E Abd.
Tapes: count: 8
tedia Set Capacity: 80.0 GB
Fela e Fremaining 800 GE

R etention

Options

< Previous | | Mext > | | Finish | | Cancel

Modifying Media Pools

If necessary, you can modify settings of a media pool. Note that you can only change custom media
pools; predefined media pools cannot be modified.

To modify media pool settings:
1.  Open the Tape Infrastructure view.

2. Right-click the necessary media pool and choose Properties. Alternatively, select a media
pool and click Edit Media Pool on the ribbon.

3. Gothrough the Edit Media Pool wizard to change the necessary settings.
4. Apply changes.

272 | Veeam Backup Free Edition | User Guide | REVISION 1



Removing Media Pools

If you no longer need a media pool, you can remove it:
1. Open the Tape Infrastructure view.

2. Right-click the necessary media pool and choose Remove Media Pool from the shortcut
menu. Alternatively, select a media pool and click Remove Media Pool on the ribbon.

3. Inthe displayed dialog box, click OK to confirm deletion.

When you delete a media pool, its tapes are moved to the Imported media pool. Note that unlike
other move operations, the data is not erased. You can use the tapes in the Imported media pool for
restore operations.

Mind the following limitations:
e You can only remove custom media pools; predefined media pools cannot be removed.

e You cannot remove a media pool that is used in a files to tape job. To be able to remove such
a pool, first point corresponding jobs to other custom media pools.
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Working with Tape Libraries

All tape libraries managed by Veeam Backup Free Edition are shown as a list of devices under the
Libraries node in the Tape Infrastructure view. All connected devices are discovered automatically
during the rescan procedure. When you add a new tape device to the tape server, it appears in your
console after rescan.

To view properties of a tape library, open the Tape Infrastructure view, expand the Libraries node
and select the needed library. Click Properties on the ribbon. You can also right-click the necessary
library in the working area and select Properties.

Select the Use native SCSI commands instead of Windows driver check box if your library is an
unknown media changer. For more information about unknown media changers, see Supported
Devices.

General
HP M5L G2 Series 3.00

Maodel: HF M5L G3 Series 3.00
Server SERVEROZ

Type: Automated
Drrives: 2

Slaots: 24

Tapes: 23

[] Use native SCS| commands instead of Windoves driver

Cancel

Rescanning Tape Libraries

You can rescan a selected to update its network status.
To rescan a tape library:
1. Open the Tape Infrastructure view.

2. Select the Libraries node in the inventory pane. Select a necessary library in the working area
and click Rescan Library on the ribbon. You can also right-click the necessary library in the
working area and select Rescan.
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Renaming Tape Libraries

The Veeam backup console shows the list of all tape devices as a list of libraries. By default, the
connected libraries are shown with their production model names. For clearer visibility, you can
rename them.

To rename a tape library:
1. Open the Tape Infrastructure view.

2. Select the Libraries node in the inventory pane. Select a necessary library in the working area
and click Rename Library on the ribbon. You can also right-click the necessary library in the
working area and select Rename.

Removing Tape Libraries

If you want to stop using a tape device, you can remove it from your Veeam backup console.

Only the libraries in the offline status can be removed. To remove a tape library, you need to physically
disconnect it from the tape server first. Alternatively, you can remove the tape server to which the
tape library is connected. Otherwise, the tape library will be discovered during the next rescan and
reappear in the Libraries list.

If the tape library is added to a global media pool, the tape jobs will be automatically redirected to the
next tape library in the list. If the tape library is the only one in the media pool, first redirect the jobs to
other media pools manually.

Tip: If you remove the tape server, the tape devices remain connected to it. You can connect the tape
server back to your console. In this case, Veeam Backup Free Edition will recognize all tape devices
that were previously added to it with tapes and media pools (in case they remain in the Veeam
database). You can also connect the tape server to another Veeam backup server.

Veeam Backup Free Edition will recognize the tape devices automatically, however you will need to
create the media pools anew.

To remove a tape library:
1. Disconnect the tape library or the tape server.

2. Open the Tape Infrastructure view.

3. Select the Libraries node in the inventory pane. Select a necessary library in the working area
and click Remove Library on the ribbon. You can also right-click the necessary library in the
working area and select Remove Library.

4. In the displayed dialog box, click OK to confirm deletion.
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Working with Tapes

All tapes managed by Veeam Backup Free Edition belong to one of media pools. Generally, the new
tapes are in the Free media pool. Tapes that were written in some custom media pools stay tied to
their media pools.

If you offload tapes from you tape device, their status changes to Offline, but they stay visible in the
console.

Tape media in Veeam Backup Free Edition are displayed in the Tape Infrastructure view, either under
the Media Pools or under the Libraries > LibraryName node > Media > Online/Offline. You can work
with both online and offline tapes:

= Tapes that are currently loaded to the tape device are available under the Online node.

= Tapes that have been unloaded from the tape device are shown under the Offline node.

'2.17.53.10 - VEEAM BACKUP AND REPLICATION

T
& (A =
VeeamZIP File Restore Backup Restore
Copy Files  Files
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Free (10] 0Ma001R Drive 1 1171372015 1. File Backup Media Pool Media set #4 11/6/20.. 1 10.0GE
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All tapes are grouped to predefined and custom media pools available under the Tape Infrastructure
> Media Pools node.

Veeam Backup Free Edition can use only online tapes for files to tape jobs.

If you work with a standalone tape drive and all its tapes are offline, Veeam Backup Free Edition will
display a message informing that you need to insert a tape into the drive. At the same time,

Veeam Backup Free Edition will hint what tape has been recently used for archiving.

You can insert any tape into the tape drive:

= [fthe tape you have inserted is registered in the Veeam backup database and the current
media set can still be used, Veeam Backup Free Edition will continue writing to this media set
and append the new content to the content recently written on the tape.

= If the tape you have inserted is not registered in the Veeam backup database, it will be
processed as follows:

— A new empty tape will be placed to the Free media pool and used for writing data.

— Atape containing any data written on another Veeam backup server or with
another tape backup solution will be placed to the Unrecognized media pool. You
need to perform catalogization for such tapes.
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Importing Tapes

When you need to load free tapes, or if you need to restore data from tapes, you need to load these
tapes into your tape device and import them. Importing is recognizing tapes that are loaded into your
tape device.

When you load tapes into the mail slot, they are not visible in the Veeam backup console. To start
using tapes, you need to introduce them to the Veeam Backup Free Edition by running the importing
procedure. The importing procedure conveys the tapes from the mail slot to the library working slots,
scans them and sends information about them to Veeam backup database. After importing,

Veeam Backup Free Edition can use the tapes to read or write data.

Importing must be performed manually each time you load tapes into your tape device.
To import a tape:
1. Open the Tape Infrastructure view.

2. Select the tape library node under the Libraries node and click Import Tapes on the ribbon.
Alternatively, you can right-click the tape library node and select Import Tapes from the
shortcut menu.

Importing runs differently for tapes that are registered in the local Veeam backup database and those
that are not. Choose an appropriate procedure for the following tapes:

= Importing empty tapes
= Importing tapes written on this backup server

= Importing tapes written on another Veeam server

Importing Empty Tapes
To import new tapes, follow the next steps:

1. Insert the tapes into the tape device.

2. Open the Tape Infrastructure view, expand the Libraries node and select the library to
which you have loaded the tapes. Click Import Tapes on the ribbon. You can also right-click
the necessary library in the working area and select Import Tapes.

3. The tapes will appear in the Unrecognized media pool.
4. Right-click the tapes and select Inventory tape.
5. The tapes will be moved to the Free media pool.

Tapes can be used for automatic or manual replenishment of custom media pools. They can be further
used to replenish custom media pools:

= Automatically, if the media pools are configured for automatic replenishment.
= Manually by moving tapes from the Free media pool to particular custom media pools.
If you want to refill the free tape resources in your tape device, you can overwrite tapes containing

outdated Veeam archives. For more information, see Importing Tapes Written on This Backup Server.

Tip: To understand which of the tapes can be overwritten, you can check their expiration date. In the
Tape Infrastructure view, open the Media Pools node and select the media pool that you want to
replenish. Check the Expires in field in theworking area. You can sort the tapes by the expiration
date and get the list of tapes that can be reused.
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Importing Tapes Written on This Backup Server
If the tapes that you want to import were written on the same Veeam backup server, the Veeam
backup database has information about them.

= When you import tapes written on a tape library with a barcode reader and information
about these tapes is available in the Veeam Backup Free Edition database,
Veeam Backup Free Edition immediately recognizes these tapes after importing. You will be
able to view data written to these tapes and run restore procedures.

= When you import tapes written on a tape library without a barcode reader, you need to
additionally inventory these tapes to be able to work with them.

To import tapes without barcode labels:
1. Insert the tapesinto the tape device.

2. Open the Tape Infrastructure view, expand the Libraries node and select the library to
which you have loaded the tapes. Click Import Tapes on the ribbon. You can also right-click
the necessary library in the working area and select Import Tapes.

3. The tapes will appear in the Unrecognized media pool.

4. Right-click the tapes you need and select Inventory Tape.

5. The tapes will be moved to the media pools in which they were originally written.
You can view the data written on these tapes and run restore procedures.

Note that if the tapes have expired, they will be overwritten by tape rotation scheme set for this media
pool.

Importing Tapes Written on Another Veeam Server

Veeam Backup Free Edition supports restoring data from tapes that were recorded on another Veeam
backup server. To read data from such tapes, Veeam Backup Free Edition must first scan the tapes and
store the information about them to the Veeam backup database.

To import tapes, follow the next steps:
1. Insert the tapesinto the tape device.

2. Open the Tape Infrastructure view, expand the Libraries node and select the library to
which you have loaded the tapes. Click Import Tapes on the ribbon. You can also right-click
the necessary library in the working area and select Import Tapes.

3. The tapes will appear in the Unrecognized media pool.
4. Right-click the tapes you want to import and select Catalog Tape.

5. The tapes will be moved to the Imported media pool. The Imported media pool will be
created automatically. When the tapes are imported, you can view and restore data written to
them.

Inventorying Tapes

When you load new tapes in your tape device for the first time, these tapes are presented to
Veeam Backup Free Edition as Unrecognized. To identify unrecognized tapes, you need to run tape
inventory job against them.

Tape inventory job is a relatively fast process of reading metadata written on tape with the aim of
detecting name of the media set and the sequence number for the tape. Tape inventory jobs helps
Veeam Backup Free Edition identify empty tapes and detect non-empty tapes belonging to specific
media set.
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You can perform tape inventory for a whole tape library or run the job against selected tapes only.
To start tape inventory for a whole tape library:

1. Open the Tape Infrastructure view.

2. Expand the Libraries node and select the library you want to inventory.

3. Click Inventory Library on the ribbon. Alternatively, you can right-click the tape library and
select Inventory Library from the shortcut menu. Veeam Backup Free Edition will perform
inventory for all online tapesin the library.

To start tape inventory for selected tapes:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under the Media Pools or under the Libraries >
LibraryName node > Media.

3. Select the necessary tapes in the list and click Inventory on the ribbon. Alternatively, you can
right-click the selected tapes and choose Inventory Tape.

The inventory log will display job session results. To access the inventory session details, you can open
the History view and locate the necessary session under the Jobs > Tape node.

Inventarying tape library -
Hame: Tape library inventorization Statuz: Warning
Actontype:  Tapelnventory Start ime: 743042013 7:27:34 AM

Endtime:  7/30/2013 7.27:53 AM

Log

Message Duration |~
0 Loading tape 0011000F from Slot 15 to Drive 1 [Tape0)
0 Performing inventory for tape in Dive 1 (T apel)
0 Maoving tape 0011000F to media poal Free
@ Unloading tape 001 1000F from Drive 1 (Tape0) to Slat 15
@ Loading tape 00110005 from Slot 16 ta Drive 1 [Taped)
@ Performing inventary for tape in Drive 1 [T apel)
@ Moving tape 00110006 to media pool Free
A Tape 1 from media set Media set 7/28/2013 4:22 PM has never been inventornied
| 1. Tape 2 from media set Media set 7/28/2013 4:22 PM has never been inventoried |
1. Completed with warking at Tuesday, Julp 30, 2013 7:27.53 &M w

Claze

As a result of inventory, Veeam Backup Free Edition places tapes in predefined pools:

=  Empty tapes are moved to the Free pool. You can use these tapes for archiving backups and
files

= Tapes that contain data written on another Veeam backup server remain in the
Unrecognized pool. Veeam Backup Free Edition displays the detected media set name and
sequence number for these tapes. If you want to restore data from a specific media set, you
need to run the tape catalog job for all tapes in this media set.

After the tapes are inventoried, you can decide on further steps: for example, you can mark
unrecognized tapes as free if you do not need archived content, or allocate tapes from the Free pool
to a custom pool.
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Cataloging Tapes

Cataloging tapes is required for tapes that contain some data but are not registered in the Veeam
database. For example, cataloging is required for tapes that were written on another Veeam backup
server. After the cataloging procedure, you can restore data from the tapes.

When a catalog job is performed, Veeam Backup Free Edition first performs tape inventory, reads the
information about backup contents on tape from the on tape catalog information, scans tape
contents and updates the database with details of new detected backup sets.

You can perform tape catalog job for a whole tape library or for selected tapes.
To catalog a whole tape library:
1. Open the Tape Infrastructure view.

2. Open the Tape Infrastructure view, expand the Libraries node and select the library you
want to catalog. Click Catalog Library on the ribbon. Alternatively, you can right-click the
tape library and select Catalog Library.

To catalog selected tapes:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under the Media Pools or under the Libraries >
LibraryName node > Media.

3. Select the necessary tapes in the list and click Catalog on the ribbon. Alternatively, you can
right-click the selected tapes and choose Catalog Tape.

The catalog log will display job session results. To access the catalog session details, you can open the
History view and locate the necessary session under the Jobs > Tape node.

Cataloging tape library -
Hame: Tape library cataloging Statuz: Success
Actontype:  TapeCatalog Start ime: 743042013 7:31:56 A

Endtime:  7/30/2013 7.32:08 AM

Log

Meszage Diuration |~

@ Moving tape 00110003 to media pool Imported

0 Unloading tape 00710009 from Drive 1 [T apel) to Slot 8

0 Loading tape 00110002 from Slot 3 to Dirive 1 [Taped]

0 Scanning tape 00110004

@ Maving tape 00110002 ta media pool Imparted

@ Unloading tape 00110002 frar Drive 1 [Tape0] to Slat 9

@ Loading tape 00110008 from Shot 10 to Drive 1 [Taped)

& Scanning tape 00110008 =
| 0 Moving tape 00110008 to media pool Imported |

0 Completed succeszsfully at Tuesday, July 30, 2013 7:32:08 AM W

Cloze

Rescanning of tapes during the catalog job may take a lot of time. To speed up the catalogization
process, you might do one of the following:

= First, run inventory job to identify tape media sets and decide which tapes should be
included in catalogization process. Run the catalog job only against tapes in the necessary
media set.

= If you work with a tape library, you can run the catalog job against the whole media set at
once.

= |f you work with a standalone drive, start catalogization from the last tape in the media set (as
this tape usually stores on tape catalog information).
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Note:

Identifying Tapes

When performing periodic auto-rescan, Veeam Backup Free Edition reads barcodes on tapes. If a tape
is identified with a barcode, the barcode is displayed as the Name property of the tape. If a tape does
not have a barcode, Veeam Backup Free Edition will automatically create the tape name using the
pattern 'Tape N'.

If necessary, you can change the name of a tape:

1.
2.

4.
5.

Open the Tape Infrastructure view.

Navigate to the list of tapes either under the Media Pools or under the Libraries >
LibraryName node > Media > Online/Offline.

Select the tape you want to rename and click Properties on the ribbon. Alternatively, you can
right-click the tape and choose Properties.

Change tape name and description as required.

Click OK to save changes.

If you manage several tape libraries on the same Veeam backup server and use barcodes to identify
tapes in these libraries, make sure that all barcodes are unique. If some tapes have identical
barcodes, Veeam Backup Free Edition may fail to manage them correctly.

Gereral | Files
[00 40024

Barcode: 00140024

Library: HF M5L G3 Series [automated library)
Looe:ation: Drive 1

Media poal: Free

Capacity: 10.0 GB

Free: 95 GE

Block size: 262144

Description:

Imparted from offsite Backup servel
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Removing Tapes from Catalog

If you do not want to store information about a tape and contents on this tape in

Veeam Backup Free Edition database, you can remove the tape from the catalog. Removing from
catalog can be performed for offline tapes. For example, you can perform removal from catalog if a
physical tape no longer exists, and the tape should no longer be displayed among mediain the
Veeam Backup Free Edition console.

You can remove only tapes that are offline.
To remove one or more tapes from the catalog:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under the Media Pools or under the Libraries >
LibraryName node > Media > Offline.

3. Select offline tapes you want to remove from the catalog and click Remove from Catalog on
the ribbon. Alternatively, you can right-click selected tapes and choose Remove from
Catalog from the shortcut menu.

4. In the opened dialog box, click Yes to confirm removal.

Important! You cannot remove protected tapes from the catalog. To remove such tapes, you need to switch the
protection off first.

Moving Tapes to a Custom Media Pool

Veeam Backup Free Edition allows you to move tapes between custom pools. You can also move
tapes from any pool to the Free media pool.

Important! When you move a tape to any media pool, Veeam Backup Free Edition marks this tape as free.

To move tapes from one custom media pool to another:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under the Media Pools or under the Libraries >
LibraryName node > Media > Online.

3. Select tapes you want to move and click Move to on the ribbon. Choose the target media
pool from the list.
Alternatively, you can right-click selected tapes and choose Move to Media Pool. Next,
choose the target media pool from the list.

Note: You cannot move tapes that are protected. To move such tapes, you need to switch the protection
off first.

282 | Veeam Backup Free Edition | User Guide | REVISION 1



Erasing Tapes

If you do not need contents stored on tape, you can erase tapes. Veeam Backup Free Edition supports
two options for erasing data:

= Short erase (fast) — use this option to speed up the erase process. The short erase operation
does not physically erase data written on the tape. It simply loads the tape to the drive and
wipes the tape header. Note that short erase is not supported by some tape devices.

= Long erase (slow) — use this option to clear all data written to tape. The long erase operation
loads the tape to the drive, rewinds the tape and physically erases all data written to the tape.

To erase tapes:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under the Media Pools or under the Libraries >
LibraryName node > Media > Online.

3. Select tapes you want to erase and click Erase on the ribbon. Choose the type of erase and
click OK.
Alternatively, you can right-click selected tapes and choose Erase Tape. Next, choose how
the tape should be erased and click OK.

Important! You cannot erase protected tapes. To erase such tapes, you need to switch the protection off first.

Marking Tapes as Free

Instead of erasing tapes, you can mark tapes as free. During this operation, Veeam Backup Free Edition
deletes from backup and tape catalogs information about backup contents stored on tape. Data
written to tape remains intact.

To mark tapes as free:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under the Media Pools or under the Libraries >
LibraryName node > Media > Online.

3. Select tapes you want to mark as free and click Mark as Free on the ribbon.
Alternatively, you can right-click selected tapes and choose Mark as Free from the shortcut
menu.

4. In the displayed dialog box, click Yes.

After a tape is marked as free, Veeam Backup Free Edition removes from the catalog information
about contents on this tape.

Important! You cannot mark protected tapes as free. To mark such tapes as free, you need to switch the
protection off first.
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Protecting Tapes

If you have a number of tapes for which you need to change the retention to 'never overwrite', you
can protect them. Protection option sets lifelong retention period for the selected tapes overriding
the retention settings of the media pool.

You can set protection for both online or offline tapes that contain data.

If the tapes are protected, they cannot be erased or marked as free by Veeam Backup Free Edition or
manually. To erase such tape, you need to switch the protection off first.

The protection can be switched off at any time. The retention settings will be changed to the value set
for the media pool.

To enable protection:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under the Media Pools or under the Libraries >
LibraryName node > Media > Online.

3. Select tapes you want to protect and click Protect on the ribbon.
Alternatively, you can right-click selected tapes and choose Protect from the shortcut menu.

Important! You cannot protect free tapes, that is, tapes that do not have any data written on them.

Ejecting Tapes
Ejecting moves the tape that is currently in drive to a library slot. The tape stays in the library and is
online. Ejecting prevents tapes, for example, from being occasionally overwritten.

You can select a tape to eject, or select a drive and eject the tape from it. Eject command is enabled
only for tapes that are in drives or for drives with loaded tapes.

To eject a tape from a drive:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under the Media Pools or under the Libraries >
LibraryName node > Media > Online.

3. Select atape located in drive that you want to eject and click Eject on the ribbon.
Alternatively, you can right-click selected tape and choose Eject Tape.

To eject a tape from a drive:
1.  Open the Tape Infrastructure view.
2. Navigate to the Libraries > LibraryName node > Drives.

3. Select adrive from where you want to eject the tape and click Eject Tape on the ribbon.
Alternatively, you can right-click selected tape and choose Eject.

Tip: You can also instruct a tape job to eject tape from drive after the job completes. To do so, navigate to
the Options step of backup to tape job or file to tape job and select the Eject media once the job
finishes check box.
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Exporting Tapes

If you want to offload tapes, you need to export them first. Exporting moves the tape from the
standard slot in the tape library to the I/E slot (or Mail slot). When they are in the I/E slot, you can take
them from the library and, for example, carry to a storing location.

To export a tape to an I/E slot:
1.  Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under the Media Pools or under the Libraries >
LibraryName node > Media > Online.

3. Select a tape you want to export and click Export on the ribbon.
Alternatively, you can right-click selected tape and choose Export Tape from the shortcut
menu.

Note: Export is available only for the devices that support corresponding operations and include I/E slot.
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Viewing Data on Tapes

To view data contents that is currently stored on tape:
1. Open the Tape Infrastructure view.

2. Navigate to the list of tapes either under the Media Pools or under the Libraries >
LibraryName node > Media > Online.

3. Select the necessary tape and click Properties on the ribbon. Alternatively, you can right-click
the tape and choose Properties.

4. Open theFiles tab.

General | Files

4 M 1721671677
4 =, Local Disk [E:)
I -5 Documentation 2011
I [ Documentation 2012
I I3 Documentation 2013
4 |5 Documentation 2014
b [ Contracts
4 [ Invoices
| bank_dstails bt
contacts. bt
Irvoice_2014-01-12 pdf
Irvoice_2014-03-05, pdf
Irvoice_2014-04-10 pof
Irvoice_2074-05-07, pof
Irvoice_2014-06-11. pof
b ) Offers
B ) Tax Docs

Tapes Availability and Write-Protection

Before archiving data to tape media, Veeam Backup Free Edition detects available tapes in the target
media pool. Unavailable tapes are filtered out and are not used for writing data. A tape may be
unavailable for one of the following reasons:

= The tape cannot be used according to the retention policy set for the media pool.
= The tape is offline.
= The tape has the write-protect switch set.

If your tape is write-protected and you want to write data to this tape, you must eject the tape from
the drive and drag the write protection switch off. After you insert the tape back to the drive, you must
inventory the tape to mark it as writable in the Veeam Backup Free Edition database.
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Creating File to Tape Jobs

To write files to tape, you should create a file to tape job using the New File To Tape Job wizard. This
section will guide you through all steps of the wizard and provide explanation on available options.

To create a file to tape job, follow the next steps:

Step 1. Launch the New File To Tape Job Wizard

To run the New File to Tape Job wizard, do either of the following:

= Onthe Home tab, click Backup Files.

= Open theFiles view, right-click the Jobs node and select Tape Job > Files to Tape.
Alternatively, you can:

= Open theFiles view, browse to the necessary files, select the files and choose Add to Tape
Job > New job from the ribbon menu.

= Open theFiles view, browse to the required files, right-click the necessary files and choose
Add to Tape Job > New job.

Step 2. Specify Job Name and Description

At the Name step of the wizard, you should define basic settings for the created files to tape job.
1. In the Name field, enter a name for the created job.

2. In the Description field, enter a description of the created job. The default description
contains information about the user who created the job, date and time when the job was
created.

Name
Type in a name and description for this job. File to tape job performs scheduled backup of selected files to tape.

M arme:
Payroll Reports to Tape [G1-02)

Filez and Folders
Description:
Full Backup Created by TECH Admiristratar at 11/6/2015 252 FM.

Incremental Backup

Options

Surnmary

< Previous | | Mext > | | Fiizh | | Cancel
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Step 3. Choose Files and Folders to Archive

At the Files and Folders step of the wizard, select files and folders that you want to back up.

From the Server list, choose a machine on which the necessary files or folders reside. Click Add and
browse to the file or folder that you want to back up. The selected item will be added to the list. To
remove a file or folder from the list, select it and click Remove.

Files and Folders

-’_ﬁ Specify filez and folders to be backed up by this job.

M arne Server

| filezerverl3.tech.local

File: or folder Server File mask.
Ii C:ASummanysReports fileserved3te..  “pdf*
@ CASummanysPayrollReport] html  filezserver03 te.

a CASummantPayrollReportz html — fleserver03.te...

Options @ CASummantPayrollReport2 html  fleserver03.te...

Full Backup

Incremental Backup

Summary

Size:
38 GE

| < Previous || Mext > || Firizh || Cancel |

If you include a folder to the job, all of the folder contents will be archived. If necessary, you can
choose only specific files from the included folder. To do so, select a folder in the list and click Edit. In
the File Masks window, specify names of files in the folder that should be archived. You can use exact
file names of create name masks (for example, *.evt or *.pdf). Separate file names and masks with
semicolons.

Select files to backup to tape by specifving desired file name and
extenzion masks separated by semicolon, for example; *.docs; #ay™.”

* pdf; Reports201 4. html

Ok | | Cancel

288 | Veeam Backup Free Edition | User Guide | REVISION 1



Step 4. Choose Media Pool for Full Backup

At the Full Backup step of the wizard, choose a media pool that will be used for archiving full backups

of the selected files and create a schedule for full file backups.

1. From the Media pool for full backups list, choose a media pool that will be used for full file

backups.

2. Toschedule periodic creation of full file backups, select the Run the full backup
automatically check box and specify the schedule according to which the job will create full
file backups. If this option is disabled, you will need to start the job manually to create full

backups of files.

If you have not previously created a media pool with the required settings, you can click the Add
New button and create a new media pool without closing the job wizard. For more details, see

Creating Custom Media Pools.

Full Backup

- Chooze media pool and set schedule for full backups.

Mame Media pool for full backups:

File Backup Media Pool [HP M5L G3 Senes 3.00)

v | AddNew..

Files and Folders
Tapes: 7

Capacity: 70.0GE

Incremertal Backup Remaining: f0.0GH

Optionz .
i [#] Fun the full backup automatically

5
HIILIEE (®) Daily at this time: | £:00 Pr4 E| | On these days

v| | Days... |

() Manthly at this time: |1DiDU P 5 | |Fourth | |Saturda_l,l

|| Manths... |

< Previous | | Mext > | |

Finizh | | Cancel
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Step 5. Specify Media Pool for Increments

At the Incremental Backup step of the wizard, choose a media pool that will be used for archiving
incremental backups of the selected files and create a schedule for incremental file backups.

1. From the Media pool for incremental backup list, choose a media pool that will be used for
incremental file backups.

2. Toschedule periodic creation of incremental file backups, select the Run incremental
backup automatically check box and specify the schedule according to which the job will
create incremental file backups. If this option is disabled, you will need to start the job
manually to create incremental backups of files.

Tip: If you have not previously created a media pool with the required settings, you can click the Add
New button and create a new media pool without closing the job wizard. For more details, see
Creating Custom Media Pools.

Incremental Backup

- Choosze media pool and set schedule for incremental backups.

Mame Media pool for incremental backup:
File Backup Media Pool [HP M5L G3 Senes 3.00) W | | Audd Mesw...

Files and Folders
Tapes: 7
Capacity: 70.0GE
Remaining: 700 GE

Full Backup

Optionz . .
i [#] Run incremental backup automatically

5
HIILIEE (®) Daily at this time: | 4:00 &k E| | On week-days

() Manthly at this time: |1DiDU P 5 | |Fourth | |Saturda_l,l

< Previous | | Mext > | | Finizh | | Cancel
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Step 6. Specify Archiving Options

At the Options step of the wizard, specify archiving and media automation options:

1. Select the Use Microsoft volume shadow copy (VSS) check box to enable backup of files
with the help if Microsoft shadow volume copies. This option enables backup of files locked
by application and provides file-level quiescence. This possibility can only be applied for files
from servers running under Windows Server 2003 or later Windows-family OSs.

2. Select the Eject media upon job completion check box if the tape should be automatically
ejected from the tape drive and placed into a slot when the job finishes.

3.

Select the Export current media set upon job completion check box if the tapes belonging
to the media set should be placed to Import/Export (Mail) slot for further export (for example,
for export to a remote office). If you want to export tapes on specific days only (for example,

every Saturday, when a backup to tape job completes), click Days and schedule export on the
necessary days).

Options
Set tape backup options.
'ml

Mame General
[#] Use Microsoft volume shadow copy [¥55)
Files and Falders

Enables backup of filez locked by running applications, and provides file-level quiescence.

Fequires Micrazoft Windows XP or later.
Full Backup

Media autornation

Incremental Backup [w] Eject media upon job completion

This option makes the job autarmatically eject tape from drives upot campletion, so that tape
doesz not stay in the drive, which iz a best practice,

[#] Export current media set upan job completion

Thiz option makes the job automatically cloze and export the curent media get on specific
days.

Surnmary

Customize additional job settings like email notifications. or pre/post job activities

| < Previous || Create || Fiizh || Cancel |

Step 7. Specify Advanced Job Settings

You can specify the following advanced settings for the files to tape job:
= Notifications Settings

= Advanced Settings
Tip: After you specify necessary settings for the files to tape job, you can save them as default settings. To
do this, click Save as Default at the bottom left corner of the Advanced Settings window. When

you create a new files to tape job, Veeam Backup Free Edition will automatically apply default
settings to the new job.
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Notifications Settings

At the Notifications tab, you can specify notification settings for the files to tape job.
At the Options step of the wizard, click Advanced. Select the Notifications tab.

1. Select the Send email notifications to the following recipients check box if you want to
receive notifications by email in case of job failure or success. In the field below, specify a
recipient’s email address. You can enter several addresses separated by a semicolon.

Email notifications will be sent if you configure general email notification settings in
Veeam Backup Free Edition.

2. You can choose to use global notification settings or specify custom notification settings.

= Toreceive a typical notification for the job, select Use global notification
settings. In this case, Veeam Backup Free Edition will apply to the job global
email notification settings specified for the Veeam backup server.

= To configure a custom notification for a job, select Use custom notification
settings. You can specify the following notification settings:

i. Inthe Subject field, specify a notification subject. You can use
the following variables in the subject: %Time% (completion
time), %JobName%, %JobResult%, %VmCount% (the number of
VMs in the job) and %/ssues% (the number of VMs in the job that
have been processed with the Warning or Failed status).

ii. Selectthe Notify on success, Notify on warning and/or Notify
on error check boxes to receive email notification if the job
completes successfully, fails or completes with a warning.

iii. Select the Suppress notifications until the last retry check box
to receive a notification about the final job status. If you do not
select this option, Veeam Backup Free Edition will send one
notification per every job retry.

Motifications | Advanced

[ Send email notifications to the following recipients:

| adrmiriztratar@vesam. com

0 Use global natification settings
® Lse custom notification settings specified below:

Subject:
[%JobResult®] Z)obMame [%T apeCount? Tapes] lesunl

[ Wotify on success

[ Wotify on warning

[w] Wotify on erar

[ Notify when waiting for tape

Save az Default Cancel
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Advanced Settings

At the Advanced tab, you can enable hardware compression or specify custom scripts that you want
to run before and/or after the files to tape job.

At the Options step of the wizard, click Advanced. Select the Advanced tab.
1. Select the Use hardware compression if available check box if the tape drive should
compress data before writing it to tape.

Enable the hardware compression only if your tape library provides support for hardware
Important! compression.

2. Select the Run the following script before the job and/or Run the following script after
the job check boxes and click Browse to choose executable file(s). You can select to execute
pre- and post-job actions after a number of job sessions or on specific week days.

= Ifyou select the Run every... backup session option, specify the number of the job
sessions after which the script(s) must be executed.

= Ifyou select the Run on selected days only option, click Days and specify week
days on which the script(s) must be executed.

Advanced

Compression

[#] Use hardware compression when availabls
“We do not recomment enabling this option when backing up already
compressed backup files.

Job scripts
[#] Fiun the following script befare the job:

|C:\script\pre-i0b.bat || Browse. .. |

[#] Fiun the following script after the job:

|C:\script\post-iob.bat || Browsze. .. |

® Fun soripts every EE backup session

() Fun soripts on the selected daps only

Saturday

Save as Default Cancel
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Step 8. Finish Working with the Wizard

After you have specified schedule settings, click Create. Select the Run the job when I click Finish
check box if you want to start archiving files to tape job right after you complete working with the
wizard. Click Finish to close the wizard.

Summary

- 'ou can copy the job settings below for the future reference.

I arne

Files and Folders
Full Backup
Incremental Backup

Options

Summary:

Mame: Payroll Reports ta Tape [G1-02)
Media pool for full backups: File Backup Media Pool
Media poal far incremental backups: File Backup Media Poal

Command line to start the job on backup server:
"C:\Program Filesheesam'E ackup and Replication\B ackup'esam.Backup.Manager.exe"’ backup
codB8325-1319-400e-3965-631 6329 7 407

[ Fun the job when | click Finish

< Previous | | Mext > | | Finish | | Cancel
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View Files on Tape
After the files to tape job completes, you can view the created archive on tape:

1. Open the Files view and press F5 to refresh it.

2. Expand the Tape node and locate the files archive. Veeam Backup Free Edition preserves the
source hierarchy of folders for archived files. You can use the created archive for file recovery.

VEEAM BACKUP AMD REPLICATION

= HOME FILES ON TAPE

FILES Q Type in an ohject nome to search for

‘?@ Jobs HaME 4 DATE CREATED DATE MODIFIED RESTORE P... SIZE
b Whware vSphere '@ marketing_1Q.pdf 12/8/2015 71659 AM 2/11/2015 4:35:40 A8 3 2.5MB
b @® Micosoft Hypery E marketing_20.pdf 12/8/2015 7 16:59 Ak 21172015 4:35:40 AhA g 2.5 B

4 [‘?: Microsoft Windows
b E':: filezerverl3.tech local
b [ shelltech local
4 Tape
4§ shelltech local
a =0
b [F Backup
4 Iﬂ Payroll_Reports
Iﬂ CustomerS ervice
77 Marketing

WIRTLIAL MACHIMES

e;ﬁ STORAGE INFRASTRUCTURE

TAPE INFRASTRUCTLRE

Ej FILES

[ HisToRY

¥

2 OBJECTS CONMECTED TO: LOCALHOST FREE EDITION \VEEGM

295 | Veeam Backup Free Edition | User Guide | REVISION 1



Restoring Backups from Tape

Veeam Backup & Replication allows you to restore backups from tape to a repository or a folder on
disk. To restore backups from tape, use the Restore Backup from Tape to Repository wizard. This
section will guide you through all steps of the wizard and provide explanation on available options.

To restore files from tape, follow the next steps:

Step 1.Launch the Files Restore Backup from Tape to Repository Wizard

To run the Restore Backup from Tape to Repository wizard, open the Tape Infrastructure view and
select the Home tab. Select Restore Virtual Machine from Tape in the working area.

Step 2. Choose VMs to Restore

At the Source step of the wizard, select one or more VMs for which backup files should be restored. If
you have chosen VMs to restore from archives on tape, the list of objects to restore will be populated
with selected VMs.

To add one or more VMs to the list, click Add VM and select where to browse for the machines:

=  FromvSphere Infrastructure — browse the virtual environment and select VMs to restore.
If you choose a VM container, Veeam Backup & Replication will expand it to a plain VM list. To
quickly find a VM, use the search field at the top of the list: enter the VM name or a part of it
and click the search button on the right or press [ENTER].
Make sure that VMs you select from the virtual environment have been successfully archived
to tape at least once.

=  From backups — browse existing backups on tape and select VMs under backup to tape
jobs. To quickly find VMs, use the search field at the bottom of the Select Objects window:
enter a VM name or a part of it and click the Start search button on the right or press
[ENTER].

To remove a VM, select itin the list and click Remove on the right.

m:) Source
’ Specify the virtual machine and recoveny point to restore from tape.
E=

=

Wirtual machines o restare:

|Q Tppa ira Vi name for ssfand feokue

Destination

Mame Restore point
Summary | ] exchangeDB 2 days ago [12:02 AM Wednesday 11/...

Total size:
90.1 GB

Yiew files

< Previous | | Mext > | | Fiizh | | Cancel
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Note:

Step 3. Select a Restore Point

By default, Veeam Backup & Replication will restore backup with the latest state of the archived VM.
However, if you want to restore a backup for the VM to an earlier state, select a VM in the list and click
Point on the right. In the Restore Points section, select a restore point that should be used to restore
VM backup.

If you choose a full backup pointin the list, Veeam Backup & Replication will restore only this full
backup. If you choose an increment, Veeam Backup & Replication will restore a chain consisting of a
full backup and forward increments, necessary to restore VMs to the required point-in-time.

If you have chosen to restore multiple VMs, you can select a different restore point for every VM
specifically.

Restore Backup from Tape to Repository \LI

Available restore points for exchangelB

Job
a & Exchange Backup

(’_‘-5 2daps ago [12:33 ...
('_Lﬁ Jdapsago [12:22 ..
Gﬁ 4 dapzago (1213 ..

Type

Increment
Increment
Increment

Media set

Media set #3 11/11/2015..,
Media set #5 10/11/2015...
Media set #5 99142015,

Backup zet date

2 dayz ago [12:33 AM W ...
Jdays ago [12:22 AM W ...
4 dayz ago (1213 AM W

Media set #4 3112015,
Media set #1 5/1/2015..

(_’5 Bdagsago [12:03 .. Increment
(5 8dapsago11:52...  Ful
[ |$_k| Exchange Eackup on ...

5 days ago [12:03 AM W
8 days ago [11:52 AM /..

Step 4. Choose Backup Destination

At the Destination step of the wizard, select where the backup files for the selected VMs should be
restored:

= Torestore VM backup files to a repository, select the Backup repository option and choose
the necessary repository from the list.

= To restore VM backup files to the Veeam backup server, shared folder or to any other machine
connected to Veeam backup server, select the Server option. Choose the necessary server
from the list and specify path to the target folder in the Path to folder field.

If you choose to restore files to a shared folder, make sure that the account under which
Veeam Backup Service runs has write permissions to the target folder. If the account does not
have sufficient permissions, Veeam Backup Free Edition will prompt you to enter credentials
for the account that can be used for writing to the target folder.
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Destination

Specify where to stage the backup fles required for Wi restore.

Restore backup files to

() Backup repositony:

| Backup Share [Created by FILESERYERO3NAdministrator at 111142015 4:27 Ak ) w |

Surmmary =

= 10E.2GE free of 126.5 GE
(®) Server

|fi|esewer03.tec:h.|oc:al v|| Details |

Path to folder:
|E\Shared || Browse... |
=

= 10B.2 GB free of 126.5 GB
Required space: 90.1 GB

| < Previous | | Mext > | | Finizh | | Cancel

Step 5. Finish Working with the Wizard

Review the settings and click Finish to restore selected VM backups.

Summary

E Freview the restare zettings and click Finish to start the restore.

Source Surmmary:

FEerver: fileserverd3 tech.local
Destination Path: C:\5hared

WM hame: exchangeDB
WM size: 0.0 KB
Restore paint: 2 days ago 1233 AM Wednesday 11/11./2015)

< Previouz | | Mest > | | Finish | | Cancel
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Restoring Files from Tape

To restore files backed up to tape, use the Files from Tape Restore wizard. This section will guide you
through all steps of the wizard and provide explanation on available options.To restore files from tape,
follow the next steps:

Step 1.Launch the Files from Tape Wizard

To run the Files from Tape wizard, open the Home tab and click Restore Files on the ribbon.
Alternatively, you can:

= Open theFiles view, expand the Tapes node and browse to the necessary files on tape.
Select the files and choose Restore Files from Tape on the ribbon.

= Open theFiles view, expand the Tapes node and browse to the necessary files on tape.
Select the files and choose Restore files from tape.

Step 2. Choose Files to Restore

At the Objects to Restore step, choose files and folders that you want to restore.

Click Add and browse to the file or folder that should be restored. The selected item will be added to
the list. To quickly find file or folder, use the search field at the top of the list: enter an object name or a
part of it and click the search button on the right or press [ENTER].

If you have chosen files to restore in the Files view, the list of objects to restore will be populated with
selected files.

To remove a file or folder from the list, select it and click Remove.

Objects to Restore
Specify one or more files or folders bo restore.

Objects to restore:

Destinai |@v Tvps in gn object name to search for
estination

Itern Haost Backup zet
| 2| CVPayroliReportsh 20134314 WwWINZI 2 7/28/2013 245PM |

@ C:AParallReportsh 20134314 WIN2012 VA28/2013 317 PM
@ C:APavraliReportsh 20134314 WIN2012 7/28/2013 2245 PM

Options

Summary

Tatal size:
17.9 MB

| < Previous || Mext > || Finizh || Cancel |

By default, Veeam Backup Free Edition will restore the latest version of files available on tape. If you
want to restore files from another restore point, select the necessary file and click Backup Set. In the
list of available backup sets, select the necessary archiving session and click OK.

299 | Veeam Backup Free Edition | User Guide | REVISION 1



Note: When you restore an entire folder from tape, Veeam Backup Free Edition restores all files that have
ever existed in the folder and been archived to tape. To restore files in the folder,
Veeam Backup Free Edition scans the selected backup set and backup sets that were created
previously. If a file is not found in the selected backup set, Veeam Backup Free Edition will restore the
most recent version of the file from a backup set preceding the selected backup set.

Select backup zet:

Hame Date Media set Libray

||% Backup zet 11/3/2015 5:29: 33 &M 11/3/2015 52940 Media zet #3 11/3/2015 5:29 AM HF M5L G3
5_:2, Backup zat 11/5/2015 4:35: 26 AM 11/5/2015 435 A Media set #7 11/5/2015 4:35 AM HPF M5L G3
|—§_1| Backup zet 11/6/2015 4:10:05 Ak T1/B/2015 41040 Media set #5 11/8/2015 4:09 Ak HF M5L G3

| | Cancel

Step 3. Specify Restore Destination

At the Destination step of the wizard, specify destination where the archived files will be restored.
You can use one of the following options:

= Original location. Use this option to restore a file to the location where the original file
resides (or resided). This type of restore is only possible if the original machine is connected
to Veeam Backup Free Edition and powered on.

= This server. Use this option if you want to restore the file to the Veeam backup server, shared
folder or to any other machine connected to Veeam backup server. From the server list,
choose a machine to which files should be restored and specify path to the target folder.

If you choose to restore files to a shared folder, make sure that the account under which
Veeam Backup Service runs has write permissions to the target folder. If the account does not
have sufficient permissions, Veeam Backup Free Edition will prompt you to enter credentials
for the account that can be used for writing to the target folder.

When restoring files to a location other than original, Veeam Backup Free Edition preserves the folder
hierarchy. To restore files to the specified target folder without keeping the folder structure, clear the
Preserve folder hierarchy check box.
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Destination
Specify where to restore selected objects to.

Obiects to Restore Restore filez and folders to

) Original location

(®) This server

|filesewer04.tech.local v|| Detailz |

Options

Surnrary Path ta Folder:

|C:'\Finance2ﬂ14 | | Browse. .. |
§ 108.2 GB free of 126.5 GB

Fequired zpace: 2.43 GB

[w] Preserve folder hierarchy

< Previous | | Mext > | | Finizh | | Cancel

Step 4. Specify Restore Options

At the Options step of the wizard, specify overwrite options in case the file already exists in the target
folder:

= Leave the existingfile. Select this option if you do not want to overwrite the existing file
with the restored one.

= Overwrite the existing file if older than the backed up file. Select this option if you want to
overwrite the existing file only if it is older than the restored file.

= Always overwrite the existing file. Select this option if you want to overwrite the existing
file with the restored file in all cases.

Select the Restore file and folder security check box if you want the restored files to keep their
original ownership and security permissions. In the opposite case, Veeam Backup Free Edition will
change security settings: the user account under which the Veeam Backup Service runs will be set as
the owner of the restored objects, while access permissions will be inherited from the target folder to
which the objects are restored.
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Options

Specify automatic conflict resolution options.

Obijects to Restore If file: already exists

Destination ® Leave the existing file

O Owenwite the existing file if older than the backed up file

Surnrmary (O Always ovensrite the existing file

[+ Bestore file and folder security

| < Previous || Hext > || Einizh

| | Cancel

Step 5. Finish Working with the Wizard

Review the settings and click Finish to restore selected files and folders.

Summary

Review the sethings, and click Finish to exit the wizard and start the restore process.

Objects to Restore Summary:

IDbjects to restore:

Destination C:8SurmmnanysPayrollF eport] . hbml
C:ASummarysPayrollR eport2_ html
Options C:5SurnmarysPayrollR epart 3. himl
Destination: Alternate location
Path: C:\Finance2014

Server: fileserverld tech local

< Previous | | Mewt > | | Finizh

| | Cancel
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Restoring Encrypted Data from Tapes

When you restore data from encrypted tapes, Veeam Backup Free Edition performs data decryption
automatically in the background or requires you to provide a password.

= If encryption keys required to unlock the tape are available in the Veeam Backup Free Edition
database, you do not need to enter the password to decrypt the tape.
Veeam Backup Free Edition uses keys from the database to unlock the encrypted tape. Data
decryption is performed in the background and data restore from encrypted tapes does not
differ from that from an unencrypted ones.

Automatic tape decryption is performed if the following conditions are met:
1. You encrypt and decrypt tapes on the same Veeam backup server.

2. Thetapeisloaded to the tape library and information about this tape is available in
the catalog.

3. The password specified in the settings of the media pool to which the tape belongs
is the same as the password that was used for tape encryption.

= If encryption keys are not available in the Veeam Backup Free Edition database, you can
provide a password or a set of passwords to unlock the encrypted tape. For more information,
see Decrypting Tapes with Password.
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Decrypting Tapes with Password

When you restore encrypted files or backups from tape, you need to specify a password that was used
to encrypt data archived to tape.

To unlock encrypted tapes:
1. Insert encrypted tapes into the tape library.

2. Catalog the tapes so that Veeam Backup Free Edition can read data archived on tape. After
you perform catalogization, encrypted tapes will be displayed under the Media > Encrypted
node in the corresponding tape library. On the cataloged tape, Veeam Backup Free Edition
displays the key icon to mark it as encrypted.

3. Intheinventory pane, select the Encrypted node under Media node.

4. Inthe working area, select the imported tape and click Specify password on the ribbon or
right-click the tape and select Specify password.

5. In the Description field of the Specify Password window, Veeam Backup Free Edition
displays a hint for the password that was used to encrypt the tape. Use the hint to recall the
password.

6. Inthe Password field, enter the password for the tape.

7. Iftheimported tape is a part of a backup set but is not the last tape in this set, perform
catalogization once again.

When Veeam Backup Free Edition creates a backup set, it writes catalog data to the last tape
in this set.

= [Ifthe imported group of tapes contains the last tape in the backup set,
Veeam Backup Free Edition retrieves catalog data from the last tape during the
initial catalogization process (see point 2 of this procedure).

= If the imported group of tapes does not contain the last tape in the backup set,
Veeam Backup Free Edition needs to additionally catalog files on imported tapes.
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If you enter a correct password, Veeam Backup Free Edition will decrypt the tape media. The tape will
be moved under the corresponding media pool in the inventory pane. You can perform restore
operations for data archived to tape as usual.
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Working with vCloud Director VMs

You can perform backup and restore operations for VMs managed by VMware vCloud Director.
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Viewing vCloud Director VMs

After you have added the vCloud Director server, you can view the vCloud Director hierarchy directly
in the Veeam Backup Free Edition console and work with VMs managed with vCloud Director. To open
the vCloud Director hierarchy:

1. In Veeam Backup Free Edition, open the Virtual Machines view.
2. Click the View tab on the ribbon.
3. Onthe View tab, click vCloud View.

The hierarchy of the added vCloud Director server will become available in the inventory pane, VMs
managed by vCloud Director will be displayed in the working area. You can work with these VMs just
as if you worked with VMs managed by vCenter Servers or registered on ESX(i) hosts added to
Veeam Backup Free Edition.

VEEAM BACKUP AND REPLICATION
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Creating VeeamZIP Files for vCD VMs

From the user’s side, creating a VeeamZIP file for vCD VMs is practically the same as creating VeeamZIP
files for regular VMs.

To create a backup of VMs with VeeamZIP, follow the next steps:
1. Open the Virtual Machines view.

Click the View tab on the ribbon.

On the View tab, click vCloud Director View.

In the infrastructure tree, click the vApp in which the necessary VM resides.

ok weN

In the working area, right-click the VM and select VeeamZIP. You can also select the
necessary VM and click VeeamZIP on the toolbar.

To quickly find a VM, type the full or partial VM name in the search field at the top of the working area
and click the Start search button on the right or press [ENTER] on the keyboard.

VEEAM BACKUP AND REPLICATION
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Performing Restore from vCD Backups

Veeam Backup Free Edition offers a number of options for restoring VM data from vCD backups. You
can perform the following operations:

= Restore a VM to VMware vCloud Director

= Restore an entire VM to the VMware vSphere infrastructure
= Restore VM hard disks

= Restore VM files (VMX, VMDK and other)

= Restore VM guest OS files

Restoring VMs to vCloud Director

Veeam Backup Free Edition lets you restore a VM from VeeamZIP files back to the vCloud Director
hierarchy.

The VM can be restored to its initial location or to any other location of your choice. You can restore a
VM that already exists — for example, in case the initial VM is corrupted or you want to revert to an
earlier state of the VM, or a VM that no longer exists — for example, if it was deleted by mistake. If you
restore a VM that already exists, the initial VM is overwritten with that from the VeeamZIP file.

Step 1. Choose VeeamZIP File

To choose a VeeamZIP file:

1. On the Home tab, click Restore on the toolbar. In the displayed window, click Browse and
select the necessary file. Alternatively, you can simply double-click the file in the file browser
(for example, in Windows Explorer).

2. In the Contained VMs list, you will see a list of VMs from the file. If you have chosen a backup
file or a VeeamZIP file created in Veeam Backup & Replication, the list may contain a number
of VMs. Select the VM that you want to restore.

3. Click Restore and select Entire VM (including registration) > Into vCloud vApp. The Full
vCloud Restore wizard will be launched.

Backup file:
C:\BackuptDBE2015-12-02T 230608, vbk | | Browsze...

Total%M size: 5B.6 GB Taken: Today
15.1 GB (3.9x) 11:07 PM 12722015

Backup size:
Contained s
WM name Tupe Pravizioned size Uszed size

4 %DB Yed 100.0GE 58.6 GB
E'_r‘_lsqlm WMware 100.0 GB 586 GB

Restore | | Close |

@ Entire W (including registration) 3 ||— Into wCloud wApp...

aﬁ WA hard disks @nto wiphere infrastructure,.,
WM files (VMDE, WG
P2 Guestfiles (indows)
4’._"}, Guest files {other OF)

309 | Veeam Backup Free Edition | User Guide | REVISION 1



Step 2. Select Restore Mode

At the Restore Mode step of the wizard, choose the necessary restore mode and backup proxy for VM
data transport:

1. Choose arestore mode:

= Select Restore to original location if you want to restore the VM(s) with initial
settings and to the original location. If this option is selected, you will immediately
pass to the Summary step of the wizard.

= Select Restore to a new location, or with different settings if you want to restore
the VM(s) to a different location and/or with different settings (such as VM location,
network settings, fast provisioning settings and so on). If this option is selected, the
vCloud Full VM Restore wizard will include additional steps for customizing VM
settings.

2. [For VM restore to the original location] Select the Quick rollback check box if you want to
use incremental restore for the VM(s). Veeam Backup Free Edition will use CBT to get data
blocks that are necessary to revert the VM(s) to an earlier point in time, and will restore only
these data blocks from the backup. Quick rollback significantly reduces the restore time and
has little impact on the production environment.

It is recommended that you enable this option if you restore the VM(s) after a problem that
occurred at the level of the VM guest OS: for example, there has been an application error or a
user has accidentally deleted a file on the VM guest OS. Do not enable this option if the
problem has occurred at the VM hardware level, storage level or due to a power loss.

¢ Restore Mode
|T_ —— Specify whether selected objects should be restared back to the ariginal location, o to a new location or with different settings.

Restore Type () Restore to the original location

. Quickly initiate restore of selected ViMz to the onginal location, and with the original name
Obijects to Restore and zettings. Thiz aption minimizes the chance of user input emar,

®) Restore to a new location. or with different settings
Custarnize restored WM location, and change its settings. The wizard will automatically

Location populate all controlz with the original WM zettings as the default zettings.
Wh Metwark Pick prowy to use
Fazt Provizioning
D ataztores
Reason
Surnmary

[ Quick rollback [restore changed blacks only)

Allowes for quick WM recovery in caze of guest 05 software problem, or uzer emor. Do not uze thiz
optian when recovering from dizaster caused by hardware or storage izsue, or power loss,

< Previous | | Mest » | | Finizh | | Cancel
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Step 3. Select VM Location

The Location step of the wizard is available if you have chosen to change the location and settings for
the restored VM(s).

By default, Veeam Backup Free Edition restores the VM to its initial location. To restore the VM a
different location:

1. Select the VM in the list and click vApp.

2. From the vCloud Director hierarchy, choose a vApp in which the restored VM must be
registered.

To facilitate selection, use the search field at the bottom of the window: enter the vApp name
or a part of it and click the Start search button on the right or press [ENTER].

To change the VM name:
1. SelectaVMin thelist and click Name.

2. In the Change Name window, enter a new name explicitly or specify a change name rule by
adding a prefix and/or suffix to the initial VM name.

3. Youcan also change VM names directly in the list: select a VM, click the New Name field and
enter the name to be assigned to the recovered VM.

If you are restoring a linked clone VM to a different location, make sure that fast provisioning is
Important! enabled at the level of the target Organization vDC. Otherwise Veeam Backup Free Edition will
restore the VM as a regular VM.

vCloud Full ¥M Restore 2

¢ Location
IT_ —— Specify wApp and name for the restored wirtual machines.

Restore Type

Objects to Restore

Specify how selected Wi name should be changed:
Restare Mode
Set name to;

[sqi02

Wk Metwork [w] add prefis

Feazon | ME_

[ add zuffiz:

Summary

|_rest0red

Ok || Cancel |

Select multiple wirtual machines to apply changes in bulk. | Mame... | | whpp.. |

< Previous | | Mext > | | Fiizh | | Cancel |
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Step 4. Select Destination Network

The VM Network step of the wizard is available if you have chosen to change the location and
settings of the restored VM(s).

To select networks to which the restored VM must be connected:
1. SelectaVMin thelist and click Networks.

2. The Select Network window displays all networks that are configured for the destination
vApp. From the list of available networks, choose a network to which the restored VM must
have access upon restore.

To facilitate selection, use the search field at the bottom of the window: enter a network
name or a part of it and click the Start search button on the right or press [ENTER].

To prevent the restored VM from accessing any network, select itin the list and click Disconnected.

¢ ¥M Network
|T_ —— By defaul, restored WM iz connected to the zame virtual netwark s as the original VM. If you are restoring WM to a different
% location, specify how original location's networks map to the new location's networks.

Restore Tupe Metwork connections:

Source Target
Objects to Restore P DIT‘:l sqil2

E wedMetwork vedMetwaork

Restore Mode

Location

Fast Provizioning
Datastores
Feazon

Surnmary

Select multiple WMz to apply settings in bulk. | Metwark. . | | Dizconnect |

< Previous || Mest » || Finizh || Cancel |
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Step 5. Select Template to Link

The Fast Provisioning step of the wizard is available if you have chosen to change the settings of the
restored VM(s).

To select a VM template:
1. SelectaVMin thelist and click Set Template.

2. From the VMware vCloud Director hierarchy, choose a template to which the restored VM
must be linked.

To facilitate selection, use the search field at the bottom of the window: enter a VM template
name or a part of it and click the Start search button on the right or press [ENTER].

If you want to disable fast provisioning for the VM and restore it as a regular VM, select the VM in the
list and click Disable.

* Fast Provisioning
- E Specify restore settings for virtual machings that use Fast Provisioning feature.

Restore Type Fast provisioning templates:

; W Template Target wApp
Objects to Restore [5sqi02 Disabled wApplT

Restare Mode
Location

Wil Metwork

Datastares
Reazon

Surmmary

Select multiple wirtual machines to apply changes in bulk. | Template. .. | | Dizable |

| < Previous || Mest > || Finizh || Cancel |

Step 6. Select Storage Profile and Datastores

The Datastores step of the wizard is available if you have chosen to change the settings of the
restored VM(s).

To select a storage profile for the restored VM:
1. SelectaVMin thelist and click Storage Profile.

2. In the displayed window, select the necessary profile for the VM.
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If you have selected to disable fast provisioning at the previous step of the wizard, you must select a
datastore on which disks of the restored VM will be placed.

1. SelectaVMin thelist and click Datastore.

2. In the displayed window, select the datastore on which the VM disks must be located.

¢ Datastores
|T_ —— Specify storage policy and datastores faor restared wirtual machine.

s

Festore Type
Objects to Restore
Restore Mods
Loeation

Wi Metwork

Fast Provisioning

Feazon

Summary

Restored %M storage settings:

Wi Mame Storage Policy Datastore

||':|j zql02 LocalD atastores datastore2 [282.4 GE free]

Select multiple virtual machines to apply changes in bulk.

| Palicy... ||Qatastore...

< Previous | | Mest » | | Einizh | | Cancel
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Step 7. Verify Recovery Settings

At the Summary step of the wizard, specify additional settings for VM(s) restore:
1. If you want to start the restored VM(s), select the Power on VM after restoring check box.

2. Check the settings for VM(s) restore and click Finish. Veeam Backup Free Edition will recover
the VM(s) in the specified destination.

Note: Veeam Backup Free Edition checks the lease term for the restored VM(s). In case the lease period has
expired, the lease will be automatically updated.

* Summary
IT_ — = Please review the restore settings, and click Finish to exit the wizard and start the restore.

Ba

Restore Type Surnmary:

Wi name: new_sql02

Objects to Restore Festare paint: 2 daps ago [6:50 AM Thursday 12/3/2015)
Target organization: Alpha

Festare Made Target arganization wDC: Alpha_wde

Target whpp: wappll

Location Storage policy: LocalD atastores
Datastore: datastore2

Wi Metwork wApp netwark, mapping:
vodMetwork, > wodMebwaork,
Fazt Provizioning

Datastares

Reason

[#] Power on M after restaring

< Previous | | Meut > | | Finizh | | Cancel
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Restoring VMs to VMware vSphere Infrastructure

In addition to restoring a VM to the vCloud Director hierarchy, you can also restore it to the VMware
vSphere infrastructure. In this situation, Veeam Backup Free Edition neglects the vApp metadata saved
to the VeeamZIP file and performs a regular full VM restore process: the VM is restored to the vCenter
Server or ESX(i) host and is not registered in vCloud Director.

To restore a VM to vCloud Director, follow the next steps:
To choose afile:

1. On the Home tab, click Restore on the toolbar. In the displayed window, click Browse and
select the necessary file. Alternatively, you can simply double-click the file in the file browser
(for example, in Windows Explorer).

2. In the Contained VMs list, you will see a list of VMs from the file. If you have chosen a backup
file or a VeeamZIP file created in Veeam Backup & Replication, the list may contain a number
of VMs. Select the VM that you want to restore.

3. Click Restore and select Entire VM (including registration) > Into virtual infrastructure.
The Full VM Restore wizard will be launched.

Full VM restore for VMs managed by vCloud Director does not differ from full VM restore for regular
VMs. For more information, see Performing Full VM Restore.

Backup file:
C:\BackuptDB2015-12-02T 230606, vbk

TotalVM zize: 5bB.6 GB Taken: Today
Backupsize:  19.1 GB [3.9x) 11:07 PM 1272/201%
Contained s
WM name Tupe Pravizioned size Used size

4 %DB Yid 100.0 GB 58.6 GB
E‘qulm Whware 100.0 GB 58.6GB

| Restore || Clage |

|E&I Entire Wh {including registration) 3 " % Into wCloud whpp...

aﬁ Wh hard disks Iﬁklnto wiphere infrastructure..,
il WM files (WMDK, WG
25 Guest files (Windows)
4’._"}, Guest files {other OF)

Restoring VM Files

The process of VM files restore for vCD VMs does not differ from that for regular VMware VMs. For
more information, see Restoring VM Files.

Restoring VM Hard Disks

The process of VM hard disks restore for vCD VMs does not differ from that for regular VMware VMs.
For more information, see Restoring VM Hard Disks.

Restoring VM Guest OS Files

The process of VM hard disks restore for vCD VMs does not differ from that for regular VMware VMs.
For more information, see Restoring VM Guest Files and Multi-OS File-Level Restore.
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Performing Configuration Backup and Restore

You can back up and restore the configuration database that Veeam Backup Free Edition uses.

During configuration backup, Veeam Backup Free Edition exports data from the configuration
database and saves it to a backup file on the backup repository. If the backup server fails for some
reason, you can re-install the backup server and quickly restore its configuration from the
configuration backup. You can also use configuration backups to apply the configuration of one
backup server to another backup server in the backup infrastructure.

It is recommended that you regularly perform configuration backup for every backup server in the
backup infrastructure. Periodic configuration backups reduce the risk of data loss and minimize the
administrative overheard if any problem with backup servers occurs.
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Creating Configuration Backups

When you perform configuration backup, Veeam Backup Free Edition retrieves data for the backup
server from the configuration database, writes this data into a set of XML files and archives these XML
files to a backup file of the BCO format.

Veeam Backup Free Edition exports information about the following objects:

= Backup infrastructure components and objects: hosts, servers, global settings configured
on the backup server and so on.

= Sessions: job sessions performed on the backup server.
= Tapes: tape libraries connected to the backup server.

Configuration backup is job-driven. You can schedule it to run regularly or start it manually. You can
choose a location in which the configuration backup must be stored and specify the necessary
retention settings.

By default, Veeam Backup Free Edition is configured to create a configuration backup daily. The
resulting configuration backup file is stored in the \VeeamConfigBackup\%BackupServer% folder
on the default backup repository. However, for security’s sake, it is recommended that you store
configuration backups on the backup repository other than the default one or any other storage.If the
backup server fails, its configuration data will remain, and you will be able to recover the failed backup
server.

Note: When you configure a new backup repository, Veeam Backup Free Edition offers you to change the
configuration backup file location from the default backup repository to the new backup repository.
Click Yes, and Veeam Backup Free Edition will automatically change the backup targetin the
configuration backup job settings and will use this target in future.

Configuration backups that were created before the target change will remain on the default backup
repository. You can manually copy them to the new backup repository to have all restore points of
the configuration backup in one place.
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Scheduling Configuration Backups

You can instruct Veeam Backup Free Edition to perform configuration backup automatically by
schedule.

If you plan to migrate configuration data to the database used by another backup server, stop all
Important! running jobs and disable scheduled jobs before creating the configuration backup. In the opposite

case, job sessions may be failing after configuration restore. For more information, see Migrating
Configuration Database.

To schedule a configuration backup:
1. From the main menu, select Configuration Backup.

2. Make sure that the Enable configuration backup to the following repository check box is
selected.

3. In the Restore points to keep field, specify the number of restore points that you want to
maintain on the backup repository.

4. Click Schedule next to the Perform backup on field and specify the time schedule according
to which the configuration backup must be created.

5. To create an encrypted backup, select the Encrypt configuration backup check box. From
the Password field, select a password you want to use for encryption. If you have not created
a password beforehand, click Add or use the Manage passwords link to specify a new
password. For more information, see Creating Encrypted Configuration Backups.

Backup
[#] Enable configuration backup to the following repositons:

Backup repositony:

| Backup Repository [Created by Weeam Backup)

=
—]

= 2050GB free of 59.7 GB

Restore points to keep:

Perform backup on: Draily at 10:00 Akd Schedule...
Last successful backup:  12/7/2015 12:06 &AM

[#] Enciypt configuration backup

Paszword:

|Standard [Last edited: 4 days ago) v | | Add..

) Loss protection enabled  Manage passwords

Q Configuration backup contains encrypted data.

Restore

Fiestare the configuration backup ta thiz zerver:

QK | | Cancel | | Apply |
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Running Configuration Backups Manually

You can create a configuration backup manually when you need it, for example, if you want to capture
a state of the configuration database at a specific pointin time.

If you plan to migrate configuration data to the database used by another backup server, stop all

Important! running jobs and disable scheduled jobs before creating the configuration backup. In the opposite
case, job sessions may be failing after configuration restore. For more information, see Migrating
Configuration Database.

To create a configuration backup manually:

1. From the main menu, select Configuration Backup.

2. Make sure that the Enable configuration backup to the following repository check box is
selected.

3. In the Restore points to keep field, specify the number of restore points that you want to
maintain on the backup repository.

4. To create an encrypted backup, select the Encrypt configuration backup check box. From
the Password field, select a password you want to use for encryption. If you have not created
a password beforehand, click Add or use the Manage passwords link to specify a new
password. For more information, see Creating Encrypted Configuration Backups.

5. Click Backup now.

Veeam Backup Free Edition will back up the configuration database and store a new restore point to
the selected backup repository.

Backup
[#] Enable configuration backup to the following repositons:

Backup repositony:

| Backup Repositary [Created by Weeam Backup)

= J05GE free of 59.7 GB

Restore points to keep:

Perform backup on: Draily at 10:00 Akd Schedule...
Last successfulbackup:  12/7/2015 12,06 A

[#] Enciypt configuration backup
Pazzword:
|Standard [Last edited: 4 days ago] v | | Add...
) Loss protection enabled  Manage passwords

'O Configuration backup contains encrypted data.

Restore

Fiestare the configuration backup ta thiz zerver:

(1] | | Cancel | | Apply |
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Creating Encrypted Configuration Backups

Veeam Backup Free Edition requires that you encrypt the configuration backup if you have created at
least one password in the Password Manager on the backup server.

When you encrypt jobs or tapes with passwords, Veeam Backup Free Edition creates a set of keys that
are employed in the encryption process. Some encryption keys, for example, storage keys and
metakeys, are stored in the configuration database. If a configuration backup was non-encrypted, data
from it could be freely restored on any backup server. Encryption keys saved to the configuration
database and the content of encrypted files might become accessible for unintended audience.

If the Password Manager contains at least one password and you do not enable encryption for the
configuration backup, Veeam Backup Free Edition disables configuration backup. To enable the
configuration backup, you must enable encryption in the configuration backup job settings.

Password Manager £

Encryption Passwords

This dialoqg is used ko manage and update your encryplion passwards, These passwards are used to prokect the
actual encryption kew, which is generated randomly each time the job is run, and skored in the backup File,
‘ Security best practices recommend that wou update wour passwords periodically,

Dezcription Lagt edited Add
Standard lezs than a day ago
Edit
Yeeam Backup and Replication . Fomove

Configuration backup is disabled for security purposes. Please
LE configure encryption in the configuration backup settings before
re-enabling.

| Ok | | Cancel

After you enable the encryption option, Veeam Backup Free Edition will create encrypted
configuration backups. Beside encryption keys, the created backups capture credential records
specified in the Credentials Manager. When you restore data from such backup, you will not have to
enter passwords for credentials records again (unless the passwords for credentials records have
changed by the time of restore).

To encrypt the configuration backup:
1. From the main menu, select Configuration Backup.
2. Select the Encrypt configuration backup check box.

3. From the Password field, select a password you want to use for encryption. If you have not
created a password beforehand, click Add or use the Manage passwords link to specify a
new password. For more information, see Managing Passwords for Data Encryption.
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Restoring Configuration Data

To restore data from the configuration backup, you can use one of two methods: data restore and
data migration.

Data restore can be helpful in the following situations:

= The configuration database got corrupted and you want to recover data from the
configuration backup.

= The Microsoft SQL Server on which the configuration database resides got corrupted, and you
want to deploy the configuration database on a new Microsoft SQL Server, and restore data
from the configuration backup to it.

=  You want to roll back the configuration database to a specific point in time.

=  You want to restore data to a new configuration database on the same Microsoft SQL server,
for example, for testing purposes.

Data migration can be helpful if you need to move the backup server and configuration database to
another location, for example, offsite. In this case, you can configure a backup server, deploy a
Microsoft SQL Server in the target location and then restore data from the configuration backup to a
database on this server. As a result, you will get a "replica” of the backup server without additional
adjustments and fine-tuning.

It is recommended that you use Veeam Backup Free Edition tools to create configuration backups and
migrate the configuration database. If you use other tools, for example, native Microsoft SQL Server
tools, after migration some information such as secure configuration data may be not accessible.

Restoring Configuration Database

You can restore a configuration backup on the same backup server where the backup was created or
on another backup server.

Before you start the restore process, check prerequisites. Then use the Veeam Backup & Replication
Configuration Restore wizard to restore the configuration database.

Before You Begin

Before you start the restore process, check the following prerequisites:

1. Stop all jobs that are currently running. During restore of configuration,
Veeam Backup Free Edition temporary stops the Veeam Backup Service and jobs.

2. Check the version of the backup server. On the backup server running
Veeam Backup Free Edition 9.0, you can restore configuration backups created with the
following product versions: 7.0 Update 4, 8.0 and 9.0.
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Step 1. Launch Configuration Database Restore Wizard

To launch the Veeam Backup and Replication Configuration Restore wizard, do either one of the
following:

= From the main menu, select Configuration Backup. In the Restore section, click Restore.
In Microsoft Windows Explorer, open the folder where configuration backups are stored (by
default, Backup\VeeamConfigBackup\<BackupServerName> on the volume with most
disk space on the backup server) and double-click the necessary configuration backup file.

Backup

[#] Enable configuration backup to the follawing repozitons:

Backup repository:

| Backup Repository [Created by Yeeam Backup)

= 2050GB free of 53.7 GB

Fiestore paints to keep: a

Perform backup o Draily at 10:00 Ak Schedule...
Last successful backup: 124742015 12:05 AM

[#] Ercrypt configuration backup

Pasaword:

|Standard [Last edited: 4 days ago) W | | Add...

Q Losz protection enabled  Manage paszwords

o Configuration backup containg encrypted data.

Restore

Restore the configuration backup to this zerver:

|| Cancel ||
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Step 2. Select Restore Mode

At the Restore Mode step of the wizard, choose a restore mode that you want to use.

= Select Restore if you want to restore data from the configuration backup to the database
used by the initial backup server.

In the Restore mode, Veeam Backup Free Edition retrieves configuration data from the
backup and stores it to the target database. After that, Veeam Backup Free Edition performs
additional rescan of VM replicas, backup repositories and tape libraries connected to the
backup server. Rescan helps synchronize potential changes between the backup
infrastructure and restored database that took place from the moment when the
configuration backup was created till the present time. As a result, the target configuration
database will contain information about restore points that were created after the
configuration backup was taken, and this information is displayed in the

Veeam Backup Free Edition console.

= Select Migrate if you want to restore data from the configuration backup to the database
used by another backup server.

In the Migrate mode, Veeam Backup Free Edition retrieves configuration data from the
backup and stores it to the target database. No rescan operation is performed.

Restore Mode

m Specify your configuration restore scenario.
=l

® Restore

_ _ Uze this mode if you have unexpectediy lazt your backup server, and are tving to restore it. Once
Configuration Backup the configuration restore has been completed, the wizard will initiate the process of searching for
any new restore points that might have been created after the last configuration backup.
Backup Contents

Target D atabaze
Migrate
Restore Options Usge this mode if you are performing planned migration of your backup server to a new computer.
Ta ensure there is no data lozz, make sure you are using the configuration backup made after all
Restore jobs have been stopped and dizabled.

Surnmary

< Previouz | | Mest > | | Finizh | | Cancel
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Step 3. Select Configuration Backup

At the Configuration Backup step of the wizard, select a configuration backup from which you want
to restore data.

1. From the Backup repository list, select a server or backup repository on which the
configuration backup file is located.

2. Click Browse next to the Backup file field and select the backup file.

If you select to restore configuration data from a backup on a remote backup repository, during
restore Veeam Backup Free Edition will first copy the backup file to a temporary folder on the backup
server. After you finish the restore process and close the wizard, Veeam Backup Free Edition will
automatically delete the configuration file from the temporary folder.

Configuration Backup

m Select the configuration backup file wou would like to use.
=]

Restore Mode Backup repositony:

| Thiz server

Backup file:

Backup Contentz -
| C:\BackupWeeamConfigh ackuphSRVIASRY02_2015-12-07_00-08-20 beo

Target Databaze
Configuration backup file lozated in remote backup repositones will be copied locally
Festare Options inta a temporary folder. This may take some time.

Restare

Surmmary

< Previous || Analyze » || Finizh || Cancel
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Step 4. Review Configuration Backup Parameters

At the Backup Contents step of the wizard, Veeam Backup Free Edition will analyze the content of the
selected backup file and display the following settings:

= Backup file settings: settings of the configuration backup file itself.

= Product settings: version of Veeam Backup Free Edition installed on the initial backup server
and configuration database version.

= List of catalogs: catalogs storing backup configuration data.

Review the displayed settings and click Next.

Backup Contents

M Feview the contents of the correzponding backup file. If necessary, go back in the wizard ta pick anather ohe.
(=]

Restore Mode

Canfiguration Backup

Paszzwaord

Target Databaze
Fiestore Optiohs
Restore

Surmmary

Parameter
Backup file
Path
Size
Creation time
Creation duration
Comprezzed data
Uncompreszed data
Compression ratio
Encrypted backup
Fiestore pazsword
Product
Product name
Product wersion
Database version

Catalogs

Walue

C:AB ackupWeeamConfigB ackuphSRY02VSRW02_2015-12-07_..

SEZEKE
12/7/201512:06:28 AM
00012078

571.9KE

7.2 MB

12.97x

Yes

Supparted

Yeeam Eackup and Replication 5.0
9.0.0.763

< Previous || Mest >

| [ Finish

| | Cancel
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Step 5. Specify Password

The Password step of the wizard is available if you have enabled the encryption option in the
configuration backup properties.

Enter the password to decrypt configuration backup data:
1. Check the password hint to recall the password.

1. Inthe Password field, enter the password to decrypt the configuration backup file.

Password

M Specify configuration backup's passward.
=i

Restare Mode Password: |geessesees

Configuration Backup Standard

Backup Contents

| fargat the pazsword
Target Databaze
Restore Optionz
Restare

Surnmary

< Previous || Walidate » || Finizh || Cancel

Step 6. Specify Target Database

At the Target Database step of the wizard, specify a target Microsoft SQL server and database to
which configuration data must be restored.

1. In the Database name field, specify a name of the database to which configuration data
must be restored. By default, Veeam Backup Free Edition uses the name of the initial
database.

If you specify a name of the database that does not exist, Veeam Backup Free Edition will
create it on the Microsoft SQL Server.

2. From the Server name list, select a Microsoft SQL server on which the database is deployed
or must be deployed. In the list of Microsoft SQL Servers Veeam Backup Free Edition displays
all servers from the network where the backup server resides. To update the list of servers,
click Refresh on the right.
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3. In the Authentication section, select the authentication mode to connect to the Microsoft
SQL Server instance: Windows Authentication or SQL Server Authentication. If you select
the Microsoft SQL Server authentication mode, specify the user name and password of the
account that you want to use. To view the entered password, click and hold the eye icon on
the right of the field.

Target Database

m Specify the Weeam Backup & Replication database to restore configuration to.
(=]

Restore Mode Cannection

L atabaze name: |VeeamBackupD-ﬂl |

Canfiguration Backup

Severname: | SRVOZWEEAMSOL2012 v|| Bsfesh |

Backup Contents
Password
Authentication
® ‘Windows authentication

Fiestore Optiohs ) SOL authentication

Restare Login narne: |SF|VD2\.-‘-‘«dministrat0r

Pasaword: |

Surmmary

< Previous | | LConnect > || Finizh || Cancel

Step 7. Specify Restore Options

At the Restore Options step of the wizard, specify additional restore options.

1. In the Restore section, select what data you want to restore from the configuration backup.
Veeam Backup Free Edition always restores configuration data for backup infrastructure
components, jobs and global settings specified at the level of the backup server. You can
additionally restore the following data:

= Backup and replica catalog: data about all backups and replicas registered on the
backup server.

2. Ifyou are restoring configuration data to the same database, select the Backup existing
database before configuration restore check box. This option will help you protect the
current database from accidental errors during the restore process. During restore,

Veeam Backup Free Edition will first back up the current database using the native tools of
Microsoft SQL Server. After that, Veeam Backup Free Edition will purge the current database
and import data from the configuration backup toit. In such scenario, if an error occurs
during the restore process, you will be able to restore the current database from the Microsoft
SQL backup using Microsoft SQL Management Studio or SQL scripts.

The created Microsoft SQL database backup is named by the following pattern:
VeeamBackup<DatabaseName><date>.bak and stored to the default Microsoft SQL backups
location, for example: %Program Files%\Microsoft SQL
Server\MSSQL11_MSSQLSERVER\MSSQL\Backup\.
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3. Click Restore.Veeam Backup Free Edition will stop currently running jobs and
Veeam Backup Free Edition services and will restore the database to the specified location.

Restore Options
M Specify what configuration data pau want to restore. Once you click Restare, the wizard will proceed with restaring the selected
=] configuration data into the specified database.

Restare Mode Restore

[+ Backup and replica catalog

Canfiguration Backu ) . } ) L .
g > Restores information about available backup and replica restore pointz, including content and

Backup Contents location of all tapes which have been written.
Paszzword [v] Session history

Restores job sessions and restore operator activity history.
Target Databaze
Advanced

[ Enable required PowerShell execution policy for SCMM

Restare [] Backup existing database before configuration restore [recommendsd)

Creates native backup of the exizting databaze using SOL Server's built-in backup capabilities.
Surmmary

< Previous || Resztore » || Finizh || Cancel

Step 8. Review Restore Settings

At the Restore step of the wizard, Veeam Backup Free Edition will display the progress on the restore
process. Wait for the restore process to complete and click Next.

Restore

M Pleaze wait while configuration iz being restored...
=l

Fiestaore Mode Meszage Diuration |~
0 Decompressing configuration backup o014
0 Connecting to databaze WeeamB ackupls

Q Starting configuration catalog restore [100% done) 00002
o Reading configuration backup 00009
Pazsword o Configuration catalog proceszed [2089 itemsz) 00004
0 Backups catalog processed [B05 itemnz] 00002
Target Database () Sessions catalog processed [1668 items] 00002
Q Tape catalog processed 2 items)

Q Finalizing configuration catalog restore [100% done) 00002
o Dizabling all scheduled uzer jobs

0 Saving databaze VeeamB ackuplb settings

Credential: (2 Lacking database VeeamB ackupis

0 Analyzing restored configuration

Surmmary Q Enabling Microzoft PowerS hell execution policy

o Microsoft PowerShell execution policy is already set to Remote Signed

o Saving configuration restore session

0 Configuration restare complated successfully

Configuration Backup

Backup Contents

Restore Options

< Previous | | Hest > | | Einizh | | Cancel
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If you have chosen to restore data in the Migrate mode and the configuration backup file does not
meet the Migrate mode requirements, Veeam Backup Free Edition will display a warning and offer you
to switch to the Restore mode. The Restore mode requires more time but guarantees that information
about all new restore points will be available in the restored database.

= To switch to the Restore mode, in the warning window click Yes.
= To carry on data restore in the Migrate mode, in the warning window click No.
= To stop the restore process, in the warning window click Cancel.

For more information, see Migrating Configuration Database.

Step 9. Finalize Restore Process

After the restore process has finished, you may need to perform the following actions to finalize the
configuration database restore:

1. Specify credentials for backup infrastructure objects.

2. Perform components upgrade.

Specifying Credentials
The Credentials step of the wizard is available if you have enabled encryption for configuration
backup.

Veeam Backup Free Edition displays a list of credentials records that existed on the backup server at
the time when the configuration backup was created. If by the time of restore passwords for
credentials records have changed, you can specify new values for these records.

To specify new passwords:
1. Select acredentials record in the list and click Edit.
2. Enter the necessary password.

3. Repeat the procedure for all credentials records in the list.

) Yeeam Backup and Replication Configuration Restore 2

Credentials

M Please verify and update the reztore credentialz, if they have changed since the time when configuration backup was taken,
=i

Restore Mode Account Type Description Last edited Edit

) ) F%. 172175314, Standard 1721752 14\Admin...  less than aday ..
Cloali Uil s TA172176328.. Standad  17217.53.28%Admin..  less than aday ..
'ﬁ"% 3paradm Standard 3paradm 1 day ago

Backup Contents

Password

Target Databaze E |Jzermame: | Adrminiztrataor || Browsze. ..
; ?& Pazsword: {fo ciftanga e zaved paszword. click heraf |

Restore Optionz

Restare Dezcription:
172.17.53. 28 \Administratar

Summary

| | Cancel

< Previous | | Start > | | Firizh | | Cancel
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Performing Components Upgrade

After the restore process is complete, Veeam Backup Free Edition will check if services on backup
infrastructure components must be upgraded and display a list of outdated components.

To upgrade backup infrastructure components, select check boxes next to the necessary components
and click Next. If some component fails to upgrade, you can get back to a previous step of the wizard
and repeat the procedure or close the wizard and upgrade the components manually. For more
information, see Upgrading Server Components.

Step 10. Synchronize Backups and Tape Libraries

After the configuration database is restored, Veeam Backup Free Edition can perform a
synchronization operation for backups and replicas created on the backup server and tape libraries
connected to the backup server.

The synchronization operation for backups and replicas is performed in the following situations:

1. You are restoring a database from the backup created with Veeam Backup Free Edition 7.0 in
the Restore mode.

2. You are restoring a database from the backup created with Veeam Backup Free Edition 8.0 in
the Restore mode and you have selected to restore data from the Backup and replica
catalog.

The synchronization operation for tape libraries is performed in the following situations:

1. You are restoring a database from the backup created with Veeam Backup Free Edition 7.0 in
the Restore mode.

2. You are restoring a database from the backup created with Veeam Backup Free Edition 8.0 in
the Restore mode and you have selected to restore data from the Backup and replica
catalog.

Wait for the synchronization operation to complete.

Note: Veeam Backup Free Edition has a set of limitations for restoring tape data from configuration
backups created with Veeam Backup Free Edition 7.0. For more information, see
http://veeam.com/kb1935.
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Step 11. Finish Working with Wizard

At the Summary step of the wizard, finalize the process of configuration data restore.
1. Review the restore process results.

2. If you want to start Veeam Backup Free Edition after you finish working with the wizard, select
the Launch the Backup & Replication user interface check box.

3. Click Finish to exit the wizard.

Note: If you restore data from the configuration backup in the Restore mode, all jobs on the backup server
will be disabled after the restore process is complete. You need to enable them manually.

Summary

m Review the configuration restore result, and click Finish bo exit the wizard.
[==]

Restore Mode Sumrnary:
Configuration migration is completed successfully

Configuration Backup
Source backup file: C:A\BackuphyYeeamConfigB ackuphSRV0I2ASRY0Z2_2015-12-07_00-06-20.beo
Backup Contents Target databaze: VesamBackup

Ead Haw you can start Yesam Backup and Feplication Console)

Target Databaze
Restore Optianz
Fiestare

Credential:

[ Launch the Backup & Replication user interface

Yeeam Backup ahd Replization Conzole will be launched automatically ohce the restare is
completed.

< Previous | | Mest > | | Finizh | | Cancel
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Migrating Configuration Backup

To migrate configuration data to a database used by another backup server, perform the following
steps:

1. Before you create the configuration backup, stop all running jobs and disable all scheduled
jobs on the backup server from which you migrate configuration data.

Do not start and/or enable any jobs. If you start a job before migration is completed,

Veeam Backup Free Edition will produce a new restore pointin the chain and update the
chain metadata. The created configuration backup will not contain information about this
new restore point. When you migrate data from the configuration backup to the database
and start the job again, Veeam Backup Free Edition will fail to synchronize the chain metadata
with data in the database. As a result, the job will fail.

2. Launch the Configuration Database Restore wizard. At the Restore Mode step of the
wizard, select Migrate.

3. Follow the next steps of the wizard and specify other configuration migration settings as
described in Restoring Configuration Database.

Before starting configuration data restore in the Migrate mode, Veeam Backup Free Edition performs
an additional check. If you have selected to use the Migrate mode and the configuration backup does
not meet the requirements, Veeam Backup Free Edition will offer you to switch to the Restore mode.
In the Restore mode, Veeam Backup Free Edition will perform additional rescan of VM replicas, backup
repositories and tape libraries connected to the backup server. The database will be updated to
include information about new restore points, and subsequent job sessions will be working in a
proper way.
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Specifying Veeam Backup & Replication Options

You can set up general settings for Veeam Backup Free Edition. General settings are applied to all jobs,
backup infrastructure components and other objects managed by the backup server.
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Specifying Session History Settings

You can specify session history settings for jobs performed on the backup server.
1. From the main menu, select Options.
2. Click the History tab.

3. Inthe Sessions section, specify the number of sessions to display in the Sessions list of the
History view.

4. In the Session history retention section, specify the number of weeks for which
Veeam Backup Free Edition must keep session information in the configuration database.

170 Control | History

Sessiong
) Show all sessions

®) Show anly last E SEEEI0NE

Seszion history retention
) Keep all sessions

®) Keep only last week[g]

114 || Cancel ||
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Specifying Data Processing Settings

You can select the data processing mode for VM disks in jobs (parallel or sequential).To specify data
processing settings:

1. From the main menu, select Options.
2. Click the I/0 Control tab.

3. By default, Veeam Backup Free Edition uses the parallel data processing mode for VM disks.
To disable parallel processing, clear the Enable parallel processing check box. In this case,
Veeam Backup Free Edition will process VM disks sequentially, one by one.

[#] Enable parallel processing

I akes backup and replication jobs process multiple vitual disks
and wirtwal machines in parallel, rather than sequentially,

[ "] Enable storage latency contral

Define desired primary storage latency limits ba ensure wnning jobs
do not impact storage availability to production workloads.

Stop assigning new tazks to dataztore at:

Thirottle 1/0 of existing tazks at:

Set custom thresholds onindividual datastares

1 Requires Yeeam Eackup & Replication Enterprize edition.

(1] || Cancel || Apply
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Viewing Realtime Statistics

You can view detailed statistics on every VeeamZIP task.
To view statistics for a VeeamZIP task, do either of the following:

= Open the History view. In the inventory pane select Jobs. In the working area, double-click
the necessary task.

= QOpen the History view. In the inventory pane select Jobs. In the working area, right-click the
necessary task and select Statistics.

apached1_2015-

lob progress: 1 of 1Whis
______________________________________________________________________________________________|

SUMMLRY DATA, STATUS
Duration: 0n30 Processed: 8.0GE (1005 Success: 1 0
Pracessing rate: 34 MEBSs Read: 2.0Ge Wiarhings: 0
Bottleneck: Prosy Transferred: 3.2 GB (2.5x) Errars: a
THROUGHPUT (ALL TIME)
Speed: 741 MB/s
[HakE STATUS ACTION 4 DURATION al
E:I apache(l ) Success () Queued for processing at 2/12/2015 2:57:06 40

(2 Required backup infrastructure resources have been assigned

() WM processing started at 2/12/2015 2:57:06 Ah

0 Wh size: 80.0 GE (8.0 GB used)

(D Getting WM info frorm wSphere 0:00:13
(2 Creating WM snapshot 0:00:02
(2 Saving [esx01-das1] apache0 fapache0Twrmx

(D Saving [esx01-das1] apache0 fapache0] wrnxf

() Saving [esx01-das1] apachell/apache0l.nvram 0:00:1

(2 Using backup proxy Vhiware Backup Proxy for disk Hard disk 1 [hotadd] 0:00:49

() Changed black tracking has been disabled for backup proxy Whi, 0:00:1

2 Hard disk 1R0.0 GRY A.0 GR read at 34 MR/ [CRTI 0005 h
Hide Details QK
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Assigning Roles to Users

You can assign one of the following roles to users or groups of users who plan to work with
Veeam Backup Free Edition:

= Veeam Restore Operator

= Veeam Backup Viewer

= Veeam Backup Operator

= Veeam Backup Administrator

A role assigned to the user defines the user activity scope: what operations in
Veeam Backup Free Edition the user can perform. Role security settings affect the following
operations:

= Starting and stopping tasks
= Performing restore operations

Users having different roles can perform a different set of operations:
.
Veeam Restore Operator Can perform restore operations.

Veeam Backup Viewer Has the “read-only” access to Veeam Backup Free Edition. Can view existing
task session details.

Veeam Backup Operator Can create VeeamZIP files.
Veeam Backup Administrator Can perform all administrative activities in Veeam Backup Free Edition.

You can assign several roles to one user. For example, if the user should be able to start jobs and
perform restore operations, you can assign the Veeam Backup Operator and Veeam Restore
Operator roles to this user.
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To assign a role to the user or user group:
1. From the main menu, select Users and Roles.
2. Click Add.

3. Inthe User or group field, enter a name of a user or user group in the DOMAIN\USERNAME
format.

4. From the Role list, select the necessary role to be assigned.

The user account under which the Veeam Backup Service runs must be assigned the Veeam Backup

Important! Administrator role. By default, during installation the Veeam Backup Administrator role is assigned to
users in the Local Administrators group. If you change the default settings, make sure that you assign
the Veeam Backup Administrator role to the necessary user account.

If the Veeam Backup Service is started under the LocalSystem account, you do not need to assign any
roles to this account.

Security \LI
Uzer ar group Rale Add.
.};Administrators YWeeam Backup Administrator
User or group: |tech\i0hn.smith || Browze. ..
Role: |\-"eeam Backup Operatar W |
| | Cancel
Ok | | Cancel
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